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ABSTRACT: The paper presents the results of the study and a mathematical model
of the testing technology for vulnerability to one of the most common types of attacks
on Web applications — XSS (Cross Site Scripting) — XSS DOM. Cross-site scripting is
an error validation of user data, which allows you to send JavaScript code to be
executed in the user's browser. Attacks of this kind are often also referred to as HTML
injection, because the mechanism of their implementation is very similar to SQL
injection, but unlike the latter, the introduced code is executed in the user's browser.
The approach of mathematical modeling based on GERT networks is argued. Studies
have shown that GERT (Graphical Evaluation and Review Technique) is a method of
studying and analysis of stochastic networks that are used to describe the logical
relationship between parts of the project or stages of the process. The main purpose of
GERT is to evaluate the logic of the network and the duration of activity and reception
of the conclusion about necessity of execution of some activities. A mathematical
model of the testing technology of Web applications is developed. As the basis of the
mathematical modeling the approach of GERT-network synthesis was taken. The
developed mathematical model of testing technologies of DOM XSS vulnerability
differs from the known by accounting of performance or analyzing the DOM
structure. The developed mathematical model can be used when testing the
vulnerability of a Web application.

KEYWORDS: testing, DOM XSS vulnerabilities, GERT-network, security
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1. Formulation of the problem

Currently a large demand for Web applications and Web services causes a great
interest of the attackers to their possible vulnerabilities. However, the main threats
towards the server component were transformed into attacks against ordinary users.
The analysis of materials of the Open Web Application Security Project (OWASP
TOP 10) have shown that one of the most dangerous types of attacks (vulnerability) is
a cross-site scripting — XSS (Cross Site Scripting).

Analysis of the literature showed that cross-site scripting is an error validation of user
data, which allows you to send JavaScript code to be executed in the user's browser.
Attacks of this kind are often also referred to as HTML injection, because the
mechanism of their implementation is very similar to SQL injection, but unlike the
latter, the introduced code is executed in the user's browser.

From [1-8] it is known that under the XSS is usually meant instant and delayed cross-
site scripting. At the instant malicious XSS code (Javascript) is returned by the target
server immediately in response to a HTTP request. Deferred XSS means that
malicious code is stored on the target system and can be later embedded into an
HTML page on an affected system. This classification assumes that a fundamental
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property of XSS is that malicious code is sent from the browser to the server and
returns to the same browser (snapshot XSS) or any other browser (delayed XSS).

The big number of Internet articles describe in detail the basic mechanisms of the
emergence of such threats and the possible ways of blocking. However, to identify
these threats and the possible consequences of their distribution in the process of
security management of IT projects and to offer the best solutions to this problem,
there is a need of a mathematical formalization of the process of initiation and
propagation.

Especially urgent task in this direction is the modeling of the DOM (Document Object
Model) XSS vulnerability. This is due to the fact that the DOM XSS vulnerability is a
subspecies of XSS, where the attack is not in the server's response and, accordingly,
not in the HTML code and the DOM structure of the HTML page. The results of
attacks through these vulnerabilities can only be detected during execution or analysis
of the DOM structure. The mechanism of attack, namely the injection of Javascript
code in the affected segment remains unchanged.

The aim of this work is to develop mathematical models of the technology of testing
for vulnerability to one of the most common types of attacks on Web applications —
DOM XSS.

2. Statement of the main material

The algorithm for the DOM XSS vulnerability analysis

For mathematical formalization of the algorithm that parses the DOM XSS
vulnerabilities we use the basic provisions of the GERT network modeling, described
in detail [9-11].

The algorithm for the analysis of DOM XSS vulnerability can be described as
follows:

1) From the code of the analyzed page all the <script> tags are extracted and a list of
tags for analysis is compiled.

2) The analysis of contents of the tag is parsed. If the tags do not contain code, and
refer to the deleted file, acces the file and get the code fromit. The contents of the file
are potential unsafe sections of code (the sink) that use client input (source).

Examples of sources include:

- document.URL

- document.documentURI

- location.href

- location.search

- location.*

- window.name

- document.referrer

Examples of sink:

- document.write

- (element).innerHTML

- eval

- setTimout / setInterval

- execScript

3) If the code tag is used by source, attack with a specific marker that can be tracked
in the DOM structure of the page is running after executing the code (e.g., injection
of a specific text content in the DOM).
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4) The content DOM is checked. If the attack marker is in the DOM, we can conclude
about the presence of DOM vulnerability.

5) Steps 2 — 4 are executed for each script tag on the page.

In order to build a formal model of the algorithm of vulnerability analysis of Web
applications to a DOM XSS stochastic GERT - network is selected.

Studies have shown that GERT (Graphical Evaluation and Review Technique) is a
method of studying and analysis of stochastic networks that are used to describe the
logical relationship between parts of the project or stages of the process [9-11]. The
main purpose of GERT is to evaluate the logic of the network and the duration of
activity and reception of the conclusion about necessity of execution of some
activities.

GERT network consists of nodes of type AND, INCLUSIVE-OR and EXCLUSIVE-
OR, and branches with two or more parameters. The branch has a direction, has the
node start and node end. The parameters of the branches contain:

1) the probability of the branches (Pa) under the condition that the node that is the
source of the branches has been implemented;

2) the time (ta) passing branches, if it will be implemented.

The time ta may be a random value. If the branch is not part of the network
implementation, i.e. during the execution of the process activity associated with the
branch does not occur, then ta = 0.

The node in the stochastic network GERT consists of a input function (contributive
functions) and output functions (distribution functions). Each function describes a
specific logical relation relative to the associated branches.

In General, studies have shown that GERT-modeling is an effective way of identifying
previously unknown laws and distribution functions of random variables with known
algorithm of functioning (process). Therefore, as a tool of mathematical modeling we
have chosen the GERT modeling.

GERT-model of the mathematical model of the testing technology for DOM XSS
vulnerabilities

Let’s construct, in accordance with the description of the GERT network, a model of
the mathematical model testing technologies of DOM XSS vulnerability. A graphical
image of the GERT model is shown in Fig. 1.

Sa

Wiz w2 Wis

Sk

Ws6

Wil
Figure 1. GERT-model of the mathematical model of testing technology for DOM XSS
In the presented network the nodes of the graph are interpreted by the States of
computer system in the operation of the DOM structure, and the branches of the graph
and probabilistic-temporal characteristics of state transitions. In particular, branch
(1,2) describes the collection and analysis of tag content. Branch (2,3) shows the time
characteristics of execution of the attack in the case of " source" structure. Branch
(2,4) specifies the random access to the contents of the deleted file (search for "sink").
Branch (4,2) characterizes the return on the execution of the attack. Branch (3,5)
describes the continuation of the attack, in particular checking the contents of the
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DOM. Next branch (5,6) characterizes the time of the decision about the vulnerability,
at the same time branch (5,1) displays the temporal characteristics of the transition to
the new tag.

Characteristics of the branches of the model are presented in table. 1

Table 1. Characteristics of the branches of the model

Ne Branch W-function Probability The generating function of
the moments
1 (1,2) Wi pi Ay /(N —5)
2 (2,3) Wos P2 Ay /(hy —S)
3 24 W, p3 A3 /(Ay —5)
4 (3,5) Wis p2 Ay l(hy —5)
5 (5,6) Wse o Ay /Ny —5)
6 (GRY) Wsi 1 —p4 As/(hs—s)
7 (4.2) Wi ps A3y /(hy —S)

Equivalent W-function of execution time of mathematical model testing technologies
of DOM XSS vulnerability is equal to:
WE (S) — W12W23W35W56 + W12W24W42W23W35W56 —
1- W] 2W23W35W51 - W] 2W24W42W23W35W51
_ P1P§7¥17»22(P47b4(7¥3 —S)z (7“5 _S)+P§Q17¥237¥5 (7\4 _S)) (1)
(* _S{(}“l —s)nz _S)z (5 _5)2 (s —s)-
4
—plxlpgkzz%xs(% _5)2 —plpgpgklkzqukéks
where 1-p, =q;.

The peculiarity of the process lies in the heterogeneity of the analyzed and processed
data. There can be multiple instances of the feedback. In Fig. 1 these cycles are

recorded in the form of transitions W,, »>W,, >W,, W, >W,, >W,, > W,

For GERT-networks with cycles, there are no simple methods of finding singular
points of the function ®(z) replacing the real variables (z=-ig), where¢ the variable
is valid. This is because of the fact that for finding the singular points it is necessary
to solve nonlinear equations, and the more complex the structure of the GERT-
network, the more difficult and the original equation. Therefore, during the simulation
it is proposed to resort to such replacement.

Completing a comprehensive transformation z=-s, we get

3 2
D(z) = uz’ +vz- +bz+k

2)

(g +2)2° +c2° +dz* +g2° +hz® + wz+m)’

where:

u= _P1P%P47“17‘227¥4 >

v= P1P§p47”17327¥4(7¥5 + 27»3),

b=—p;p3psAA3h 405 (205 —1s),

k=—pip2h 23230 ahs(ps + 020, ),

c=A;+2Ahy +2X5 + A5,

d=—(20 ks +Ahs + 20,05 + A3 + 2K, hs +4hohs + 20,0, +43),
g =N3hs + 40 Aohs +dhohshs + A5 + 050, + 2050, + 40 Aoy + 2050, + 050,

h = (M A3hs + 20,050 s + 40 hohahs + 2050305 +A5A5 + 20,3505 — pip3di A Ahs)
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W =L AoA5hs + A505hs + 20 05 5hs + A 0505 = 2pipaqia hohahs s

m = p;p3q; M Ao A3hs +pipapsdiMAaAGhs — A A3 AyAs .

The probability density function of the execution time of algorithm analysis of DOM
XSS vulnerability:

100

1 ~ uz® +vz? +bz+k
2mi I (3)

o) 6, s 4 dz,
™. z°+cz” +dz" +
(K4+z

+gz3+h22+wz+m

where the operation of integration is performed using the integral of Bromwich-
Wagner [11]

Integration method depends on whether the function ®(z) has only simple poles or
poles of some order. In the case when the function ®(z) has only simple poles, the

expression 4”d(z) can be represented as:

2 P(z) = e™ (uz3 +vz? +bz+ k) ulz) 4)

z' +y6z6 +y525 +y4z4 +y3z3 +y222 +v12+7, \|I(Z)

TOC:yg=A4+cC, Ys=chy+d, y,=dri,+g, vy3=gh,+h, vy,=hi,+w, 7y, =wA,+m,
Yo =MmAy.

Then the density distribution of the execution time of the algorithm of analysis of
DOM XSS vulnerability is equal to:

P(x) = iReS[eZ"CD(z)]: 27: “(ék)) _ 27: e™ (uz3 +vz? +bz+ k) )

= ¥ k=1 722 +6Y6Zi +5Y52ﬁ +4Y4Z% +3Y3Zi +2y,2, + 7,

Function @(z) except for decisions determined by the roots of the equation

28 +cz° +dz* +g2’ +hz> +wz+m=0, can have a pole of second or third order cases
where the value A, is equal to the value of the roots z,, z,, z,, zs, z¢, z,. In these
cases, the density of distribution of time of message transmission ¢(x) is in the
formula for finding deductions r_, from the poles z, with norder:

_ m ! ((Z—Zk)nezxd)(z)). ©6)

(n—1)! z>z, dz"!

The expression (6) is a rational function z with relative degree of denominator larger
than degree of numerator. Therefore, it is performed the conditions of the Lemma of
Jordan [11]. The function ®(z)has poles at the pointsz, =-A,. The polynomial:

I

2 +cz° +dz* + g2’ +hz” +wz+m generates seven poles. The solution to the equation

28 +cz® +dz* + g2’ +hz® +wz+m=0 @)

can be found by any method, for example, by the formulas of Viett [11]. In result
singular points z,, z,, z,, zs, z¢, z; are computed.

Thus, based on the exponential GERT-network developed mathematical model of the
algorithm of analysis of DOM XSS vulnerability that differs from the known, subject
to the execution or analysis of the DOM structure.

The model can be used to study processes in computerized systems, the development
of new tools and data security protocols.

The use of exponential stochastic models GERT will give an opportunity to use the
results obtained in the analytical form (functions, density distribution) for
comparative studies and research, and more complex computer systems mathematical
methods.
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3. Conclusions

In this work the mathematical model of the technology of testing WEB applications is
developed. The basis of the mathematical modeling is connected to the approach of
GERT-network synthesis. In result, the mathematical model testing technologies a
DOM XSS vulnerability is developed.

Mathematical model of testing technologies of DOM XSS vulnerability differs from
the known, subject to the execution or analysis of the DOM structure that makes it
possible to conduct an analytical evaluation of the time spent testing this vulnerability
in the context of realization of strategy of development of secure software.

The while researching, it was determined that a random variable execution time of the
considered test methods in general corresponds to the gamma distribution.
Verification of this hypothesis is produced by the y* Pearson criterion.
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