Scientific and Practical Cyber Security Journal (SPCSJ) 2(1):29-36
Scientific Cyber Security Association (SCSA), 2018 ISSN: 2587-4667
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The article presents the results of the analysis of the technical aspects of the construction of a
broadband access channel terahertz range for security complexes in the systems for detecting
hidden objects. The technical solution of the radio access channel in the terahertz range with
increased information efficiency and a generalized algorithm for forecasting channel and time
resources of such a network are proposed.

ABSTRACT: One of the promising areas of terahertz technology application is the wireless
communication system. In particular, it is planned to create fundamentally new in size, impedance
and energy efficiency, devices of the submillimeter and terahertz range for high-speed video
transmission, for radio-relay systems of direct visibility, for fifth generation mobile communication
networks and radars for high-precision detection and recognition of small-scale speed targets, and
also for radiometric detection systems for hidden objects.

Nowadays, for such wireless research systems, the focus is on increasing the bandwidth of the
communication channel when using ultra-wideband signals that occupy the entire terahertz range.
However, it should be noted that in many promising applications for networks of a new generation,
the range of communication plays a more significant role than the speed of data transmission.

The aim of the article is to increase the information efficiency of the communication node by
developing an innovative solution for constructing a channel of wireless broadband subscriber
access to information resources using the terahertz channel, which results in better system
efficiency in terms of communication distance and channel throughput.
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One of the promising areas of terahertz technology is the wireless communication
system [1]. In particular, the creation of fundamentally new in size, noise immunity
and energy efficiency of submillimeter and terahertz range devices for high-speed
video transmission, for radio-relay systems of direct visibility, for fifth generation
(5G) mobile communication networks (5G) and radar for high-precision detection
and recognition of small-scale high-speed goals, as well as for detecting hidden
objects radiometric systems, is expected. The development of new types of sensors
based on terahertz technologies will provide more accurate and detailed operational
information about the state of the controlled object or terrain. Such developments are
conducted in the USA under the auspices of DARPA, in England, Germany and
China for use in military and civilian purposes. The development of the elemental
base of radio electronic devices, the widespread introduction of digital technology for
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the formation and processing of signals allows a new approach to the solution of
many problems that previously held back the implementation of the development of
telecommunication systems sub-and terahertz ranges.

These circumstances make this range unique for the construction of
telecommunication systems and networks, including for the detection of hidden
objects by radiometric systems. In recent years, the trend of using terahertz radio
waves has become steady, unlike in previous years. This is due to the successes in the
development of technically advanced devices and systems [1]. Their most important
advantage is the wide working frequency range. Narrow antenna pattern diagrams in
this range contribute to increasing the secrecy of communication and suppression.
Today, for such wireless research systems, the focus is on increasing the bandwidth
of the communication channel when using ultra-wideband signals that occupy the
entire terahertz range [1]. However, it should be noted that in many promising
applications for networks of the Sth generation, the range of communication plays a
more significant role than the speed of data transmission. Thus, the development of
methods and technical solutions for increasing the radius of the individual node of the
terahertz range is an important scientific and technical task. In order to increase the
information efficiency of the communication node a technical solution for
constructing a channel for wireless broadband subscriber access to information
resources using the terahertz channel is proposed in the article, which results in
better system efficiency in terms of communication distance and channel throughput.

2. Analysis of technical aspects of the construction of a broadband access
channel terahertz range

The exhaustion of licensed frequency resources and the rapid increase in the
population's need for access to information networks require the study of the use of
unlicensed frequency resources in access networks, in particular, the terahertz
frequency range. At present, many studies on the distribution of millimeter, partly
submillimeter and terahertz waves have been obtained in a large number of papers [2-
7]. The main features of terahertz radiation, which distinguish it from the microwave
and optical, appear mainly during its interaction with the substance. In particular, in
the terahertz range there are resonances of the rotational and oscillatory transitions of
molecules of many substances, which allow to identify the dielectric medium of
different aggregate states. The most suitable for development under the mobile
telecommunication systems are the windows of transparency, which can be
determined at a certain level of attenuation. According to [7], this threshold level may
be 100 dB / km. Then we have five windows of transparency, and the bandwidth in
the strips of the terahertz window range can reach hundreds of Gbps. Moreover, the
smaller the distance radio paths, the less the impact of external factors and the greater
the bandwidth can be achieved. But the coverage of the services of a significant
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territory by the network of channels of the terahertz range is complicated by the lack
of current transmission lines of affordable value and the required capacity and low
noise receiving tracks. In cities of oblast centers there is a sufficiently developed fiber
optic network, which usually accesses information resources, whereas in small cities,
in district centers, and in adjacent rural settlements where there is a small density of
potential subscribers, fiber optic networks that can be implemented a quality access to
information resources, are usually absent. Exhaustion of the licensed frequency
resource significantly complicates the provision of such services in the above-
mentioned territories. Therefore, it is proposed to use unlicensed frequency resource
for subscriber access in backhaul network channels (mobile fixed radio channel). In
the actual case - the terahertz range (140GHz). Significant energy losses of the signal
of such a frequency range on the propagation path require the use of antennas with an
amplification factor of up to 50dB, in the range of about 140GHz, and the angle of
inclination of the diagram is less than 1°.

In [8], the implementation of access in the format according to IEEE 802.11n
standard and subsequent transfer of the working range, which uses software-hardware
Wi-Fi, in the terahertz range - 140 GHz, is proposed. Receive and transmission linear
paths provide a frequency transfer of about 2.7GHz in the ~<140GHz band when
transmitting signals and lower the frequency from = 140 GHz to =2.7 GHz when
receiving a signal. Central (CA) and subscriber stations (AC) are connected by
channels of the backhaul network in the terahertz range (in this case, ~ 140 GHz). As
the AU uses a Wi-Fi access node, which includes receiving transceivers and linear
AC circuits. The technical solution [9] for extending the service area (QO) of the
access point is realized by creating a peer-to-peer Mesh network accessed through a
hub, which may be part of the AU. The disadvantage of such a technical solution is
the insufficient size of the CA. The increase in the length of the backhaul network
channel is implemented in the broadband system [10]. In [11], the proposed
information streamformer consists of 8 receiving and 8 transmitting paths based on
Mikrotik R52nM chips which are frequency-multiplexed and uses 64 GHz / 64-KM
modulation when using a 1.2 Gbit / s data stream in 802.11.n format. Processing of
the receiving and transmitting streams by linear paths allows us to create a channel
for the terahertz range transmission in which the above formator is used as a modem.
Connecting such a modem to both ends of the data transmission can create a span of
the radio relay line with an information speed of 1.2 Gbit / s. Such a channel was
developed for the terahertz range (in the range of 140 GHz) [12-14]. It consists of
receiving and transmitting antennas, linear paths and signal processing units on the
basis of the central station shaper. At the same time, the transmitter and receiver
antennas serving the corresponding areas of the coverage area have been introduced
into the formation of the information flow of the central station, and the composition
of the nodes of the subscriber network corresponds to the composition and
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parameters of the corresponding parts of the central station. The information resource
on a single port is connected to the receiving and transmitting antenna, which is
directed to the corresponding area of coverage. Information flows in the format IEEE
802.11n in the number of up to 8 are transmitted on the route distribution to the
receiving node of the corresponding station. To more effectively use the information
resource for the provision of subscriber access services as a subscriber station access
node on the basis of the chip Mikrotik R52nM.

3. Channel of broadband radio access in terahertz range with high
informational efficiency

When implementing broadband access of subscribers to information resources, the
information rate on average per subscriber will be about 3 ... 4 Mbps. That is, the
number of simultaneously working in the network will be =40 subscribers. Increasing
the number of subscribers requires or increase the provided information resource, or
reduce the information flow rate provided to the subscriber. Reducing the information
flow rate provided to the subscriber is a reduction in the quality of the transfer. The
increase of the total informational resource in the present case is limited by the
parameters of the backhaul path, in particular the level of output power of the
transmitter amplifier. The absence of a transmission path (output amplifier) at present
of an acceptable value and a level of output power in the terahertz range (140 GHz)
and a low-noise input amplifier of the receiving path significantly limits the
implementation of the desired size of the backhaul network channel when one
channel transmits several information flows.

3.1 Technical aspects of the construction of the terahertz channel range.

The implementation of broadband access requires the provision of a significant
information resource for each subscriber, which, in case of insufficient resources
provided, causes a decrease in the system's efficiency in terms of providing services.
The absence of hardware at the receiving and transmitting paths of an acceptable cost
at the time of use in the backhaul network channels of the unlicensed terahertz
frequency range results in a significant decrease in the length of the backhaul network
channel, that is, in reducing the size of the network area. Therefore, in order to
eliminate these shortcomings, a new technical solution is proposed to increase the
speed of the information flow, which is provided on average to each subscriber,
increase the number of subscribers in the territory covered by the access point and the
possibility of extending the territory of service.

As is known, deploying a MESH network in the Wi-Fi access point service area does
not solve the problem primarily because of the inadequate channel information
resource when using the Mikrotik R52nM chip modem in the IEEE 802.11n
(150Mbps) standard. Its increase by connecting additional information flows in One
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channel leads to a decrease in the length of the backhaul network and inadequate
power supply due to the lack of hardware paths. In addition, the MESH network
deployed mainly to expand the service area, which is not the subject of this article.

In this technical solution, it is proposed not to create a MESH peer network, but a
server in which backhaul channels are created for additional information streams that
connect to individual access points. Coverage areas with such access points overlap.
The size and location of the enclosed territory is determined by the results of the
study of the service area.

As stated above, the technical solution [9] proposes to connect to different access
points from one or more information flows. The disadvantages of this technical
solution are the inadequate information resource when connecting one stream and
reducing the length of the transmission channel when feeding multiple streams. These
disadvantages associated with insufficient energy resources significantly restrict the
use of the peer-to-peer MESH network.

Therefore, it is proposed to compensate for the supply of various information flows to
different access points. Management of such a system can be performed on the
principle of a server network.

Territorial dislocation of access points allows:

- to increase the information resource provided to the subscribers of the serviced
territory;

- to ensure the maintenance of energy resources (energy per bit), ie backhaul channel
length is stored;

- to ensure the expansion of the size of the service area.

Figure 1 shows the principle of servicing such a system, where

1 — central station;

2 — the coverage area with the main stream;

3 — coverage area by an additional flow, that is, the territory of expansion of the
service area;

4 — the territory of improving the quality of information services.
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Fig.1 Structure of the principle of customer service developed by the system

An increase in the crossing of territories 2 and 3 leads to a decrease in the total
territory of service (i.e., the size of territory 4 increases due to the reduction of
territory 3). This leads to an increase in the information flow in the main zone. That
is, part of the information resource of the stream 1-3 is transmitted to zone 2 and
increases the total informational resource in the main zone (zone 2).

3.2 A generalized algorithm for forecasting channel and time resources of an
innovative technical solution.

In the process of deploying the system of transmission channels terahertz range one
of the main places is the distribution of channel and time resources between the
individual sectors (directions) of the wireless communication system, due to changes
in the qualitative and quantitative characteristics of traffic. Once again, it should be
noted that the feature of such radio systems is that access to the transmission channels
is organized on request transmitted by the transmitting party in the service
announcement. In other words, the router subscriber access point generates a
schedule of possible transmissions, ie produces channel-time forecasting of the
resource, which leads to the following negative consequences:

- adversary in the transfer of data between individual directions;

- non-optimal use of channel-time resource.

Consequently, there is a problem of optimizing the forecasting channel-time resource
in systems of this type. The need to save the channel-time resource provides an
increase in the qualitative characteristics of the transmission and reception of signals.

However, the complexity of the solution of such a task, which is due to the lack of
sufficiently effective algorithms for its solution, should be noted as well. The most
effective way of forecasting channel-time resources is the algorithms of the theory of
sequential solutions [15], Bellman's dynamic programming [17], and the approximate
"heuristic" method of Boxing [16]. The main disadvantage of the latter lies in the
little study of the convergence of the proposed algorithm. The first two methods do
not always allow you to get the exact solution that is provided to carry out the
forecasting of the wireless network, built by this type. Therefore, it is proposed to
solve the problem of forecasting channel-time resources as an optimization problem
involving the mathematical apparatus of the method of linear programming [18].

Conclusion:
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The proposed innovative solution can increase the efficiency of using the network
resource for radiometric detection systems of hidden objects, increase the distance to
a remote subscriber network several times depending on the ratio of information
flows at the network access node input, increase the number of radio access points.
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