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ABSTRACT. Demand for digital technology still has strong positions on the market. Every 

single year more and more modern technologies introduced in our lives. Command Spot 

company conducted a survey with the main question: “Which smart device do you want to use in 

your surrounding?”. The most common answer was smart-lock. But, do responders think 

thoughtful about this gadget security? Dangers that hide behind the smart locks and marketing 

slogans of companies are proposed in this paper. 

 

Аɧɧɨтация. ɋɩɪɨɫ ɧɚ ɰɢɮɪɨɜɵɟ ɬɟɯɧɨɥɨɝɢɢ ɧɟ ɩɟɪɟɫɬɚɟɬ ɭɬɢɯɚɬɶ. ɋ ɤɚɠɞɵɦ ɝɨɞɨɦ 
ɩɨɹɜɥɹɸɬɫɹ ɜɫɟ ɛɨɥɟɟ ɧɨɜɵɟ ɬɟɯɧɨɥɨɝɢɢ, ɤɨɬɨɪɵɟ ɜɧɟɞɪɹɸɬɫɹ (ɜ ɩɪɹɦɨɦ ɫɦɵɫɥɟ ɷɬɨɝɨ 
ɫɥɨɜɚ) ɜ ɧɚɲɭ ɠɢɡɧɶ. Кɨɦɩɚɧɢɟɣ Command Spot ɛɵɥ ɩɪɨɜɟɞɟɧ ɨɩɪɨɫ, ɜ ɯɨɞɟ ɤɨɬɨɪɨɝɨ ɛɵɥ 
ɡɚɞɚɧ ɜɨɩɪɨɫ – ɤɚɤɨɟ ɭɦɧɨɟ ɭɫɬɪɨɣɫɬɜɨ ȼɵ ɛɵ ɯɨɬɟɥɢ ɩɨɞɤɥɸɱɢɬɶ ɫɟɛɟ ɜ ɩɟɪɜɭɸ ɨɱɟɪɟɞɶ? 
– ɪɟɫɩɨɧɞɟɧɬɵ ɧɚ ɩɟɪɜɨɟ ɦɟɫɬɨ (48%) ɩɨɫɬɚɜɢɥɢ ɭɦɧɵɣ ɡɚɦɨɤ. Ɉɞɧɚɤɨ ɡɚɞɭɦɵɜɚɥɢɫɶ ɥɢ 
ɪɟɫɩɨɧɞɟɧɬɵ ɨ ɛɟɡɨɩɚɫɧɨɫɬɢ ɞɚɧɧɨɝɨ ɝɚɞɠɟɬɚ? Дɚɧɧɚɹ ɫɬɚɬɶɹ ɨɩɢɫɵɜɚɟɬ ɨɩɚɫɧɨɫɬɢ, 

ɤɨɬɨɪɵɟ ɫɤɪɵɜɚɸɬɫɹ ɡɚ ɭɦɧɵɦɢ ɡɚɦɤɚɦɢ ɢ ɦɚɪɤɟɬɢɧɝɨɜɵɦɢ ɥɨɡɭɧɝɚɦɢ ɤɨɦɩɚɧɢɣ. 
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ȼɫɟ ɦɵ ɫɬɪɟɦɢɦɫɹ ɢɦɟɬɶ ɜ ɫɜɨɟɦ ɚɪɫɟɧɚɥɟ ɧɚɢɛɨɥɟɟ ɧɨɜɭɸ ɰɢɮɪɨɜɭɸ «ɢɝɪɭɲɤɭ», ɜ 
ɤɨɬɨɪɭɸ ɜɧɟɞɪɟɧɵ ɤɚɤɢɟ-ɥɢɛɨ ɮɭɧɤɰɢɢ ɢɥɢ ɜɧɟɲɧɢɟ ɫɨɫɬɚɜɥɹɸɳɢɟ, ɤɨɬɨɪɵɯ ɧɟɬ ɜ 

ɞɪɭɝɢɯ ɝɚɞɠɟɬɚɯ. Кɬɨ-ɬɨ ɩɪɢɞɭɦɵɜɚɸɬ ɧɨɜɵɟ ɮɨɧɚɪɢɤɢ ɢɥɢ ɦɚɹɱɤɢ, ɤɬɨ-ɬɨ ɧɟɡɧɚɱɢɬɟɥɶɧɨ 
ɭɥɭɱɲɚɟɬ ɤɚɱɟɫɬɜɨ ɢɡɨɛɪɚɠɟɧɢɹ ɧɚ ɝɚɞɠɟɬɟ, ɚ ɞɪɭɝɢɟ – ɩɪɢɤɪɭɱɢɜɚɸɬ ɤ ɜɟɥɨɫɢɩɟɞɭ 
ɬɪɟɬɢɣ ɪɭɥɶ. ɉɨɫɥɟɞɧɢɟ ɩɪɢɦɟɪɵ ɧɟ ɜɫɟɝɞɚ ɹɜɥɹɸɬɫɹ ɫɚɦɵɦɢ ɯɨɪɨɲɢɦɢ ɨɫɨɛɟɧɧɨɫɬɹɦɢ. 

Ⱥ ɧɟɤɨɬɨɪɵɟ ɪɚɡɪɚɛɨɬɤɢ ɫɨɜɫɟɦ ɧɟ ɞɨɥɠɧɵ ɩɨɹɜɥɹɬɶɫɹ ɜ ɨɛɳɟɦ ɞɨɫɬɭɩɟ. 
ȼ ɞɚɧɧɨɣ ɫɬɚɬɶɟ ɧɟ ɛɭɞɭɬ ɪɚɫɫɦɨɬɪɟɧɵ ɤɨɧɤɪɟɬɧɵɟ ɰɢɮɪɨɜɵɟ ɡɚɦɤɢ, ɩɨ ɬɨɣ ɩɪɢɱɢɧɟ, ɱɬɨ ɜ 
ɛɨɥɶɲɢɧɫɬɜɟ ɫɥɭɱɚɟɜ ɢɯ ɩɪɢɧɰɢɩ ɪɚɛɨɬɵ, ɩɪɨɬɨɤɨɥɵ ɛɟɡɨɩɚɫɧɨɫɬɢ ɢ ɫɨɫɬɚɜɥɹɸɳɢɟ 

ɹɜɥɹɸɬɫɹ ɱɚɫɬɢɱɧɨ, ɚ ɢɧɨɝɞɚ ɢ ɩɨɥɧɨɫɬɶɸ ɢɞɟɧɬɢɱɧɵɦɢ.  
 

«ɋɦɚɪɬ-ɡɚɦɨɤ» – ɷɬɨ ɞɨɜɨɥɶɧɨ ɫɥɨɠɧɵɣ ɬɟɪɦɢɧ, ɨɯɜɚɬɵɜɚɸɳɢɣ ɲɢɪɨɤɢɣ ɫɩɟɤɬɪ 
ɬɟɯɧɨɥɨɝɢɱɟɫɤɢɯ ɧɨɜɲɟɫɬɜ. Ɍɟɯɧɢɱɟɫɤɢɟ ɢ ɩɪɨɝɪɚɦɦɧɵɟ ɨɫɨɛɟɧɧɨɫɬɢ ɩɪɨɞɭɤɰɢɢ ɧɚ 
ɪɵɧɤɟ ɹɜɥɹɸɬɫɹ ɱɚɫɬɨ ɡɚɤɪɵɬɵɦɢ ɞɥɹ ɩɨɤɭɩɚɬɟɥɟɣ, ɧɨ ɡɚɬɨ ɟɫɬɶ ɦɚɪɤɟɬɢɧɝɨɜɵɟ ɧɚɞɩɢɫɢ, 
ɝɞɟ ɫɨɡɞɚɬɟɥɢ ɬɨɝɨ ɢɥɢ ɢɧɨɝɨ ɫɦɚɪɬ-ɡɚɦɤɚ ɝɚɪɚɧɬɢɪɭɸɬ ɩɨɥɧɭɸ ɛɟɡɨɩɚɫɧɨɫɬɶ ɫɜɨɟɝɨ 
ɩɪɨɞɭɤɬɚ. 
 

Дɥɹ ɫɦɚɪɬ-ɡɚɦɤɨɜ ɬɪɟɛɭɸɬɫɹ ɫɦɟɧɧɵɟ ɛɚɬɚɪɟɢ, ɱɬɨ ɡɚɱɚɫɬɭɸ ɦɨɠɟɬ ɫɬɚɬɶ ɩɪɨɛɥɟɦɨɣ. 

ɉɨɱɟɦɭ? ɉɪɟɞɫɬɚɜɶɬɟ, ɱɬɨ ɜɵ ɭɟɯɚɥɢ ɧɚ ɞɨɥɝɢɣ ɨɬɞɵɯ ɜ ɞɪɭɝɭɸ ɫɬɪɚɧɭ ɢ ɜ ɨɞɢɧ ɢɡ ɞɧɟɣ 
ɛɚɬɚɪɟɹ ɧɚ ɜɚɲɟɦ «ɭɦɧɨɦ» ɡɚɦɤɟ ɩɟɪɟɫɬɚɧɟɬ ɪɚɛɨɬɚɬɶ. Эɬɨ ɩɪɢɜɟɞɟɬ ɤ ɨɬɤɥɸɱɟɧɢɸ 
ɫɢɫɬɟɦɵ ɢ ɜɵɬɟɤɚɸɳɢɦɢ ɫ ɧɟɣ ɩɨɫɥɟɞɫɬɜɢɹɦɢ.  
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ɋɦɚɪɬ-ɡɚɦɤɢ ɜ ɫɜɨɟɦ ɛɨɥɶɲɢɧɫɬɜɟ ɧɢɤɚɤɢɦ ɨɛɪɚɡɨɦ ɧɟ ɡɚɳɢɳɟɧɵ ɨɬ ɜɨɡɝɨɪɚɧɢɣ. Ɍɚɤɢɦ 
ɨɛɪɚɡɨɦ, ɜ ɫɥɭɱɚɟ ɜɨɡɧɢɤɧɨɜɟɧɢɹ ɩɨɠɚɪɚ, ɜɚɲ ɡɚɦɨɤ ɦɨɠɟɬ ɩɪɨɫɬɨ ɫɝɨɪɟɬɶ. Дɚɥɶɧɟɣɲɟɟ 
ɟɝɨ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɟ, ɤɚɤ ɢ ɜɚɲɚ ɛɟɡɨɩɚɫɧɨɫɬɶ, ɨɫɬɚɸɬɫɹ ɩɨɞ ɭɝɪɨɡɨɣ. 
Ɋɟɦɨɧɬ ɩɨɞɨɛɧɵɯ ɫɦɚɪɬ-ɡɚɦɤɨɜ ɹɜɥɹɟɬɫɹ ɨɱɟɧɶ ɡɚɬɪɭɞɧɢɬɟɥɶɧɵɦ, ɬɚɤ ɤɚɤ ɩɟɪɜɵɣ 
ɩɨɩɚɜɲɢɟɫɹ ɦɚɫɬɟɪ ɧɟ ɫɦɨɠɟɬ ɨɬɪɟɦɨɧɬɢɪɨɜɚɬɶ ɜɚɲ ɡɚɦɨɤ. Ɍɨɥɶɤɨ ɫɩɟɰɢɚɥɢɡɢɪɨɜɚɧɧɵɟ 
ɫɟɪɜɢɫɵ, ɤɨɬɨɪɵɟ ɨɬɧɨɫɹɬɫɹ ɤ ɤɨɦɩɚɧɢɢ-ɩɨɫɬɚɜɳɢɤɭ, ɢɦɟɸɬ ɜɨɡɦɨɠɧɨɫɬɶ 
ɨɬɪɟɦɨɧɬɢɪɨɜɚɬɶ ɡɚɦɤɢ ɫɨɛɫɬɜɟɧɧɨɝɨ ɩɪɨɢɡɜɨɞɫɬɜɚ, ɬɨ ɟɫɬɶ ɩɨɬɪɟɛɢɬɟɥɶ ɫɢɥɶɧɨ ɩɪɢɜɹɡɚɧ 
ɤ ɤɨɦɩɚɧɢɢ ɩɨɫɬɚɜɳɢɤɭ, ɚ ɟɫɥɢ ɡɚɦɨɤ ɩɪɢɨɛɪɟɬɟɧ ɢɡ-ɡɚ ɝɪɚɧɢɰɵ?  
 

ɍɞɚɥɟɧɧɨɟ ɭɩɪɚɜɥɟɧɢɟ ɩɨɫɪɟɞɫɬɜɨɦ ɫɟɬɢ – ɷɬɨ ɨɞɢɧ ɢɡ ɫɚɦɵɯ ɯɭɞɲɢɯ ɜɚɪɢɚɧɬɨɜ ɜɚɲɟɣ 
ɛɟɡɨɩɚɫɧɨɫɬɢ.  ɉɪɨɢɡɜɨɞɢɬɟɥɢ ɧɟ ɩɪɟɞɨɫɬɚɜɥɹɸɬ ɨɬɤɪɵɬɵɣ ɞɨɫɬɭɩ ɤ ɢɫɯɨɞɧɨɦɭ ɤɨɞɭ 
ɭɫɬɪɨɣɫɬɜ, ɤɨɬɨɪɵɟ ɨɧɢ ɩɪɨɞɚɸɬ ɩɨɬɪɟɛɢɬɟɥɹɦ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɩɪɨɢɡɜɨɞɢɬɟɥɶ ɦɨɠɟɬ 
ɜɧɟɞɪɢɬɶ backdoor ɜ ɫɢɫɬɟɦɭ ɢ ɷɤɫɩɥɭɚɬɢɪɨɜɚɬɶ ɟё ɭɞɚɥɟɧɧɨ. ɉɨɥɢɰɢɢ ɧɟɨɛɯɨɞɢɦɨ 

ɨɬɤɪɵɬɶ ɞɜɟɪɶ? – ɞɜɟɪɶ ɨɬɤɪɵɬɚ. Мɧɨɠɟɫɬɜɨ ɩɪɨɢɡɜɨɞɢɬɟɥɟɣ ɩɵɬɚɸɬɫɹ ɨɬɯɨɞɢɬɶ ɨɬ 
ɩɨɞɨɛɧɵɯ ɦɟɬɨɞɨɜ ɭɩɪɚɜɥɟɧɢɹ ɢ ɧɚɯɨɞɢɬɶ ɛɨɥɟɟ ɛɟɡɨɩɚɫɧɵɟ ɩɭɬɢ ɪɟɚɥɢɡɚɰɢɢ ɭɞɚɥɟɧɧɨɝɨ 
ɭɩɪɚɜɥɟɧɢɹ, ɧɚɩɪɢɦɟɪ, ɩɨɫɪɟɞɫɬɜɨɦ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɧɢɡɤɨɣ ɷɧɟɪɝɢɢ bluetooth, ɱɬɨ ɞɚɟɬ 
ɧɟɤɨɬɨɪɵɟ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɮɭɧɤɰɢɢ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɤɨɬɨɪɵɯ ɧɟɬ ɜ ɢɫɯɨɞɧɨɦ ɩɪɨɬɨɤɨɥɟ. 
Ɉɞɧɚɤɨ, ɧɟɫɦɨɬɪɹ ɧɚ ɬɨ, ɱɬɨ ɜ ɰɟɥɨɦ ɞɚɧɧɵɣ ɩɪɨɬɨɤɨɥ ɫɟɛɹ ɨɬɧɨɫɢɬɟɥɶɧɨ ɧɟɩɥɨɯɨ 
ɡɚɪɟɤɨɦɟɧɞɨɜɚɥ, ɜɵɩɨɥɧɟɧɢɟ ɤɨɦɚɧɞ ɢ ɫɜɹɡɚɧɧɵɟ ɫ ɧɢɦ ɫɨɩɭɬɫɬɜɭɸɳɢɟ ɩɪɢɥɨɠɟɧɢɹ, 
ɜɵɩɭɳɟɧɧɵɟ ɩɪɨɢɡɜɨɞɢɬɟɥɹɦɢ ɡɚɦɤɨɜ, ɧɟ ɬɚɤ ɭɠ ɯɨɪɨɲɢ. ȼ ɬɟɫɬɚɯ, ɩɪɨɜɟɞɟɧɧɵɯ Defcon ɜ 
2016 ɝɨɞɭ, 12 ɢɡ 16 ɦɨɞɟɥɟɣ ɫɦɚɪɬ-ɡɚɦɤɨɜ ɩɪɨɜɚɥɢɥɢ ɬɟɫɬ ɩɪɢ ɭɫɬɨɣɱɢɜɨɣ ɚɬɚɤɟ. 
Ȼɨɥɶɲɢɧɫɬɜɨ ɢɡ ɷɬɢɯ ɩɪɨɜɚɥɨɜ ɤɚɫɚɥɢɫɶ ɥɢɛɨ ɪɟɚɥɢɡɚɰɢɢ ɲɢɮɪɨɜɚɧɢɹ, ɥɢɛɨ 
ɧɢɡɤɨɩɪɨɛɧɨɝɨ ɤɨɞɚ ɜ ɫɨɩɭɬɫɬɜɭɸɳɢɯ ɩɪɢɥɨɠɟɧɢɹɯ. 
 

Иɫɯɨɞɹ ɢɡ ɩɥɨɯɨɣ ɤɨɧɫɬɪɭɤɰɢɢ ɢ ɪɟɚɥɢɡɚɰɢɢ ɡɚɳɢɬɵ «ɫɦɚɪɬ» ɭɫɬɪɨɣɫɬɜɚ, ɩɨɞɨɛɧɵɟ ɷɬɢɦ, 
ɤɚɤ ɩɪɚɜɢɥɨ, ɢɦɟɸɬ ɧɟɱɟɬɤɢɟ ɩɪɚɜɨɜɵɟ ɝɪɚɧɢɰɵ, ɫɜɹɡɚɧɧɵɟ ɫ ɜɥɚɞɟɧɢɟɦ ɢ 

ɨɛɫɥɭɠɢɜɚɧɢɟɦ. Ɉɬɧɨɫɢɬɟɥɶɧɨ ɧɟɞɚɜɧɨ, ɜɨ ɜɪɟɦɹ ɩɪɢɨɛɪɟɬɟɧɢɹ, ɛɵɥɚ ɡɚɤɪɵɬɚ ɤɨɦɩɚɧɢɹ 
ɩɨ ɚɜɬɨɦɚɬɢɡɚɰɢɢ ɞɨɦɨɜ, ɩɨɞ ɧɚɡɜɚɧɢɟɦ Revolv. И ɜɦɟɫɬɨ ɬɨɝɨ, ɱɬɨɛɵ ɩɪɨɫɬɨ ɧɟ 
ɩɪɟɞɨɫɬɚɜɥɹɬɶ ɨɛɧɨɜɥɟɧɢɹ ɫɜɨɢɦ ɩɨɬɪɟɛɢɬɟɥɹɦ, ɭɫɬɪɨɣɫɬɜɚ ɛɵɥɢ ɨɬɤɥɸɱɟɧɵ. Эɬɨ 
ɩɪɢɜɟɥɨ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɤ ɡɧɚɱɢɬɟɥɶɧɵɦ ɧɟɭɞɨɛɫɬɜɚɦ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɤɚɠɞɚɹ ɤɨɦɩɚɧɢɹ, 

ɩɪɟɞɨɫɬɚɜɥɹɸɳɚɹ ɩɨɞɨɛɧɵɟ ɭɫɬɪɨɣɫɬɜɚ, ɜ ɨɞɢɧ ɦɨɦɟɧɬ ɦɨɠɟɬ ɩɪɟɤɪɚɬɢɬɶ ɫɜɨɟ 
ɫɭɳɟɫɬɜɨɜɚɧɢɟ ɢ ɩɨɫɬɚɜɢɬɶ ɩɨɞ ɭɝɪɨɡɭ ɛɟɡɨɩɚɫɧɨɫɬɶ ɜɚɫ ɢ ɜɚɲɟɝɨ ɢɦɭɳɟɫɬɜɚ.  
Иɬɚɤ, ɩɨɞɜɨɞɹ ɢɬɨɝ, ɭ ɫɬɚɧɞɚɪɬɧɵɯ ɡɚɦɤɨɜ, ɤɨɬɨɪɵɟ ɞɨ ɫɢɯ ɩɨɪ ɢɫɩɨɥɶɡɭɸɬɫɹ 
ɛɨɥɶɲɢɧɫɬɜɨɦ ɢɡ ɧɚɫ, ɨɞɧɨɡɧɚɱɧɨ ɟɫɬɶ ɧɟɞɨɫɬɚɬɤɢ ɜ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɧɨ ɜɫɟ ɨɧɢ ɢɦɟɸɬ 
ɟɞɢɧɵɣ ɤɨɦɩɥɟɤɫ ɞɢɡɚɣɧɚ, ɨɛɳɟɩɪɢɧɹɬɵɟ ɫɬɚɧɞɚɪɬɵ, ɩɨ ɤɨɬɨɪɵɦ ɨɧɢ ɨɰɟɧɢɜɚɸɬɫɹ, ɢ 
ɦɨɝɭɬ ɛɵɬɶ ɨɬɪɟɦɨɧɬɢɪɨɜɚɧɵ ɢɥɢ ɡɚɦɟɧɟɧɵ ɤɟɦ-ɥɢɛɨ ɢ ɩɪɢɧɚɞɥɟɠɚɬ ɬɨɥɶɤɨ ɜɚɦ, ɛɟɡ 
ɤɚɤɨɝɨ-ɥɢɛɨ ɭɞɚɥɟɧɧɨɝɨ ɭɩɪɚɜɥɟɧɢɹ. Мɨɝɭɬ ɥɢ ɫɦɚɪɬ-ɡɚɦɤɢ ɫɤɚɡɚɬɶ ɬɨ ɠɟ ɫɚɦɨɟ? Ɋɟɲɚɬɶ 
ɜɚɦ. 
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