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ABSTRACT 

The article contains an overview of the report by an American authoritative organization 

FireEye that reflects challenges of Cybersecurity for 2017 in the European, Middle East and African 

regions. What is the situation in Cybersecurity for 2017? What types of activities should we expect 

on the national level? Which areas can become a cyberattack target and what harmful programs can 

be used? What investments will be implemented for 2017? On these and other questions experts 

answer that "it is generally difficult to foresee the future, but the cyber security industry has a clear 

idea that certain types of attacks will continue with the same pace." According to the report of 

FireEye, at the next year it is expected to increase the cyberattacks in the world's least developed 

regions, including the European, Middle East and Africa (EMEA). Particularly, politically motivated 

cybercritical operations that are increasingly attributable to global and regional conflicts. 
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ʹʺʨʺʰʨˀʰ ʳʵ˂ʬʳʻʲʰ ʨʸʰʹ ʨʳʬʸʰʱʻʲʰ ʨʭʺʵʸʰʺʬʺʻʲʰ ʵʸʪʨʴʰʮʨ˂ʰʨ FireEye - ʹ  

ʹʶʬ˂ʰʨʲʰʹʺʯʨ ˇʪʻʼʰʹ ʳʰʬʸ ʳʵʳʮʨʫʬʩʻʲʰ ʸʬʶʵʸʺʰʹ ʳʰʳʵˆʰʲʭʨ, ʸʵʳʬʲʰ˂ ʨʹʨˆʨʭʹ 

ʬʭʸʵʶʰʹ, ʨˆʲʵ ʨʾʳʵʹʨʭʲʬʯʰʹʨ ʫʨ ʨʼʸʰʱʰʹ ʸʬʪʰʵʴʬʩˀʰ  2017 ˄ʬʲʹ 

ʱʰʩʬʸʻʹʨʼʸʯˆʵʬʩʰʹ ʫʨʸʪˀʰ ʨʸʹʬʩʻʲ ʪʨʳʵ˄ʭʬʭʬʩʹ. ʸʵʪʵʸʰ ʰʽʴʬʩʨ 
ʱʰʩʬʸʻʹʨʼʸʯˆʵʬʩʰʹ ʳʰʳʨʸʯʻʲʬʩʰʯ ʭʰʯʨʸʬʩʨ ʨˆʨʲ 2017 ˄ʬʲʹ? ʬʸʵʭʴʻʲ ʫʵʴʬʮʬ 

ʸʨ ʺʰʶʰʹ ʨʽʺʰʭʵʩʬʩʹ ʻʴʫʨ ʭʬʲʵʫʵʯ? ʸʵʳʬʲʰ ʹʼʬʸʵʬʩʰ ˀʬʰ˃ʲʬʩʨ ʪʨˆʫʬʹ 

ʱʰʩʬʸʯʨʭʫʨʹˆʳʰʹ ʹʨʳʰʮʴʬ ʫʨ ʸʨ ʳʨʭʴʬ ʶʸʵʪʸʨʳʬʩʰ ˀʬʰ˃ʲʬʩʨ ʰʿʵʹ ʪʨʳʵʿʬʴʬʩʻʲʰ? ʸʨ 
ʰʴʭʬʹʺʰ˂ʰʬʩʰ ʪʨʴˆʵʸ˂ʰʬʲʫʬʩʨ 2017 ˄ʬʲʹ? ʨʳ ʫʨ ʹˆʭʨ ʱʰʯˆʭʬʩʮʬ ʬʽʹʶʬʸʺʬʩʰ 

ʶʨʹʻˆʵʩʬʴ, ʸʵʳ „ʳʵʳʨʭʲʰʹ ʪʨʴ˅ʭʸʬʺʨ ʮʵʪʨʫʨʫ ʸʯʻʲʰʨ, ʳʨʪʸʨʳ 

ʱʰʩʬʸʻʹʨʼʸʯˆʵʬʩʰʹ ʰʴʫʻʹʺʸʰʨˀʰ ʴʨʯʬʲʰ ˄ʨʸʳʵʫʪʬʴʨ ʨʽʭʯ, ʸʵʳ ʮʵʪʰʬʸʯʰ 

ʪʨʴʹʨʮʾʭʸʻʲʰ ʯʨʭʫʨʹˆʳʬʩʰʹ ʺʰʶʬʩʰ ʪʨʪʸ˃ʬʲʫʬʩʨ ʰʳʨʭʬ ʺʬʳʶʬʩʰʯ.“ FireEye - ʹ 

ʳʵ˂ʬʳʻʲʰ ʸʬʶʵʸʺʰʹ ʳʰˆʬʫʭʰʯ, ʳʵʳʨʭʨʲ ˄ʬʲʹ ʳʵʹʨʲʵʫʴʬʲʰʨ ʱʰʩʬʸʯʨʭʫʨʹˆʳʬʩʰʹ 

ʪʨʮʸʫʨ ʳʹʵʼʲʰʵʹ ʴʨʱʲʬʩʨʫ ʪʨʴʭʰʯʨʸʬʩʻʲ ʸʬʪʰʵʴʬʩʮʬ, ʳʨʯˀʵʸʰʹ ʬʭʸʵʶʰʹ, ʨˆʲʵ 
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ʨʾʳʵʹʨʭʲʬʯʰʹʨ ʫʨ ʨʼʸʰʱʰʹ ʸʬʪʰʵʴʬʩˀʰ (EMEA). ʱʬʸ˃ʵʫ, ˃ʨʲʮʬʫ ʪʨʰʮʸʫʬʩʨ 
ʶʵʲʰʺʰʱʻʸʨʫ ʳʵʺʰʭʰʸʬʩʻʲʰ ʱʰʩʬʸʴʬʺʰʱʻʲʰ ʵʶʬʸʨ˂ʰʬʩʰ, ʸʵʳʲʬʩʰ˂ ʸʵʪʵʸ˂ 

˄ʬʹʰ ʯʨʴ ʨˆʲʨʭʹ ʪʲʵʩʨʲʻʸ ʫʨ ʸʬʪʰʵʴʨʲʻʸ ʱʵʴʼʲʰʽʺʬʩʹ. 

 

 

ʸʵʪʵʸʰ ʰʽʴʬʩʨ ʱʰʩʬʸʻʹʨʼʸʯˆʵʬʩʰʹ ʳʰʳʨʸʯʻʲʬʩʰʯ ʭʰʯʨʸʬʩʨ ʨˆʨʲ 2017 ˄ʬʲʹ? 

ʬʸʵʭʴʻʲ ʫʵʴʬʮʬ ʸʨ ʺʰʶʰʹ ʨʽʺʰʭʵʩʬʩʹ ʻʴʫʨ ʭʬʲʵʫʵʯ? ʸʵʳʬʲʰ ʹʼʬʸʵʬʩʰ 

ˀʬʰ˃ʲʬʩʨ ʪʨˆʫʬʹ ʱʰʩʬʸʯʨʭʫʨʹˆʳʰʹ ʹʨʳʰʮʴʬ ʫʨ ʸʨ ʳʨʭʴʬ ʶʸʵʪʸʨʳʬʩʰ ˀʬʰ˃ʲʬʩʨ ʰʿʵʹ 

ʪʨʳʵʿʬʴʬʩʻʲʰ? ʸʨ ʰʴʭʬʹʺʰ˂ʰʬʩʰ ʪʨʴˆʵʸ˂ʰʬʲʫʬʩʨ 2017 ˄ʬʲʹ? ʨʳ ʫʨ ʹˆʭʨ ʱʰʯˆʭʬʩʮʬ 

ʬʽʹʶʬʸʺʬʩʰ ʶʨʹʻˆʵʩʬʴ, ʸʵʳ „ʳʵʳʨʭʲʰʹ ʪʨʴ˅ʭʸʬʺʨ ʮʵʪʨʫʨʫ ʸʯʻʲʰʨ, ʳʨʪʸʨʳ 

ʱʰʩʬʸʻʹʨʼʸʯˆʵʬʩʰʹ ʰʴʫʻʹʺʸʰʨˀʰ ʴʨʯʬʲʰ ˄ʨʸʳʵʫʪʬʴʨ ʨʽʭʯ, ʸʵʳ ʮʵʪʰʬʸʯʰ 

ʪʨʴʹʨʮʾʭʸʻʲʰ ʯʨʭʫʨʹˆʳʬʩʰʹ ʺʰʶʬʩʰ ʪʨʪʸ˃ʬʲʫʬʩʨ ʰʳʨʭʬ ʺʬʳʶʬʩʰʯ.“1     

ʨʳʬʸʰʱʻʲʰ ʨʭʺʵʸʰʺʬʺʻʲʰ ʵʸʪʨʴʰʮʨ˂ʰʨ FireEye - ʹ ʹʶʬ˂ʰʨʲʰʹʺʯʨ ˇʪʻʼʰʹ ʳʰʬʸ 

ʳʵʳʮʨʫʫʨ ʸʬʶʵʸʺʰ ʬʭʸʵʶʰʹ, ʨˆʲʵ ʨʾʳʵʹʨʭʲʬʯʰʹʨ ʫʨ ʨʼʸʰʱʰʹ ʸʬʪʰʵʴʬʩˀʰ 2017 

˄ʬʲʹ ʱʰʩʬʸʻʹʨʼʸʯˆʵʬʩʰʹ ʫʨʸʪˀʰ ʪʨʳʵ˄ʭʬʭʬʩʰʹ ˀʬʹʨˆʬʩ. ʸʬʶʵʸʺˀʰ ʨʹʬʭʬ ʪʨʱʭʸʰʯ 

ʨʸʰʹ ʹʨʻʩʨʸʰ ˀʬʬʸʯʬʩʻʲʰ ˀʺʨʺʬʩʰʹ ʱʰʩʬʸʻʹʨʼʸʯˆʵʬʩʰʹ ʶʵʲʰʺʰʱʰʹ ʳʵʳʨʭʨʲʮʬ 

ʨˆʨʲʰ ʶʸʬʮʰʫʬʴʺʰʹ ʨʫʳʰʴʰʹʺʸʨ˂ʰʰʹ ʲʬʪʰʺʰʳʨ˂ʰʰʹ ˀʬʳʫʬʪ. ʨʳ ʩʵʲʵ ʹʨʱʰʯˆʮʬ 

ʴʨʱʲʬʩʨʫ ʪʭʬʽʴʬʩʨ ʽʭʬʭʰʯ ʹʨʻʩʨʸʰ, ʳˆʵʲʵʫ ʨʽʭʬ ʨʭʾʴʰˀʴʨʭ, ʸʵʳ ʨˆʲʨʫʨʸˁʬʻʲʰ 

ʶʸʬʮʰʫʬʴʺʰʹ ʫʵʴʨʲʫ ʺʸʨʳʶʰʹ ʰʴʨʻʪʻʸʨ˂ʰʨʳʫʬ ʯʰʯʽʳʰʹ ʬʸʯʰ ʯʭʰʯ ʨʫʸʬ, ʩʨʸʨʽ 

ʵʩʨʳʨʳ 2017 ˄ʲʰʹ ʯʨʭʫʨ˂ʭʰʹ ʱʨʴʵʴʶʸʵʬʽʺˀʰ ʬʸʯ - ʬʸʯ ʶʸʰʵʸʰʺʬʺʨʫ ˀʬʰʺʨʴʨ 
ʹʨʱʰʯˆʰ ʬʸʵʭʴʻʲʰ ʻʹʨʼʸʯˆʵʬʩʰʹ ʹʨʨʪʬʴʺʵʫʨʴ2 ʱʰʩʬʸʵʳʰʹ ʹʨʸʫʲʵʩʰʹ ʪʨʳʵʿʵʼʰʹ3 

ˀʬʹʨˆʬʩ. ʼʻʴʽ˂ʰʬʩʰʹ ʳʰˆʬʫʭʰʯ, ʬʸʵʭʴʻʲʰ ʻʹʨʼʸʯˆʵʬʩʰʹ ʹʨʨʪʬʴʺʵ (NSA) 

ʶʨʹʻˆʰʹʳʪʬʩʬʲʰ ʰʽʴʬʩʨ ʳʯʨʭʸʵʩʰʹ ʹʨʰʫʻʳʲʵ ʫʵʱʻʳʬʴʺʬʩʰʹ ʫʨ˂ʭʨʮʬ, ˆʵʲʵ 

ʱʰʩʬʸʵʳʰʹ ʹʨʸʫʲʵʩʨ (USCYBERCOM) ʸʵʪʵʸ˂ ʽʭʬʿʴʰʹ ʱʰʩʬʸʹʰʭʸ˂ʰʹ ʫʨ˂ʭʨʮʬ, ʨʹʬʭʬ 

ʳʵ˄ʰʴʨʨʾʳʫʬʪʰʹ ʽʹʬʲʰʹ ʪʨʴʨʫʪʻʸʬʩʨʮʬ ʰʮʸʻʴʬʩʹ. ʯʻʳ˂ʨ ʨʳ ʯʬʳʨʮʬ ˇʬʸˇʬʸʵʩʰʯ 

ʻ˂ʴʵʩʰʨ ʯʨʭʨʫ ʫʵʴʨʲ ʺʸʨʳʶʰʹ ʶʵʮʰ˂ʰʨ. ʳʨʪʸʨʳ ʵʩʨʳʨʹ ʨʫʳʰʴʰʹʺʸʨ˂ʰʨʳ ʻʱʭʬ ʳʰʰʾʵ 

ʪʨʸʱʭʬʻʲʰ ʮʵʳʬʩʰ ʫʨ ʽʭʬʿʴʰʫʨʴ ʪʨʨ˃ʬʭʨ 35 ʸʻʹʰ ʫʰʶʲʵʳʨʺʰ, ʸʵʳʲʬʩʰ˂ 

ʫʨʱʨʭˀʰʸʬʩʻʲʴʰ ʰʿʭʴʬʴ ʹʨʶʸʬʮʰʫʬʴʺʵ ʨʸˁʬʭʴʬʩʰʹ ʶʬʸʰʵʫˀʰ ˀʬʬʸʯʬʩʻʲʰ 

ˀʺʨʺʬʩʰʹ ʽʹʬʲʮʬ, ʱʬʸ˃ʵʫ ʫʬʳʵʱʸʨʺʰʻʲʰ ʶʨʸʺʰʰʹ ʵʼʰʹʬʩʮʬ ʱʰʩʬʸʯʨʭʫʨʹˆʳʬʩʯʨʴ4. 

                                                           

1 ʨʳʬʸʰʱʻʲʰ ʨʭʺʵʸʰʺʬʺʻʲʰ ʵʸʪʨʴʰʮʨ˂ʰʨ FireEye - ʹ 2016 ˄ʲʰʹ ʫʬʱʬʳʩʸʰʹ ʸʬʶʵʸʺʰ - Kevin Mandia, 

Grady Summers, Special Report/Questions and Answers: The 2017 Security Landscape - EMEA, December, 2016, 

FireEye; 
2 National Security Agency (NSA); 
3 The United States Cyber Command (USCYBERCOM); 
4 ʪʬʸʳʨʴʰʰʹ ʫʨʮʭʬʸʭʰʹ (Bundesnachrichtendienst/BND) ʶʸʬʮʰʫʬʴʺʰʹ ʩʸʻʴʵ ʱʨʲʰʹ ʪʨʴ˂ˆʨʫʬʩʰʯ, 2017 

˄ʬʲʹ ʳʵʹʨʲʵʫʴʬʲʰʨ ʪʬʸʳʨʴʰʨˀʰ ʨʸˁʬʭʴʬʩʰʹ ʶʬʸʰʵʫˀʰ ʸʻʹʬʯʰʫʨʴ ˄ʨʳʵʹʻʲʰ ʱʰʩʬʸʯʨʭʫʨʹˆʳʬʩʰʹ 
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ʨʹʬʭʬ ʪʨʳʵʽʭʬʿʴʫʨ ʰʳ ʸʻʹʻʲʰ ʵʸʪʨʴʰʮʨ˂ʰʬʩʰʹʨ ʫʨ ʶʰʸʯʨ ʹʰʨ, ʸʵʳʲʬʩʰ˂ ʰʿʭʴʬʴ 

ˀʬʳʹʸʻʲʬʩʲʬʩʰ.  

ʬʹ ʨʸʰʹ ʴʰˀʨʴʫʵʩʲʰʭʰ ʼʨʽʺʰ, ʸʨʫʪʨʴ ʱʰʩʬʸʻʹʨʼʸʯˆʵʬʩʰʹ ʹʼʬʸʵˀʰ ʪʨˁʴʫʨ 
ʨˆʨʲʰ ʶʸʬ˂ʬʫʬʴʺʰ ʫʨ ˀʬʹʨʩʨʳʰʹʨʫ ʸʬʨʪʰʸʬʩʰʹ ʨˆʨʲʰ ʺʰʶʰ, ʸʨ˂ ʻʱʨʭˀʰʸʫʬʩʨ 
ʫʰʶʲʵʳʨʺʰʻʸ ʫʬʳʨʸˀʬʩʹ. ʳʨʴʨʳʫʬ, 2015 ˄ʬʲʹ ʰʿʵ ʫʨʨˆʲʵʬʩʰʯ ʳʹʪʨʭʹʰ ʹʰʺʻʨ˂ʰʨ, 
ʸʵ˂ʨ ˀʬʬʸʯʬʩʻʲʰ ˀʺʨʺʬʩʰʹ ʨʫʳʰʴʰʹʺʸʨ˂ʰʨʳ ʪʨʨʴʨʲʰʮʨ ʸʨ ˁʰʴʬʯʰʹ ʳˆʸʰʫʨʴ 

˄ʨʳʵʹʻʲʰ ʱʰʩʬʸˀʬʺʬʭʬʩʰʹ ʸʨʵʫʬʴʵʩʰʹ ʳʨʹˀʺʨʩʻʸʵʩʨ, ʸʬʨʪʰʸʬʩʰʹ ʬʸʯʬʸʯ 

ʹʨˀʻʨʲʬʩʨʫ ʪʨʴʰˆʰʲʬʩʵʫʨ ʫʰʶʲʵʳʨʺʰʻʸʰ ʪʮʨ, ʳʨʯˀʵʸʰʹ ˁʰʴʬʯʰʹ 

ˆʬʲʰʹʻʼʲʬʩʰʹʯʭʰʹ ʹʨʶʸʵʺʬʹʺʵ ʴʵʺʰʹ ʪʨʪʮʨʭʴʨ.  

FireEye - ʹ ʳʵ˂ʬʳʻʲʰ ʸʬʶʵʸʺʰʹ ʳʰˆʬʫʭʰʯ, ʳʵʳʨʭʨʲ ˄ʬʲʹ ʳʵʹʨʲʵʫʴʬʲʰʨ 
ʱʰʩʬʸʯʨʭʫʨʹˆʳʬʩʰʹ ʪʨʮʸʫʨ ʳʹʵʼʲʰʵʹ ʴʨʱʲʬʩʨʫ ʪʨʴʭʰʯʨʸʬʩʻʲ ʸʬʪʰʵʴʬʩʮʬ, 

ʳʨʯˀʵʸʰʹ ʬʭʸʵʶʰʹ, ʨˆʲʵ ʨʾʳʵʹʨʭʲʬʯʰʹʨ ʫʨ ʨʼʸʰʱʰʹ ʸʬʪʰʵʴʬʩˀʰ (EMEA). ʱʬʸ˃ʵʫ, 

˃ʨʲʮʬʫ ʪʨʰʮʸʫʬʩʨ ʶʵʲʰʺʰʱʻʸʨʫ ʳʵʺʰʭʰʸʬʩʻʲʰ ʱʰʩʬʸʴʬʺʰʱʻʲʰ ʵʶʬʸʨ˂ʰʬʩʰ, 

ʸʵʳʲʬʩʰ˂ ʸʵʪʵʸ˂ ˄ʬʹʰ ʯʨʴ ʨˆʲʨʭʹ ʪʲʵʩʨʲʻʸ ʫʨ ʸʬʪʰʵʴʨʲʻʸ ʱʵʴʼʲʰʽʺʬʩʹ. ˁʭʬʴ 

ʨʹʬʭʬ ʳʵʳʨʭʨʲ ˄ʬʲʹ ʱʰʩʬʸ ʫʨʳʴʨˀʨʭʬʵʩʰʹ ʨʪʸʬʹʰʻʲʰ ʫʨ ˃ʨʲʮʬʫ ʫʰʴʨʳʰʻʸʰ 

ʪʨʴʭʰʯʨʸʬʩʰʹ ʳʵ˄ʳʬʴʰ ʪʨʭˆʫʬʩʰʯ, ʸʵʳʬʲʹʨ˂ ʬʽʴʬʩʨ ʯʨʭʰʹʰ ʳʵʺʰʭʰʸʬʩʻʲʰ 

ʰʴʺʬʸʬʹʬʩʰ ʫʨ ʳʰʮʴʬʩʰ ʼʰʴʨʴʹʻʸʰ ʹʬʽʺʵʸʰʹ ʳʰʳʨʸʯ. ʬʹ ʴʰˀʴʨʭʹ, ʸʵʳ ʳʵʳʨʭʨʲ 2017 

˄ʬʲʹ ʱʰʩʬʸ ʯʨʾʲʰʯʬʩʰ/ʪʨʳʵʳ˃ʨʲʭʬʲʬʩʰ, ʨʹʬʭʬ ʰʴʼʵʸʳʨ˂ʰʬʩʰʹ, ʶʬʸʹʵʴʨʲʻʸʰ 

ʳʵʴʨ˂ʬʳʬʩʰʹʨ ʫʨ ʨʴʪʨʸʰˀʬʩʰʹ ʳʵʶʨʸʭʨ, ʰʹʬʭ ʸˁʬʩʨ ʫʰʫ ʶʸʵʩʲʬʳʨʫ ʫʨ ʳ˄ʭʨʭʬ 

ʪʨʳʵ˄ʭʬʭʨʫ EMEA – ʹ ʸʬʪʰʵʴʰʹ ʻʳʬʺʬʹʰ ʵʸʪʨʴʰʮʨ˂ʰʬʩʰʹʯʭʰʹ ʫʨ ʳʯʨʭʸʵʩʬʩʰʹʯʭʰʹ. 

ʪʨʸʫʨ ʨʳʰʹʨ, ʳʵʳʨʭʨʲ ˄ʬʲʹ ʱʰʫʬʭ ʻʼʸʵ ʪʨʰʮʸʫʬʩʨ ʹʨʱʸʬʫʰʺʵ ʫʨ ʹʨʫʬʩʬʺʵ 

ʩʨʸʨʯʬʩʯʨʴ, ʨʹʬʭʬ ATM ʺʬʸʳʰʴʨʲʬʩʯʨʴ ʫʨʱʨʭˀʰʸʬʩʻʲʰ ʳʨʽʰʴʨ˂ʰʬʩʰ, ʻʱʨʴʵʴʵ 

ʹʨʩʨʴʱʵ ʪʨʫʨʸʰ˂ˆʭʬʩʰ ʫʨ ʨʹʬ ˀʬʳʫʬʪ. ʳʹʪʨʭʹʰ ʹʨˆʰʹ ʹʨʼʸʯˆʬʬʩʰ ʪʨʴʹʨʱʻʯʸʬʩʰʯ 

ʬʳʻʽʸʬʩʨ ʴʨʱʲʬʩʨʫ ʪʨʴʭʰʯʨʸʬʩʻʲ ʽʭʬʿʴʬʩʹ, ʹʨʫʨ˂ ʭʬʸ ˆʵʸ˂ʰʬʲʫʬʩʨ ʹʨʩʨʴʱʵ 

ʶʸʵʪʸʨʳʬʩʰʹ ʪʨʴʨˆʲʬʩʨ, ʳʻˀʨʵʩʹ ʳʵ˃ʭʬʲʬʩʻʲʰ ʵʶʬʸʨ˂ʰʻʲʰ ʹʰʹʺʬʳʬʩʰ, ʭʰʫʬʵ 

ʱʵʴʺʸʵʲʰ (CCTV5 ʱʨʳʬʸʬʩʰ) ʫʨ ʼʰʮʰʱʻʸʰ ʫʨ˂ʭʨ ʭʬʸ ʶʨʹʻˆʵʩʹ ʯʨʴʨʳʬʫʸʵʭʬ 

ʹʺʨʴʫʨʸʺʬʩʹ, ʫʨ ʽʹʬʲˀʰ ʨʸʹʬʩʵʩʹ ʻʨʳʸʨʭʰ ʳʵ˄ʿʭʲʨʫʰ ʨʫʪʰʲʬʩʰ. ʬʹ ʱʰ 

ʱʰʩʬʸʫʨʳʴʨˀʨʭʬʬʩʰʹʯʭʰʹ, ʸʵʳʲʬʩʰ˂ ʳʻʫʳʰʭʨʫ ʰʿʬʴʬʩʬʴ ʳʵ˄ʰʴʨʭʬ ʺʬʽʴʵʲʵʪʰʬʩʹ, 

˄ʨʸʳʵʨʫʪʬʴʹ ˀʬʹʨʴʰˀʴʨʭ ʫʨ ʰʵʲ ʹʨʳʰʮʴʬʹ. ʿʵʭʬʲʰʭʬʹ ʨʪʸʬʯʭʬ ʬʳʨʺʬʩʨ ʰʹ ʪʨʸʬʳʵʬʩʨ˂, 

ʸʵʳ EMEA ʸʬʪʰʵʴʰ ˄ʨʸʳʵʨʫʪʬʴʹ ʩʰʮʴʬʹʳʬʴʯʨʯʭʰʹ ʳʰʳʮʰʫʭʬʲ ʨʫʪʰʲʹ ʨˆʨʲʰ 

ʩʰʮʴʬʹ ˄ʨʳʵ˄ʿʬʩʬʩʰʹʯʭʰʹ, ʪʨʴʹʨʱʻʯʸʬʩʰʯ ʬʹ ʬˆʬʩʨ „ʯʨʭʰʹʻʼʨʲ ʬʱʵʴʵʳʰʱʻʸ ʮʵʴʬʩʹ 

(ʯʬʮ)“, ʹʻʲ ʻʼʸʵ ʳʮʨʸʫʰ ˆʫʬʩʨ ʱʵʴʱʻʸʬʴʺʻʲʰ ʪʨʸʬʳʵ ʸʵʪʵʸ˂ ʸʬʪʰʵʴʨʲʻʸ, ʰʹʬ 

ʪʲʵʩʨʲʻʸ ʫʵʴʬʮʬ. ʨʳ ˀʬʳʯˆʭʬʭʨˀʰ, ʫʨ ʱʵʳʶʨʴʰʬʩʰʹ ʬʼʬʽʺʻʸʵʩʰʹ ʮʸʫʨˀʰ ʫʰʫ 

ʸʵʲʹ ʯʨʳʨˀʵʩʹ ʨˆʨʲʰ ʯʨʴʨʳʬʫʸʵʭʬ ʺʬʽʴʵʲʵʪʰʬʩʰ, ʸʨ˂ ʱʰʫʬʭ ʻʼʸʵ ʳʬʺʨʫ ʮʸʫʰʹ 

                                                                                                                                                                                                  

ʳʱʭʬʯʸʰ ʮʸʫʨ http://www.ibtimes.co.uk/russian-hackers-may-disrupt-germanys-2017-election-warns-spy-chief-

1594221  
5 Closed - circuit television (CCTV) 

http://www.ibtimes.co.uk/russian-hackers-may-disrupt-germanys-2017-election-warns-spy-chief-1594221
http://www.ibtimes.co.uk/russian-hackers-may-disrupt-germanys-2017-election-warns-spy-chief-1594221
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ʱʰʩʬʸʯʨʭʫʨʹˆʳʰʹ ʸʰʹʱʬʩʹ. ʨʳʰʺʵʳ ʱʬʸ˃ʵ ʹʬʽʺʵʸʰʹ ˄ʨʸʳʵʳʨʫʪʬʴʲʬʩʳʨ, ˀʬʰ˃ʲʬʩʨ 
ʳʯʨʭʸʵʩʬʩʯʨʴ ʬʸʯʨʫʨ˂, ʰʮʸʻʴʵʴ ʨʪʸʬʯʭʬ ʯʨʭʰʨʴʯʰ ʽʹʬʲʰʹ ʫʨ˂ʭʨʮʬ, ˀʬʹʨʩʨʳʰʹʰ 

ʫʨ˂ʭʰʯʰ ʺʬʽʴʵʲʵʪʰʬʩʰʹ ˀʬ˃ʬʴʨʹʨ ʫʨ ʳʵʴʺʨʷʮʬ. ʨʳʰʹ ʶʨʸʨʲʬʲʻʸʨʫ, EMEA 

ʸʬʪʰʵʴʰʹʯʭʰʹ ʱʰʫʬʭ ʬʸʯʰ ʫʰʫʰ ʶʸʵʩʲʬʳʨ 2017 ˄ʬʲʹ ʰʽʴʬʩʨ ˀʬʹʨʩʨʳʰʹʰ 

ʱʭʨʲʰʼʰʱʨ˂ʰʰʹ ʳʽʵʴʬ ʱʨʫʸʬʩʰʹ ʹʰʳ˂ʰʸʬ. ʨʳʰʺʵʳ ʳʨʯʮʬ ʰʹʬʭʬ ʸʵʪʵʸ˂ 2016 ˄ʬʲʹ, 

ʳʵʳʨʭʨʲ ˄ʬʲʹʨ˂ ʰʽʴʬʩʨ ʫʰʫʰ ʳʵʯˆʵʭʴʰʲʬʩʨ ʸʵʪʵʸ˂ ʹʨʳʯʨʭʸʵʩʵ, ʰʹʬ ʱʬʸ˃ʵ 

ʹʬʽʺʵʸˀʰ. ʯʻʳ˂ʨ ʻʴʫʨ ʨʾʰʴʰˀʴʵʹ, ʸʵʳ ʨʳ ˀʬʳʯˆʭʬʭʨˀʰ ʹʨʳʯʨʭʸʵʩʵ ʹʬʽʺʵʸʹ ʨʸ 

ˀʬʻ˃ʲʰʨ ˀʬʹʯʨʭʨʮʵʹ ʹʶʬ˂ʰʨʲʰʹʺʬʩʹ ʰʹʬʯʰ ʼʰʴʨʴʹʻʸʰ ʨʴʨʮʾʨʻʸʬʩʨ ʫʨ ʲʪʵʺʬʩʰ, 

ʸʵʪʵʸ˂ ʨʳʨʹ ʨʱʬʯʬʩʹ ʱʬʸ˃ʵ ʹʬʽʺʵʸʰ. ʨʳʰʺʵʳ ˀʬʫʨʸʬʩʰʯ ʳʨʾʨʲʱʭʨʲʰʼʰ˂ʰʻʸʰ 

ʱʨʫʸʬʩʰ ʻʼʸʵ ʳʻˀʨʵʩʬʴ ʱʬʸ˃ʵ ʱʵʳʶʨʴʰʬʩʹʨ ʫʨ ʵʸʪʨʴʰʮʨ˂ʰʬʩˀʰ, ʸʨ˂ ˄ʨʸʳʵʨʫʪʬʴʹ 

ʪʨʸʱʭʬʻʲ ʹʰʸʯʻʲʬʬʩʹ ʹʨˆʬʲʳ˄ʰʼʵ ʹʬʽʺʵʸʰʹʯʭʰʹ, ʸʨʫʪʨʴ ʯʻ ʹʨˆʬʲʳ˄ʰʼʵʹ ʨʸ 

ˀʬʻ˃ʲʰʨ ʳʵʰ˃ʰʵʹ ʫʨ ʫʨʨʹʨʽʳʵʹ ʱʭʨʲʰʼʰ˂ʰʻʸʰ ʶʬʸʹʵʴʨʲʰ, ʸʨʯʨ ʳʨʽʹʰʳʨʲʻʸʨʫ 

ʰʽʴʨʹ ʫʨ˂ʻʲʰ ʰʴʼʵʸʳʨ˂ʰʻʲʰ ʻʹʨʼʸʯˆʵʬʩʨ ʫʨ ʱʸʰʺʰʱʻʲʰ ʰʴʼʵʸʳʨ˂ʰʻʲʰ 

ʹʰʹʺʬʳʨ, ʳʨˀʰʴ ʰʹ ʫʸʵʯʨ ʪʨʴʳʨʭʲʵʩʨˀʰ ʫʨʱʨʸʪʨʭʹ ʱʵʴʺʸʵʲʹ ˂ʰʼʸʻʲ ʳʵʴʨ˂ʬʳʬʩʮʬ. 

ʪʨʸʫʨ ʨʳʰʹʨ, ʹʨˆʬʲʳ˄ʰʼʵʹ ʶʨʹʻˆʰʹʳʪʬʩʲʵʩʨ ʫʨ ʭʨʲʫʬʩʻʲʬʩʨʨ ʰʴ˂ʰʫʬʴʺʰʹ 

ʳʵʪʬʸʰʬʩʨ, ʪʨʳʵ˃ʰʬʩʨ ʫʨ ʹʨʶʨʹʻˆʵ ʸʬʨʪʰʸʬʩʨ, ʱʰʩʬʸʫʨʸʺʿʳʰʹ ˁʨʯʭʲʰʯ. ʸʨ˂ 

ˀʬʹʨʩʨʳʰʹʰ ʹʶʬ˂ʰʨʲʰʹʺʬʩʰʹ ʨʸ ʨʸʹʬʩʵʩʰʹ ˀʬʳʯˆʭʬʭʨˀʰ ʸʯʻʲʨʫ ʪʨʴˆʵʸ˂ʰʬʲʬʩʨʫʰ 

ʶʸʵ˂ʬʹʰʨ. 

FireEye - ʹ ʰʳʨʭʬ ʸʬʶʵʸʺˀʰ ʹʨʻʩʨʸʰʨ ʨʹʬʭʬ 2017 ˄ʬʲʹ ʱʰʩʬʸʻʹʨʼʸʯˆʵʬʩʰʹ 

ʫʨʸʪʰʹ ʰʴʭʬʹʺʰʸʬʩʨʮʬ, ʸʨʹʨ˂ ʸʬʶʵʸʺʰʹ ʨʭʺʵʸʬʩʰ ʹʨʰʴʺʬʸʬʹʵ ʱʻʯˆʰʯ ʻʫʪʬʩʰʨʴ ʫʨ 
ˆʹʴʰʨʴ ʨʸʹʬʩʻʲ ʶʸʵʩʲʬʳʨʹ. ʱʬʸ˃ʵʫ, ʩʵʲʵ ˄ʲʬʩʰʹ ʪʨʴʳʨʭʲʵʩʨˀʰ EMEA ʸʬʪʰʵʴˀʰ 

ʸʵʪʵʸ˂ ʹʨʳʯʨʭʸʵʩʵ, ʰʹʬ ʱʬʸ˃ʵ ʹʬʽʺʵʸʰʹ ʵʸʪʨʴʰʮʨ˂ʰʬʩʰ ʹʨʱʳʨʵʫ ʫʰʫ ʼʰʴʨʴʹʻʸ 

ʹʨˀʻʨʲʬʩʬʩʹ ˆʨʸˇʨʭʫʴʬʴ ʨˆʨʲʰ ʺʬʽʴʵʲʵʪʰʬʩʰʹ ˀʬ˃ʬʴʨˀʰ, ʹʨʫʨ˂ ˀʬʫʰʵʫʨ 
ʶʸʵʪʸʨʳʻʲʰ ʻʮʸʻʴʭʬʲʿʵʼʨ, ʱʵʳʶʰʻʺʬʸʻʲʰ ʺʬʽʴʰʱʨ ʫʨ ʹʬʸʭʬʸʻʲʰ ʹʰʹʺʬʳʬʩʰ, 

ʸʵʳʲʬʩʰ˂ ʬʸʯʳʨʴʬʯʯʨʴ ʯʨʭʹʬʩʨʫʵʩʨˀʰ ʨʸ ʳʵʫʰʵʫʨ ʫʨ ˀʬʹʨʩʨʳʰʹʨʫ ʨʴ ˂ʻʫʨʫ 

ʳʻˀʨʵʩʫʨ, ʨʴ ʹʨʬʸʯʵʫ ʨʸ ʼʻʴʽ˂ʰʵʴʰʸʬʩʫʨ, ʸʰʹ ʪʨʳʵ˂ ʪʨ˄ʬʻʲʰ ʼʰʴʨʴʹʻʸʰ ˆʨʸˇʰ ʨʸ 

ʰ˃ʲʬʵʫʨ ˀʬʹʨʩʨʳʰʹ ˀʬʫʬʪʹ ʫʨ ʺʿʻʰʲʨʫ ʰˆʨʸˇʬʩʵʫʨ ʳʵʳʹʨˆʻʸʬ ʶʬʸʹʵʴʨʲʰʹ 

˃ʨʲʰʹˆʳʬʭʨ ʫʨ ˀʬʹʨ˃ʲʬʩʲʵʩʬʩʰ. ʬʹ ʱʰ ʰʿʵ ʨʸʨʹ˄ʵʸʨʫ ˄ʨʸʳʵʬʩʻʲʰ ʳʬʴʬˇʳʬʴʺʰʹ, 

ʹʨʱʰʯˆʰʹʨʫʳʰ ʨʸʨʱʭʨʲʰʼʰ˂ʰʻʸʰ ʫʨ ʨʸʨʶʸʵʼʬʹʰʵʴʨʲʻʸʰ ʫʨʳʵʱʰʫʬʩʻʲʬʩʨ. 
ʨʸʹʬʩʵʩʹ ʫʰʫʰ ʨʲʩʨʯʵʩʨ, ʸʵʳ ʬʹ ʶʸʵ˂ʬʹʰ 2017 ˄ʬʲʹʨ˂ ʪʨʪʸ˃ʬʲʫʬʩʨ, ʸʨ˂ ʯʨʭʰʹ 

ʳˆʸʰʭ ʻʱʭʬ ʸʰʹʱʰʹ ˀʬʳ˂ʭʬʲʰʨ. 

ʨʳ ʳʰʳʨʸʯʻʲʬʩʰʯ FireEye - ʹ ʹʶʬ˂ʰʨʲʰʹʺʬʩʰ ʨʾʴʰˀʴʨʭʬʴ, ʸʵʳ ʨʻ˂ʰʲʬʩʬʲʰʨ 
ʳʵˆʫʬʹ ʵʸʪʨʴʰʮʨ˂ʰʰʹ ʱʰʩʬʸʯʨʭʫʨʹˆʳʬʩʰʹʪʨʴ ʫʨ˂ʭʰʹ ʬʸʯʳʨʴʬʯʯʨʴ ʨʭʯʬʴʺʻʸʰ 

ʹʰʹʺʬʳʬʩʰʹ ʹ˄ʵʸʰ ˀʬʸˁʬʭʨ ʶʸʵʪʸʨʳʻʲ ʫʨ ʺʬʽʴʰʱʻʸ ʫʵʴʬʮʬ, ʨʪʸʬʯʭʬ ˀʬʹʨʩʨʳʰʹʰ 

ʱʭʨʲʰʼʰʱʨ˂ʰʰʹ ʱʨʫʸʬʩʰʹ ʳʵ˃ʰʬʩʨ. ʨʳʰʺʵʳ ʱʵʳʶʨʴʰʬʩʳʨ ʻʴʫʨ ʫʨʰ˄ʿʵʴ 

ʺʬʽʴʵʲʵʪʰʬʩʰʹ ʱʵʴʹʵʲʰʫʨ˂ʰʰʹʨ ʫʨ ʪʨʳʨʸʺʰʭʬʩʰʹ ʶʸʵ˂ʬʹʰ, ʸʨ˂ ʻʱʭʬ ʨʸʰʹ ʳʹˆʭʰʲ 

ʩʨʴʱʬʩˀʰ, ʹʨʫʨ˂ ʼʰʴʨʴʹʻʸʰ ʹʨˀʻʨʲʬʩʬʩʰʹ ʶʨʸʨʲʬʲʻʸʨʫ, ʻʴʫʨ ˆʫʬʩʵʫʬʹ ʨʯʨʹʵʩʰʯ 
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ʱʲʰʬʴʺʰʹ ʳʵʴʨ˂ʬʳʬʩʰʹʨ ʫʨ ʨʴʪʨʸʰˀʬʩʰʹ ʫʨ˂ʭʨ, ʳʨʯʰ ʱʵʴʼʰʫʬʴ˂ʰʨʲʵʩʰʹ 

ʻʮʸʻʴʭʬʲʿʵʼʨ. 

ʳʵ˂ʬʳʻʲʰ ʸʬʶʵʸʺʰʹ ʳʰˆʬʫʭʰʯ, ʸʻʹʬʯʰʹ ʨʪʸʬʹʰʨ 2016 ˄ʬʲʹ 

ʱʰʩʬʸʯʨʭʫʨʹˆʳʬʩʰʹ ʳʰʳʨʸʯʻʲʬʩʰʯ ˃ʨʲʰʨʴ ʪʨʰʮʨʸʫʨ, ʸʨ˂ ʪʨʪʸ˃ʬʲʫʬʩʨ ʨˆʨʲ 2017 

˄ʬʲʹʨ˂. ʨʳʰʹ ʴʨʯʬʲʰ ʳʨʪʨʲʰʯʰʨ ʱʰʩʬʸʯʨʭʫʨʹˆʳʬʩʰ ˀʬʬʸʯʬʩʻʲʰ ˀʺʨʺʬʩʰʹ 

ʫʬʳʵʱʸʨʺʰʻʲʰ ʶʨʸʺʰʰʹ ʵʼʰʹʬʩʹʨ ʫʨ ʹˆʭʨ ʵʸʪʨʴʰʮʨ˂ʰʬʩʮʬ, ʸʵʳʲʬʩʰ˂ 

ʫʨʱʨʭˀʰʸʬʩʻʲʴʰ ʰʿʭʴʬʴ ʹʨʶʸʬʮʰʫʬʴʺʵ ʨʸˁʬʭʴʬʩʯʨʴ. ʸʻʹʬʯʹ ʪʨʨˁʴʰʨ ʱʨʸʪʨʫ 

ʫʨʼʰʴʨʴʹʬʩʻʲʰ ʱʰʩʬʸ ˀʬʹʨ˃ʲʬʩʲʵʩʬʩʰ ʫʨ ʵʶʬʸʨʺʰʻʲʰ ʻʹʨʼʸʯˆʵʬʩʨ6 ʯʨʭʰʨʴʯʰ 

ʫʨʴʨˀʨʻʲʬʩʸʰʭʰ ʱʭʨʲʰʹ ˄ʨʹʨˀʲʬʲʨʫ. ʪʨʸʫʨ ʨʳʰʹʨ, ʹʨˆʬʲʳ˄ʰʼʵʹʨ ʫʨ ʱʬʸ˃ʵ 

ˈʨʱʬʸʻʲ ˇʪʻʼʬʩʹ ˀʵʸʰʹ ʨʸʹʬʩʻʲʰ ʸʯʻʲʰ ʫʨ ˃ʴʬʲʨʫ ʨʾʹʨʽʳʬʲʰ ʻʸʯʰʬʸʯʵʩʨ, 
ʱʰʫʬʭ ʻʼʸʵ ʨʸʯʻʲʬʩʹ ˀʬʺʬʭʬʩʰʹ ʳʰʱʻʯʭʴʬʩʨʹ ʸʻʹʬʯʮʬ ʫʨ ˈʨʱʬʸʬʩʰʹ ʳʵʽʳʬʫʬʩʰʹ 

ʪʨʪʬʩʨʹʨ ʫʨ ʪʨʳʵʭʲʬʴʨʹ. EMEA ʸʬʪʰʵʴʰʹ ʪʨʸʫʨ, ˀʬʬʸʯʬʩʻʲʰ ˀʺʨʺʬʩʰ, ʰʨʶʵʴʰʨ, 
ʨʭʹʺʸʨʲʰʨ ʫʨ ʹʨʳˆʸʬʯ ʱʵʸʬʨ ˄ʨʸʳʵʨʫʪʬʴʬʴ ʱʰʩʬʸ ˇʨˀʻˀʻʸʰ ʯʨʭʫʨʹˆʳʬʩʰʹ 

ʵʩʰʬʽʺʬʩʹ ˁʰʴʬʯʰʫʨʴ. ʬʹ ʶʸʵ˂ʬʹʰ ʪʨʪʸ˃ʬʲʫʬʩʨ ʫʨ ʹʨʭʨʸʨʻʫʵʫ ʪʨʰʮʸʫʬʩʨ 2017 

˄ʬʲʹʨ˂. ˁʰʴʬʯʰʹ ʪʨʸʫʨ, ʱʰʩʬʸ ˇʨˀʻˀʻʸʰ ʯʨʭʫʨʹˆʳʬʩʰʹ ʪʨʮʸʫʨ ʨʸʰʹ ʳʵʹʨʲʵʫʴʬʲʰ 

ʨʹʬʭʬ ʰʸʨʴʰʫʨʴ, ˁʸʫʰʲʵʬʯ ʱʵʸʬʰʫʨʴ ʫʨ ʸʻʹʬʯʰʫʨʴ. ʬʹ ʽʭʬʿʴʬʩʰ, ʫʨ 
ʺʬʸʵʸʰʹʺʻʲʰ ʵʸʪʨʴʰʮʨ˂ʰʬʩʰ ʻʱʭʬ ʸʨʳʵʫʬʴʰʳʬ ˄ʬʲʰʨ ʰʿʬʴʬʩʬʴ ʻ˂ˆʵʬʲʰ 

ʬʽʹʶʬʸʺʬʩʰʹ ʸˁʬʭʬʩʹʨ ʫʨ ʰʴʹʺʸʻʳʬʴʺʬʩʹ, ʸʨʯʨ ʪʨʮʨʸʫʵʴ ʯʨʭʰʨʴʯʰ ʱʰʩʬʸ ˇʨˀʻˀʻʸʰ 

ʵʶʬʸʨ˂ʰʬʩʰʹ ˀʬʹʨ˃ʲʬʩʲʵʩʬʩʰ. ʬʹ ʶʸʵ˂ʬʹʰ ʯʨʭʰʹ ʪʨʪʸ˃ʬʲʬʩʨʹ ˈʶʵʭʬʩʹ ʨʹʬʭʬ 2017 

˄ʬʲʹʨ˂. ʨʽʭʬ ʨʾʹʨʴʰˀʴʨʭʰʨ ʰʹ ʪʨʸʬʳʵʬʩʨ˂, ʸʵʳ ʲʨʯʰʴʻʸʰ ʨʳʬʸʰʱʰʹʨ ʫʨ ʨʮʰʰʹ ʽʭʬʿʴʬʩʰ 

ʪʨˆʫʨ ʱʰʩʬʸʫʨʳʴʨˀʨʭʬʯʨ ʪʨʴʭʰʯʨʸʬʩʰʹ ʨʫʪʰʲʰ. 

ʪʨʸʫʨ ʨʳʰʹʨ, ʸʬʶʵʸʺʰ ʨʳʨˆʭʰʲʬʩʹ ʿʻʸʨʫʾʬʩʨʹ ʹʨʰʴʺʬʸʬʹʵ ʹʰʨˆʲʬʮʬ ʫʨ  

ʪʭʨʼʸʯˆʰʲʬʩʹ, ʸʵʳ ʱʰʩʬʸ ˇʨˀʻˀʵʩʰʹ, ʶʬʸʹʵʴʨʲʻʸʰ ʳʵʴʨ˂ʬʳʬʩʰʹʨ ʫʨ ʹʨʼʰʴʨʴʹʵ 

ʹʬʽʺʵʸʬʩʮʬ ˀʬʺʬʭʬʩʰʹ ʶʨʸʨʲʬʲʻʸʨʫ, ʨˆʨʲ 2017 ˄ʬʲʹ ʪʨʰʮʸʫʬʩʨ ʨʹʬʭʬ 

ʱʰʩʬʸʯʨʭʫʨʹˆʳʬʩʰ ʸʬʲʰʪʰʻʸ ʵʸʪʨʴʰʮʨ˂ʰʬʩʮʬ ʸʵʪʵʸ˂ ʹʨʬʸʯʨˀʵʸʰʹʵ ʫʨ 
ʸʬʪʰʵʴʨʲʨʸ ʫʵʴʬʮʬ, ʰʹʬ ʽʭʬʿʴʬʩʰʹ ˀʰʪʴʰʯ. ʨʳ ʳʰʳʨʸʯʻʲʬʩʰʯ, ʳʵʰʨʮʸʬʩʨ ʸʻʹʬʯʰ, 

ʸʵʳʬʲʰ˂ ʽʭʬʿʴʰʹ ˀʰʪʴʰʯ ʯʨʭʰʹ ʱʰʩʬʸˀʬʹʨ˃ʲʬʩʲʵʩʬʩʹ ʪʨʳʵʰʿʬʴʬʩʹ ʰʹʬʯ ʹˆʭʨʫʨʹˆʭʨ 
ʸʬʲʰʪʰʻʸ ˇʪʻʼʬʩʮʬ, ʸʵʪʵʸʬʩʰ˂ ʨʸʰʹ ʳʨʪʨʲʰʯʨʫ, ʳʵʸʳʵʴʬʩʰ ʫʨ ʰʬʾʵʭʨʹ 

ʳʵ˄ʳʬʬʩʰ. ʨʳ ʳˆʸʰʭ ʪʨʳʵʴʨʱʲʰʹʰ ʨʸ˂ ˁʰʴʬʯʰ ʫʨ ʨʸ˂ ʰʴʫʵʬʯʰ ʨʸ ʰʽʴʬʩʨ. 2017 ˄ʲʰʹ 

ʨˆʨʲ ʪʨʳʵ˄ʭʬʭʩʹ ʨʹʬʭʬ ʬʳʨʺʬʩʨ ʳʰʮʴʵʩʸʰʭʰ ˀʬʺʬʭʬʩʰ ʱʰʩʬʸ ʼʰʮʰʱʻʸ ʹʰʹʺʬʳʬʩʮʬ - 

ʱʸʰʺʰʱʻʲʰ ʰʴʼʸʨʹʺʸʻʽʺʻʸʰʹ ʹʰʹʺʬʳʬʩʰ, ʪʨʴʹʨʱʻʯʸʬʩʰʯ ʬʲʬʽʺʸʵ ʹʰʹʺʬʳʬʩʰ7, ʫʨ 

                                                           

6 ʨʽ ʹʨʻʩʨʸʰʨ ʸʻʹʬʯʰʹ ʹʶʬ˂ʰʨʲʻʸʰ ʹʨʳʹʨˆʻʸʬʩʰʹ ʳˆʸʰʫʨʴ ˁʨʺʨʸʬʩʻʲʰ ʹʨʰʫʻʳʲʵ ʾʵʴʰʹ˃ʰʬʩʰʹ 

ʫʨʳʱʭʬʯʬʩʰʹ, ˀʬʳʹʸʻʲʬʩʲʬʩʰʹ, ˃ʨʲʬʩʰʹʨ ʫʨ ʹʨˀʻʨʲʬʩʬʩʰʹ ʫʨʼʨʸʭʨʮʬ, ʸʨ˂ ˀʬʨʫʪʬʴʹ ˁʭʬʻʲʬʩʸʰʭʰ 

ʵʶʬʸʨʺʰʻʲʰ ʹʨʽʳʰʨʴʵʩʰʹ ʴʨ˄ʰʲʹ; 
7 2015 ˄ʲʰʹ 23 ʫʬʱʬʳʩʬʸʰ ʻʱʸʨʰʴʰʹ ʬʲʬʽʺʸʵʹʰʹʺʬʳʬʩʮʬ ʪʨʴˆʵʸ˂ʰʬʲʬʩʻʲʰ ʱʰʩʬʸˀʬʺʬʭʨ ʫʨ ʬʸʯʰ 

˄ʲʰʹ ˀʬʳʫʬʪ, 2016 ˄ʲʰʹ 30 ʫʬʱʬʳʩʬʸʹ ˀʬʬʸʯʬʩʻʲ ˀʺʨʺʬʩˀʰ ʳʵʳˆʫʨʸʰ ʱʰʩʬʸˀʬʺʬʭʨ ʰʪʰʭʬ 

ʬʲʬʽʺʸʵʹʰʹʺʬʳʬʩʮʬ; 
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ʹʨʳʵʳˆʳʨʸʬʩʲʵ, ʹʨʿʵʼʨ˂ˆʵʭʸʬʩʵ ʺʬʽʴʰʱʨ8. ʳʹʪʨʭʹʰ ˀʬʺʬʭʬʩʰ ʪʨˆʫʬʩʨ ʹʨˀʻʨʲʬʩʨ 
ʮʰʨʴʰ ʳʰʨʿʬʴʵʹ ʫʨ ʪʨʳʵʰ˄ʭʰʵʹ ˀʰˀʰ, ʸʨ˂ ʬʳʹʨˆʻʸʬʩʨ ʶʵʲʰʺʰʱʻʸʰ ʰ˃ʻʲʬʩʰʹʨ ʫʨ 
ʳʰʮʴʬʩʰʹ ʳʰʾ˄ʬʭʨʹ, ʹˆʭʨ ʹʰʺʿʭʬʩʰʯ ʸʵʳ ʭʯʽʭʨʯ ʪʨˆʨʫʵʹ ʳʨʹʮʬ ʫʨʳʵʱʰʫʬʩʻʲʰ ʫʨ 
ʨʽ˂ʰʵʹ ʬ. ˄. „ʶʵʲʰʺʰʱʻʸ ʳ˃ʬʭʲʨʫ“. ʨʽʭʬ ʫʨʭʨʳʨʺʬʩʫʰ, ʸʵʳ ʪʨʪʸ˃ʬʲʫʬʩʨ ʫʨ ʻʼʸʵ 

ʪʨʰʮʸʫʬʩʨ ˀʬʺʬʭʬʩʰ ʰʴʫʻʹʺʸʰʻʲʰ ʱʵʴʺʸʵʲʰʹ ʹʰʹʺʬʳʬʩʮʬ9. 

ʹʨʿʻʸʨʫʾʬʩʵʨ ʨʹʬʭʬ ʰʹ ʪʨʸʬʳʵʩʨ˂, ʸʵʳ ʨˆʨʲ 2017 ˄ʬʲʹ ʱʰʩʬʸʫʨʳʴʨˀʨʭʬʬʩʰ, 

ʻʹʨʼʸʯˆʵʬʩʰʹ ʺʬʽʴʵʲʵʪʰʬʩʰʹ ʹʼʬʸʵʹ ʨˆʨʲʰ ʳʰʾ˄ʬʭʬʩʰʹ ʪʨʯʭʨʲʰʹ˄ʰʴʬʩʰʯ, 

ʪʨʨʪʸ˃ʬʲʬʩʬʴ ʳʨʭʴʬ ʶʸʵʪʸʨʳʬʩʰʹ ˀʬʽʳʴʨʹ, ʸʵʳʬʲʰ˂ ʳʰʳʨʸʯʻʲʰ ʰʽʴʬʩʨ ʻʼʸʵ 

ʬʼʬʽʺʻʸʰ ʳʵʽʳʬʫʬʩʰʹʱʬʴ ʫʨ ʭʰʸʺʻʨʲʻʸ ʹʰʭʸ˂ʬˀʰ ʻʱʬʯʬʹʨʫ ˀʬʬ˃ʲʬʩʨʯ ˀʬʴʰʾʩʭʨ. 
2016 ˄ʬʲʹ ʱʰʩʬʸʫʨʳʴʨˀʨʭʬʬʩʰʹ ʳʰʬʸ ʪʨʳʵʿʬʴʬʩʻʲʰ ʹʱʸʰʶʺʬʩʰ, ʳʨʯ ʳʰʬʸ ʨʹʬʭʬ 

˄ʨʸʳʨʺʬʩʰʯ ʰʽʴʬʩʨ ʪʨʳʵʿʬʴʬʩʻʲʰ ʨˆʨʲ 2017 ˄ʬʲʹ. 

ʩʵʲʵʹ ʸʬʶʵʸʺʰʹ ʨʭʺʵʸʬʩʰ ʰ˃ʲʬʭʰʨʴ ʸʨʳʵʫʬʴʰʳʬ ʳʨʸʺʰʭʨʫ ˀʬʹʨʹʸʻʲʬʩʬʲ 

ʸˁʬʭʬʩʹ. ʱʬʸ˃ʵʫ, ʳʵʳˆʳʨʸʬʩʲʬʩʳʨ ʻʴʫʨ ˀʬʰʴʨʸˁʻʴʵʴ ʹʰʼˆʰʮʲʬ, ʳʨʯ ʬʭʨʲʬʩʨʯ 

ˀʬʨʹʸʻʲʵʴ ʻʹʨʼʸʯˆʵʬʩʰʹ ˈʰʪʰʬʴʰʹ ʴʵʸʳʬʩʰ, ʻʴʫʨ ˈʽʵʴʫʬʯ ʵʸ ʹʨʼʬˆʻʸʰʨʴʰ 

ʨʻʯʬʴʺʰʼʰʱʨ˂ʰʨ ʿʭʬʲʨ ʯʨʭʰʹ ʹʰʹʺʬʳʬʩʹʨ ʫʨ ʨʴʪʨʸʰˀʬʩʮʬ, ʰʿʬʴʬʩʫʴʬʴ ʶʨʸʵʲʰʹ 

ʳʨʸʯʭʰʹʨ ʫʨ ˀʬʺʬʭʰʹ ˀʬʳʯˆʭʬʭʨˀʰ ʳʵʴʨ˂ʬʳʬʩʰʹ ʨʭʺʵʳʨʺʻʸʰ ʱʵʶʰʸʬʩʰʹ ʶʸʵʪʸʨʳʬʩʹ. 

ʯʨʭʰʹ ʳˆʸʰʭ ʵʸʪʨʴʰʮʨ˂ʰʬʩʰʹ ʽʹʬʲʻʸʰ ʹʰʹʺʬʳʬʩʰ ʻʴʫʨ ʰʿʵʹ ʳʮʨʫ ˀʬʺʬʭʰʹ 

ʳʵʪʬʸʰʬʩʨʹʨ ʫʨ ʯʨʭʰʫʨʴ ʨ˂ʰʲʬʩʨʮʬ. ʨʽ ʫʰʫ ʸʵʲʹ ʯʨʳʨˀʵʩʹ ʯʰʯʵʬʻʲʰ 

ʯʨʴʨʳˀʸʵʳʲʰʹ ˂ʴʵʩʰʬʸʬʩʨ ʱʰʩʬʸˀʬʺʬʭʬʩʰʹ ˀʬʹʨˆʬʩ, ʫʨ ʨʳ ʳʰʮʴʰʯ, ʳʨʯʯʭʰʹ 

ʳʻʫʳʰʭʨʫ ʹʨʹ˄ʨʭʲʵ ʱʻʸʹʬʩʰʹʨ ʫʨ ʰʴʹʺʸʻʽʺʨʷʰʹ ˁʨʺʨʸʬʩʨ ʳʵʹʨʲʵʫʴʬʲʰ 

ʹʨʼʸʯˆʬʬʩʰʹ ʯʨʵʩʨʮʬ. 

ʮʬʳʵʨʾʴʰˀʴʻʲʰʹ ʪʨʯʭʨʲʰʹ˄ʰʴʬʩʰʯ, ˀʬʰ˃ʲʬʩʨ ʰʯʽʭʨʹ, ʸʵʳ 2017 ˄ʬʲʹ ʨʸʨʯʻ 

ʪʨʪʸ˃ʬʲʫʬʩʨ ʱʰʩʬʹʰʭʸ˂ʬˀʰ ʻʱʨʴʵʴʵ ʨʽʺʰʭʵʩʬʩʰ, ʨʸʨʳʬʫ ʳʵˆʫʬʩʨ ʳʨʯʰ ʮʸʫʨ 
ˀʬʳʫʬʪʰ ʳʰʳʨʸʯʻʲʬʩʬʩʰʯ: 

1) ʳʵʹʨʲʵʫʴʬʲʰʨ ʱʰʩʬʸʯʨʭʫʨʹˆʳʬʩʰʹ ʪʨʮʸʫʨ ʳʹʵʼʲʰʵʹ ʴʨʱʲʬʩʨʫ 

ʪʨʴʭʰʯʨʸʬʩʻʲ ʸʬʪʰʵʴʬʩʮʬ; 

2) ʪʲʵʩʨʲʻʸʰ ʫʨ ʸʬʪʰʵʴʨʲʻʸʰ ʱʵʴʼʲʰʽʺʬʩʰʹ ʯʨʴʳˆʲʬʩʰ ʶʵʲʰʺʰʱʻʸʨʫ 

ʳʵʺʰʭʰʸʬʩʻʲʰ ʱʰʩʬʸʴʬʺʰʱʻʲʰ ʵʶʬʸʨ˂ʰʬʩʰʹ ʳʱʭʬʯʸʰ ʮʸʫʨ, ʳʨʯˀʵʸʰʹ 

ʹʨʨʸˁʬʭʴʵ ʶʸʵ˂ʬʹʬʩˀʰ ˁʨʸʬʭʨ; 
3) ʹʨʶʨʹʻˆʵ ʸʬʨʪʰʸʬʩʨˀʰ ʫʨʳʱʭʰʫʸʬʩʨʹ ʫʨʰ˄ʿʬʩʹ ʫʰʶʲʵʳʨʺʰʻʸʰ ʫʬʳʨʸˀʬʩʰ; 

4) ʱʰʩʬʸ ʫʨʳʴʨˀʨʭʬʵʩʰʹ ʨʪʸʬʹʰʻʲʰ ʫʨ ˃ʨʲʮʬʫ ʫʰʴʨʳʰʻʸʰ ʪʨʴʭʰʯʨʸʬʩʰʹ 

ʶʸʵ˂ʬʹʰ, ʸʵʳʬʲʹʨ˂ ʬʽʴʬʩʨ ʯʨʭʰʹʰ ʳʵʺʰʭʰʸʬʩʻʲʰ ʰʴʺʬʸʬʹʬʩʰ ʫʨ ʳʰʮʴʬʩʰ 

ʼʰʴʨʴʹʻʸʰ ʹʬʽʺʵʸʰʹ ʳʰʳʨʸʯ; 

                                                           

8 ʹˆʭʨʴʨʰʸʨʫ ʳʨʹ ʻ˄ʵʫʬʩʬʴ Internet of Things (IoT); 
9 The Industrial Control Systems (ICS). 
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5) ʱʰʩʬʸ ʯʨʾʲʰʯʬʩʰʹ/ʪʨʳʵʳ˃ʨʲʭʬʲʬʩʰʹ ʳˆʸʰʫʨʴ ʰʴʼʵʸʳʨ˂ʰʬʩʰʹ, 

ʶʬʸʹʵʴʨʲʻʸʰ ʳʵʴʨ˂ʬʳʬʩʰʹʨ ʫʨ ʨʴʪʨʸʰˀʬʩʰʹ ʳʵʶʨʸʭʨ. ʹʨʱʸʬʫʰʺʵ ʫʨ 
ʹʨʫʬʩʬʺʵ ʩʨʸʨʯʬʩʯʨʴ, ʨʹʬʭʬ ATM ʺʬʸʳʰʴʨʲʬʩʯʨʴ ʫʨʱʨʭˀʰʸʬʩʻʲʰ 

ʳʨʽʰʴʨ˂ʰʬʩʰʹʨ ʫʨ ʻʱʨʴʵʴʵ ʹʨʩʨʴʱʵ ʪʨʫʨʸʰ˂ˆʭʬʩʰʹ ʳʱʭʬʯʸʰ ʮʸʫʨ; 
6) ʱʭʨʲʰʼʰ˂ʰʻʸʰ ʹʶʬ˂ʰʨʲʰʹʺʬʩʰʹ ʴʨʱʲʬʩʵʩʨ; 
7) ʱʵʴʱʻʸʬʴʺʻʲʰ ʩʰʮʴʬʹ ʪʨʸʬʳʵʹ ʪʨʯʭʨʲʰʹ˄ʰʴʬʩʰʯ, ʱʬʸ˃ʵ ʹʬʽʺʵʸʮʬ 

ʱʰʩʬʸˀʬʺʬʭʬʩʰʹ ʳʨʺʬʩʨ; 
8) ʨʸʨʹ˄ʵʸʰ ʼʰʴʨʴʹʻʸʰ ˆʨʸˇʰ, ʸʨ˂ ʻʱʨʭˀʰʸʫʬʩʨ ʶʸʵʪʸʨʳʻʲʰ 

ʻʮʸʻʴʭʬʲʿʵʼʰʹ, ʱʵʳʶʰʻʺʬʸʻʲʰ ʺʬʽʴʰʱʰʹʨ ʫʨ ʹʬʸʭʬʸʻʲʰ ʹʰʹʺʬʳʬʩʰʹ 

ˀʬ˃ʬʴʨʹ, ʳʨʯ ʨʸʨʯʨʭʹʬʩʨʫ ʳʻˀʨʵʩʨʹʨ ʫʨ ʨʸʨʨʭʯʬʴʺʻʸʵʩʨʹ; 

9) ʱʰʩʬʸ ˇʨˀʻˀʵʩʰʹ ʮʸʫʨ; 
10) ɦ ʰʩʬʸʯʨʭʫʨʹˆʳʬʩʰʹ ʸʨʵʫʬʴʵʩʰʹ ʪʨʮʸʫʨ ʸʬʲʰʪʰʻʸ ʵʸʪʨʴʰʮʨ˂ʰʬʩʮʬ; 

11) ɦ ʰʩʬʸʫʨʳʴʨˀʨʭʬʬʩʰʹ ʳˆʸʰʫʨʴ, ʻʹʨʼʸʯˆʵʬʩʰʹ ʺʬʽʴʵʲʵʪʰʬʩʰʹ ʹʼʬʸʵʹ 

ʨˆʨʲʰ ʳʰʾ˄ʬʭʬʩʰʹ ʪʨʯʭʨʲʰʹ˄ʰʴʬʩʰʯ, ʳʨʭʴʬ ʶʸʵʪʸʨʳʬʩʰʹ ˀʬʽʳʴʰʹ ʶʸʵ˂ʬʹʰʹ 

ʪʨʪʸ˃ʬʲʬʩʨ. 

ʳʰʳʵʭʰˆʰʲʬʯ ʸʨ ʮʬʳʵʨʾʴʰˀʴʻʲʰ, ʻʴʫʨ ʨʾʰʴʰˀʴʵʹ, ʸʵʳ ʿʭʬʲʨ ʰʹ ʹʨʼʸʯˆʬ, 

ʸʵʳʬʲʰ˂ ʨʹʨˆʻʲʰʨ FireEye - ʹ ʸʬʶʵʸʺˀʰ, ʪʨʹʨʯʭʨʲʰʹ˄ʰʴʬʩʬʲʰʨ ʨʹʬʭʬ ʹʨʽʨʸʯʭʬʲʵʹ 

ʱʰʩʬʸʹʰʭʸ˂ʰʹ ʸʬʨʲʰʬʩʰʹʯʭʰʹ. ʪʨʳʵʳʫʰʴʨʸʬ, ʸʵʳ ʹʨʽʨʸʯʭʬʲʵ ˄ʨʸʳʵʨʫʪʬʴʹ 

ʴʨʱʲʬʩʨʫ ʪʨʴʭʰʯʨʸʬʩʻʲ ʽʭʬʿʨʴʨʹ, ʹʨ˅ʰʸʵ ʼʰʴʨʴʹʻʸʰ ʹʨˀʻʨʲʬʩʬʩʰʹ ʪʨʳʵ ʨʸ ˆʫʬʩʨ 
ʻʹʨʼʸʯˆʵʬʩʰʹ ʶʸʵʪʸʨʳʻʲʰ ʻʮʸʻʴʭʬʲʿʵʼʰʹ ʪʨʴʨˆʲʬʩʨ ʫʨ ʨʸ ʨʸʹʬʩʵʩʹ ˀʬʹʨʩʨʳʰʹʰ 

ʱʭʨʲʰʼʰ˂ʰʻʸʰ ʹʶʬ˂ʰʨʲʰʹʺʬʩʰ, ʨʹʬʭʬ ʸʬʪʰʵʴˀʰ ʰʱʭʬʯʬʩʨ ʳʹʵʼʲʰʵʹ ʫʰʫʰ 

ʽʭʬʿʴʬʩʰʹʨ ʫʨ ʨʲʰʨʴʹʬʩʰʹ ʪʬʵʶʵʲʰʺʰʱʻʸʰ ʰʴʺʬʸʬʹʬʩʰ, ʳʨʯˀʵʸʰʹ ʬʴʬʸʪʬʺʰʱʻʲʰ, 

ʸʬʪʰʵʴˀʰ ʨʸʰʹ ʹʨʳʰ ʱʵʴʼʲʰʽʺʻʸʰ ʨʫʪʰʲʰ, ʽʭʬʿʨʴʨ ʫʨ ʳʰʹʰ ʱʸʰʺʰʱʻʲʰ 

ʰʴʼʸʨʹʺʸʻʽʺʻʸʨ ʹʸʻʲʰʨʫ ˀʬʹʨ˃ʲʬʩʬʲʰʨ ʪʨˆʫʬʹ ʱʰʩʬʸʫʨʳʴʨˀʨʭʬʬʩʰʹ ʹʨʳʰʮʴʬ. ʨʽʭʬ 

ʨʹʬʭʬ ʪʨʹʨʯʭʨʲʰʹ˄ʰʴʬʩʬʲʰʨ ʰʹ ʪʨʸʬʳʵʬʩʨ˂, ʸʵʳ ʹʨʽʨʸʯʭʬʲʵ ʨˆʲʵ ʳʵʳʨʭʨʲˀʰ 

ˀʬʹʨ˃ʲʵʨ ʪʨˆʫʬʹ ʬʭʸʵʱʨʭˀʰʸʰʹ ʫʨ ˁʸʫʰʲʵʬʯ ʨʲʰʨʴʹʰʹ ˄ʬʭʸʰ ʽʭʬʿʨʴʨ, ʸʵʳʬʲʹʨ˂ 

ʻʱʭʬ ʫʨʹ˅ʰʸʫʬʩʨ ʿʭʬʲʨ ʰʳ ʹʨʬʸʯʨˀʵʸʰʹʵ ʹʺʨʴʫʨʸʺʬʩʰʹ ʫʨʱʳʨʿʵʼʰʲʬʩʨ, ʸʰʯʨ˂ 

ʹʨʸʪʬʩʲʵʩʬʴ ʳʵ˂ʬʳʻʲʰ ʪʨʬʸʯʰʨʴʬʩʬʩʰʹ ˄ʬʭʸʰ ʽʭʬʿʴʬʩʰ. ʹʨʽʨʸʯʭʬʲʵʹ ʬʹ ʳʰʹ˄ʸʨʼʬʩʨ 
ʫʨ ʫʨʹʨʭʲʬʯʮʬ ʵʸʰʬʴʺʰʸʬʩʻʲʰ ʹʨʪʨʸʬʵ ʱʻʸʹʰ, ʱʰʫʬʭ ʻʼʸʵ ʮʸʫʰʹ ʸʰʹʱʬʩʹ 

ʫʨʹʨʭʲʬʯʰʹ ʰʫʬʵʲʵʪʰʻʸʨʫ ʳʵ˄ʰʴʨʨʾʳʫʬʪʬ ʽʭʬʿʴʬʩʰʹʨ ʫʨ ʺʬʸʵʸʰʹʺʻʲʰ 

ʵʸʪʨʴʰʮʨ˂ʰʬʩʰʹ ʳˆʸʰʫʨʴ ʽʭʬʿʨʴʨʮʬ ʫʨ ʳʰʹ ʱʸʰʺʰʱʻʲ ʰʴʼʸʨʹʺʸʻʽʺʻʸʨʮʬ, ʨʹʬʭʬ 

ʫʨʹʨʭʲʬʯʰʹ ʽʭʬʿʴʬʩʰʹ ʫʰʶʲʵʳʨʺʰʻʸ ʳʰʹʰʬʩʹʨ ʫʨ ʱʵʳʶʨʴʰʬʩʮʬ, ʹʨʬʸʯʨˀʵʸʰʹʵ 

ʬʴʬʸʪʵʶʸʵʬʽʺʬʩʮʬ ʪʨʴˆʵʸ˂ʰʬʲʫʬʹ ʱʰʩʬʸˀʬʺʬʭʬʩʰ, ʸʵʳʬʲʹʨ˂ ʬʽʴʬʩʨ ʸʵʪʵʸ˂ 

ˇʨˀʻˀʻʸʰ, ʰʹʬ ʺʬʽʴʰʱʻʸʰ ʮʰʨʴʰʹ ʳʵʳʺʨʴʰ ˆʨʹʰʨʯʰ. ʨʽʭʬ ʨʹʬʭʬ ʪʨʹʨʯʭʨʲʰʹ˄ʰʴʬʩʬʲʰʨ 
ʰʳ ʳʹˆʭʰʲʰ ʱʵʳʶʨʴʰʬʩʰʹʨ ʫʨ ʶʸʵʬʽʺʬʩʰʹ ʰʴʼʵʳʨ˂ʰʻʲʰ ʫʨ ʽʹʬʲʻʸʰ ʻʹʨʼʸʯˆʵʬʩʨ,  
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ʸʵʳʲʬʩʮʬ˂ ʫʨʳʵʱʰʫʬʩʻʲʰʨ ʨʸʨʳʨʸʺʵ ʽʭʬʿʴʰʹ ʬʱʵʴʵʳʰʱʨ, ʨʸʨʳʬʫ ʨʹʬʭʬ ʸʬʪʰʵʴˀʰ 

ʨʸʹʬʩʻʲʰ ʽʭʬʿʴʬʩʰ˂10.  
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