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ABSTRACT 

 
The article presents research results and vulnerability testing algorithms for one of the most 
common types of attacks on Web-based applications - cross-site scripting - CSS (Cross Site 
Scripting) - DOM CSS. Cross-site scripting is the error of validating user data, which allows you to 
pass JavaScript code to execution in the user's browser. Attacks of this kind are often called HTML 
injections, because the implementation mechanism is very similar to SQL injections, but unlike the 
latter, the implemented code is executed in the user's browser. The approach of mathematical 
modeling based on GERT-networks is argued. Studies have shown that GERT (Graphical 
Evaluation and Review Technique) is a method of studying and analyzing stochastic networks used 
to describe the logical relationship between parts of a project or process steps. The main goal of 
GERT is to evaluate the logic of the network and the duration of activity and to receive an opinion 
on the need to perform certain activities. The technology of testing Web-applications and the 
corresponding complex of mathematical models are developed. The basis of mathematical modeling 
is the approach of GERT-network synthesis. As a result, mathematical models of DOM CSS testing 
technology have been developed. The mathematical model of the DOM CSS testing technology 
vulnerability differs from the known, taking into account the execution or analysis of the DOM 
structure. The developed method can be used when testing for the vulnerability of a Web 
application.  
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АɇɇɈɌАЦИə 
 
ȼ ɪɚɛɨɬɟ ɩɪɟɞɫɬɚɜɥɟɧɵ ɪɟɡɭɥɶɬɚɬɵ ɢɫɫɥɟɞɨɜɚɧɢɹ ɢ ɚɥɝɨɪɢɬɦɵ ɬɟɫɬɢɪɨɜɚɧɢɹ ɧɚ ɭɹɡɜɢɦɨɫɬɶ ɤ 
ɨɞɧɢɦ ɢɡ ɧɚɢɛɨɥɟɟ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɯ ɜɢɞɨɜ ɚɬɚɤ ɧɚ Web-ɩɪɢɥɨɠɟɧɢɹ – ɦɟɠɫɚɣɬɨɜɨɦɭ 
ɫɤɪɢɩɬɢɧɝɭ – XSS (Cross Site Scripting) – DOM XSS. Ɇɟɠɫɚɣɬɨɜɵɣ ɫɤɪɢɩɬɢɧɝ ɷɬɨ ɨɲɢɛɤɚ 
ɜɚɥɢɞɚɰɢɢ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɯ ɞɚɧɧɵɯ, ɤɨɬɨɪɚɹ ɩɨɡɜɨɥɹɟɬ ɩɟɪɟɞɚɬɶ JavaScript ɤɨɞ ɧɚ 
ɢɫɩɨɥɧɟɧɢɟ ɜ ɛɪɚɭɡɟɪ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ⱥɬɚɤɢ ɬɚɤɨɝɨ ɪɨɞɚ ɱɚɫɬɨ ɬɚɤɠɟ ɧɚɡɵɜɚɸɬ HTML-
ɢɧɴɟɤɰɢɹɦɢ, ɜɟɞɶ ɦɟɯɚɧɢɡɦ ɢɯ ɜɧɟɞɪɟɧɢɹ ɨɱɟɧɶ ɫɯɨɠ ɫ SQL-ɢɧɴɟɤɰɢɹɦɢ, ɧɨ ɜ ɨɬɥɢɱɢɟ ɨɬ 
ɩɨɫɥɟɞɧɢɯ, ɜɧɟɞɪɹɟɦɵɣ ɤɨɞ ɢɫɩɨɥɧɹɟɬɫɹ ɜ ɛɪɚɭɡɟɪɟ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ⱥɪɝɭɦɟɧɬɢɪɨɜɚɧɨ ɜɵɛɪɚɧ 
ɩɨɞɯɨɞ ɦɚɬɟɦɚɬɢɱɟɫɤɨɝɨ ɦɨɞɟɥɢɪɨɜɚɧɢɹ ɧɚ ɨɫɧɨɜɟ GERT-ɫɟɬɟɣ. ɉɪɨɜɟɞɟɧɧɵɟ ɢɫɫɥɟɞɨɜɚɧɢɹ 
ɩɨɤɚɡɚɥɢ, ɱɬɨ GERT (Graphical Evaluation and Review Technique) – ɹɜɥɹɟɬɫɹ ɦɟɬɨɞɨɦ 
ɢɡɭɱɟɧɢɹ ɢ ɚɧɚɥɢɡɚ ɫɬɨɯɚɫɬɢɱɟɫɤɢɯ ɫɟɬɟɣ, ɢɫɩɨɥɶɡɭɟɦɵɯ ɞɥɹ ɨɩɢɫɚɧɢɹ ɥɨɝɢɱɟɫɤɨɣ 
ɜɡɚɢɦɨɫɜɹɡɢ ɦɟɠɞɭ ɱɚɫɬɹɦɢ ɩɪɨɟɤɬɚ ɢɥɢ ɷɬɚɩɚɦɢ ɩɪɨɰɟɫɫɚ. Ƚɥɚɜɧɨɣ ɰɟɥɶɸ GERT ɹɜɥɹɟɬɫɹ 
ɨɰɟɧɤɚ ɥɨɝɢɤɢ ɫɟɬɢ ɢ ɩɪɨɞɨɥɠɢɬɟɥɶɧɨɫɬɶ ɚɤɬɢɜɧɨɫɬɢ ɢ ɩɨɥɭɱɟɧɢɹ ɡɚɤɥɸɱɟɧɢɹ ɨ 
ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɜɵɩɨɥɧɟɧɢɹ ɧɟɤɨɬɨɪɵɯ ɚɤɬɢɜɧɨɫɬɟɣ. Ɋɚɡɪɚɛɨɬɚɧ ɬɟɯɧɨɥɨɝɢɹ ɬɟɫɬɢɪɨɜɚɧɢɹ 
Web-ɩɪɢɥɨɠɟɧɢɣ ɢ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɣ ɤɨɦɩɥɟɤɫ ɦɚɬɟɦɚɬɢɱɟɫɤɢɯ ɦɨɞɟɥɟɣ. ȼ ɨɫɧɨɜɭ 
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ɦɚɬɟɦɚɬɢɱɟɫɤɨɝɨ ɦɨɞɟɥɢɪɨɜɚɧɢɹ ɩɨɥɨɠɟɧ ɩɨɞɯɨɞ GERT-ɫɟɬɟɜɨɝɨ ɫɢɧɬɟɡɚ. ȼ ɪɟɡɭɥɶɬɚɬɟ 
ɪɚɡɪɚɛɨɬɚɧɵ ɦɚɬɟɦɚɬɢɱɟɫɤɢɟ ɦɨɞɟɥɢ ɬɟɯɧɨɥɨɝɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ DOM XSS ɭɹɡɜɢɦɨɫɬɢ. 
Ɇɚɬɟɦɚɬɢɱɟɫɤɚɹ ɦɨɞɟɥɶ ɬɟɯɧɨɥɨɝɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ DOM XSS ɭɹɡɜɢɦɨɫɬɢ ɨɬɥɢɱɚɟɬɫɹ ɨɬ 
ɢɡɜɟɫɬɧɵɯ, ɭɱɟɬɨɦ ɜɵɩɨɥɧɟɧɢɹ ɢɥɢ ɚɧɚɥɢɡɚ DOM ɫɬɪɭɤɬɭɪɵ. Ɋɚɡɪɚɛɨɬɚɧɧɵɣ ɦɟɬɨɞ ɦɨɠɧɨ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɩɪɢ ɬɟɫɬɢɪɨɜɚɧɢɢ ɧɚ ɭɹɡɜɢɦɨɫɬɶ Web-ɩɪɢɥɨɠɟɧɢɹ. 
 

 

 

ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɛɨɥɶɲɨɣ ɫɩɪɨɫ ɧɚ Web-ɩɪɢɥɨɠɟɧɢɹ ɢ Web-ɭɫɥɭɝɢ  ɨɛɭɫɥɚɜɥɢɜɚɟɬ 
ɛɨɥɶɲɨɣ ɢɧɬɟɪɟɫ ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɜ ɤ ɢɯ ɜɨɡɦɨɠɧɵɦ ɭɹɡɜɢɦɨɫɬɹɦ. ɉɪɢ ɷɬɨɦ ɨɫɧɨɜɧɵɟ 
ɭɝɪɨɡɵ ɜ ɧɚɩɪɚɜɥɟɧɢɢ ɫɟɪɜɟɪɧɵɯ ɤɨɦɩɨɧɟɧɬ ɬɪɚɧɫɮɨɪɦɢɪɭɟɬɫɹ ɜ ɚɬɚɤɢ, ɧɚɩɪɚɜɥɟɧɧɵɟ 
ɩɪɨɬɢɜ ɨɛɵɱɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. 
ɉɪɨɜɟɞɟɧɧɵɣ ɚɧɚɥɢɡ ɦɚɬɟɪɢɚɥɨɜ Open Web Application Security Project (OWASP TOP-10) 
ɩɨɤɚɡɚɥ, ɱɬɨ ɨɞɧɢɦ ɢɡ ɧɚɢɛɨɥɟɟ ɨɩɚɫɧɵɯ ɜɢɞɨɜ ɚɬɚɤ (ɭɹɡɜɢɦɨɫɬɟɣ) ɹɜɥɹɟɬɫɹ ɦɟɠɫɚɣɬɨɜɵɣ 
ɫɤɪɢɩɬɢɧɝ – XSS (Cross Site Scripting). 
Ⱥɧɚɥɢɡ ɥɢɬɟɪɚɬɭɪɵ ɩɨɤɚɡɚɥ, ɱɬɨ ɦɟɠɫɚɣɬɨɜɵɣ ɫɤɪɢɩɬɢɧɝ ɷɬɨ ɨɲɢɛɤɚ ɜɚɥɢɞɚɰɢɢ 
ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɯ ɞɚɧɧɵɯ, ɤɨɬɨɪɚɹ ɩɨɡɜɨɥɹɟɬ ɩɟɪɟɞɚɬɶ JavaScript ɤɨɞ ɧɚ ɢɫɩɨɥɧɟɧɢɟ ɜ 
ɛɪɚɭɡɟɪ ɩɨɥɶɡɨɜɚɬɟɥɹ. Ⱥɬɚɤɢ ɬɚɤɨɝɨ ɪɨɞɚ ɱɚɫɬɨ ɬɚɤɠɟ ɧɚɡɵɜɚɸɬ HTML-ɢɧɴɟɤɰɢɹɦɢ, ɜɟɞɶ 
ɦɟɯɚɧɢɡɦ ɢɯ ɜɧɟɞɪɟɧɢɹ ɨɱɟɧɶ ɫɯɨɠ ɫ SQL-ɢɧɴɟɤɰɢɹɦɢ, ɧɨ ɜ ɨɬɥɢɱɢɟ ɨɬ ɩɨɫɥɟɞɧɢɯ, 
ɜɧɟɞɪɹɟɦɵɣ ɤɨɞ ɢɫɩɨɥɧɹɟɬɫɹ ɜ ɛɪɚɭɡɟɪɟ ɩɨɥɶɡɨɜɚɬɟɥɹ.  
ɂɡ ɪɚɛɨɬ [1-8, 15-20] ɢɡɜɟɫɬɧɨ, ɱɬɨ ɩɨɞ XSS ɨɛɵɱɧɨ ɩɨɞɪɚɡɭɦɟɜɚɟɬɫɹ ɦɨɦɟɧɬɚɥɶɧɵɣ ɢ 
ɨɬɥɨɠɟɧɧɵɣ ɦɟɠɫɚɣɬɨɜɵɣ ɫɤɪɢɩɬɢɧɝ. ɉɪɢ ɦɨɦɟɧɬɚɥɶɧɨɦ XSS ɡɥɨɧɚɦɟɪɟɧɧɵɣ ɤɨɞ 
(Javascript) ɜɨɡɜɪɚɳɚɟɬɫɹ ɚɬɚɤɭɟɦɵɦ ɫɟɪɜɟɪɨɦ ɧɟɦɟɞɥɟɧɧɨ ɜ ɤɚɱɟɫɬɜɟ ɨɬɜɟɬɚ ɧɚ HTTP ɡɚɩɪɨɫ. 
Ɉɬɥɨɠɟɧɧɵɣ XSS ɨɡɧɚɱɚɟɬ, ɱɬɨ ɡɥɨɧɚɦɟɪɟɧɧɵɣ ɤɨɞ ɫɨɯɪɚɧɹɟɬɫɹ ɧɚ ɚɬɚɤɭɟɦɨɣ ɫɢɫɬɟɦɟ ɢ 
ɩɨɡɞɧɟɟ ɦɨɠɟɬ ɛɵɬɶ ɜɧɟɞɪɟɧ ɜ HTML ɫɬɪɚɧɢɰɭ ɭɹɡɜɢɦɨɣ ɫɢɫɬɟɦɵ. Ɍɚɤɚɹ ɤɥɚɫɫɢɮɢɤɚɰɢɹ 
ɩɪɟɞɩɨɥɚɝɚɟɬ, ɱɬɨ ɮɭɧɞɚɦɟɧɬɚɥɶɧɨɟ ɫɜɨɣɫɬɜɨ XSS ɫɨɫɬɨɢɬ ɜ ɬɨɦ, ɱɬɨ ɡɥɨɧɚɦɟɪɟɧɧɵɣ ɤɨɞ 
ɨɬɫɵɥɚɟɬɫɹ ɢɡ ɛɪɚɭɡɟɪɚ ɧɚ ɫɟɪɜɟɪ ɢ ɜɨɡɜɪɚɳɚɟɬɫɹ ɜ ɷɬɨɬ ɠɟ ɛɪɚɭɡɟɪ (ɦɨɦɟɧɬɚɥɶɧɵɣ XSS) ɢɥɢ 
ɥɸɛɨɣ ɞɪɭɝɨɣ ɛɪɚɭɡɟɪ (ɨɬɥɨɠɟɧɧɵɣ XSS).  
ȼ ɪɹɞɟ ɢɧɬɟɪɧɟɬ-ɫɬɚɬɟɣ ɩɨɞɪɨɛɧɨ ɨɩɢɫɚɧɵ ɨɫɧɨɜɧɵɟ ɦɟɯɚɧɢɡɦɵ ɜɨɡɧɢɤɧɨɜɟɧɢɹ ɩɨɞɨɛɧɨɝɨ 
ɪɨɞɚ ɭɝɪɨɡ, ɚ ɬɚɤɠɟ ɩɭɬɢ ɜɨɡɦɨɠɧɨɝɨ ɛɥɨɤɢɪɨɜɚɧɢɹ. Ɉɞɧɚɤɨ, ɱɬɨɛɵ ɢɞɟɧɬɢɮɢɰɢɪɨɜɚɬɶ ɷɬɢ 
ɭɝɪɨɡɵ ɢ ɜɨɡɦɨɠɧɵɟ ɩɨɫɥɟɞɫɬɜɢɹ ɢɯ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɹ ɜ ɩɪɨɰɟɫɫɟ ɛɟɡɨɩɚɫɧɨɝɨ ɭɩɪɚɜɥɟɧɢɹ 
IT-ɩɪɨɟɤɬɚɦɢ, ɚ ɬɚɤɠɟ ɩɪɟɞɥɨɠɢɬɶ ɨɩɬɢɦɚɥɶɧɵɟ ɩɭɬɢ ɪɟɲɟɧɢɹ ɷɬɨɣ ɩɪɨɛɥɟɦɵ, ɫɭɳɟɫɬɜɭɟɬ 
ɧɟɨɛɯɨɞɢɦɨɫɬɶ ɦɚɬɟɦɚɬɢɱɟɫɤɨɣ ɮɨɪɦɚɥɢɡɚɰɢɢ ɩɪɨɰɟɫɫɚ ɢɯ ɢɧɢɰɢɚɥɢɡɚɰɢɢ ɢ 
ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɹ.  
Ɉɫɨɛɟɧɧɨ ɚɤɬɭɚɥɶɧɨɣ ɡɚɞɚɱɟɣ ɜ ɷɬɨɦ ɧɚɩɪɚɜɥɟɧɢɢ ɩɪɟɞɫɬɚɜɥɹɟɬɫɹ ɦɨɞɟɥɢɪɨɜɚɧɢɟ DOM 
(Document Object Model) XSS ɭɹɡɜɢɦɨɫɬɢ. ɋɜɹɡɚɧɨ ɷɬɨ ɫ ɬɟɦ, ɱɬɨ ɭɹɡɜɢɦɨɫɬɶ DOM XSS 
ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɩɨɞɜɢɞ XSS, ɜ ɫɥɭɱɚɟ ɤɨɬɨɪɨɣ ɪɟɡɭɥɶɬɚɬ ɚɬɚɤɢ ɧɚɯɨɞɢɬɫɹ ɧɟ ɜ ɨɬɜɟɬɟ 
ɫɟɪɜɟɪɚ ɢ, ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ, ɧɟ ɜ HTML ɤɨɞɟ, ɚ ɜ DOM ɫɬɪɭɤɬɭɪɟ HTML ɫɬɪɚɧɢɰɵ. Ɋɟɡɭɥɶɬɚɬɵ 
ɚɬɚɤ ɩɨɫɪɟɞɫɬɜɨɦ ɬɚɤɢɯ ɭɹɡɜɢɦɨɫɬɟɣ ɦɨɠɧɨ ɨɛɧɚɪɭɠɢɬɶ ɬɨɥɶɤɨ ɜ ɩɪɨɰɟɫɫɟ ɜɵɩɨɥɧɟɧɢɹ ɢɥɢ 
ɚɧɚɥɢɡɟ DOM ɫɬɪɭɤɬɭɪɵ. ɋɚɦ ɦɟɯɚɧɢɡɦ ɚɬɚɤɢ, ɚ ɢɦɟɧɧɨ ɢɧɴɟɤɰɢɹ Javascript ɤɨɞɚ ɜ ɭɹɡɜɢɦɵɣ 
ɫɟɝɦɟɧɬ, ɨɫɬɚɟɬɫɹ ɧɟɢɡɦɟɧɧɵɦ.  
Цɟɥьɸ ɞɚɧɧɨɣ ɪɚɛɨɬɵ ɹɜɥɹɟɬɫɹ ɮɨɪɦɢɪɨɜɚɧɢɟ ɬɟɯɧɨɥɨɝɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ ɧɚ ɭɹɡɜɢɦɨɫɬɶ ɤ 
ɨɞɧɢɦ ɢɡ ɧɚɢɛɨɥɟɟ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɯ ɜɢɞɨɜ ɚɬɚɤ ɧɚ Web-ɩɪɢɥɨɠɟɧɢɹ – DOM XSS. 

1. Аɥɝɨɪɢɬɦ ɚɧɚɥɢɡɚ DOM XSS ɭɹɡɜɢɦɨɫɬɢ 

Ⱦɥɹ ɦɚɬɟɦɚɬɢɱɟɫɤɨɣ ɮɨɪɦɚɥɢɡɚɰɢɢ ɚɥɝɨɪɢɬɦɚ ɚɧɚɥɢɡɚ DOM XSS ɭɹɡɜɢɦɨɫɬɢ ɜɨɫɩɨɥɶɡɭɟɦɫɹ 
ɨɫɧɨɜɧɵɦɢ ɩɨɥɨɠɟɧɢɹɦɢ ɫɟɬɟɜɨɝɨ GERT-ɦɨɞɟɥɢɪɨɜɚɧɢɹ, ɩɨɞɪɨɛɧɨ ɨɩɢɫɚɧɧɵɦɢ ɜ ɪɚɛɨɬɚɯ 
[9-12]. 
Ⱥɥɝɨɪɢɬɦ ɚɧɚɥɢɡɚ DOM XSS ɭɹɡɜɢɦɨɫɬɢ ɦɨɠɧɨ ɨɩɢɫɚɬɶ ɫɥɟɞɭɸɳɢɦ ɨɛɪɚɡɨɦ: 

1) ɂɡ ɤɨɞɚ ɚɧɚɥɢɡɢɪɭɟɦɨɣ ɫɬɪɚɧɢɰɵ ɢɡɜɥɟɤɚɸɬɫɹ ɜɫɟ ɬɟɝɢ <script> ɢ ɮɨɪɦɢɪɭɟɬɫɹ 
ɫɩɢɫɨɤ ɬɟɝɨɜ ɞɥɹ ɚɧɚɥɢɡɚ.  
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2) ȼɵɩɨɥɧɹɟɬɫɹ ɚɧɚɥɢɡ ɫɨɞɟɪɠɢɦɨɝɨ ɬɟɝɚ. ɉɪɢ ɷɬɨɦ, ɟɫɥɢ ɬɟɝɢ ɧɟ ɫɨɞɟɪɠɚɬ ɤɨɞ, ɚ 
ɫɫɵɥɚɸɬɫɹ ɧɚ ɭɞɚɥёɧɧɵɣ ɮɚɣɥ, ɜɵɩɨɥɧɹɟɬɫɹ ɨɛɪɚɳɟɧɢɟ ɤ ɮɚɣɥɭ ɢ ɩɨɥɭɱɟɧɢɟ ɤɨɞɚ ɢɡ ɧɟɝɨ. ȼ 
ɫɨɞɟɪɠɢɦɨɦ ɮɚɣɥɚ ɧɚɯɨɞɹɬɫɹ ɩɨɬɟɧɰɢɚɥɶɧɵɟ ɧɟɛɟɡɨɩɚɫɧɵɟ ɭɱɚɫɬɤɢ ɤɨɞɚ (sink), ɤɨɬɨɪɵɟ 
ɢɫɩɨɥɶɡɭɸɬ ɜɯɨɞɧɵɟ ɞɚɧɧɵɟ ɤɥɢɟɧɬɚ (source). 
ɉɪɢɦɟɪɚɦɢ ɢɫɬɨɱɧɢɤɨɜ ɦɨɝɭɬ ɛɵɬɶ: 

- document.URL 
- document.documentURI 
- location.href 
- location.search 
- location.* 
- window.name 
- document.referrer 
ɉɪɢɦɟɪɵ sink: 
- document.write 
- (element).innerHTML 
- eval 
- setTimout / setInterval 
- execScript 
3) ȿɫɥɢ ɜ ɤɨɞɟ ɬɟɝɚ ɢɫɩɨɥɶɡɭɟɬɫɹ source, ɜɵɩɨɥɧɹɟɬɫɹ ɚɬɚɤɚ ɫ ɨɩɪɟɞɟɥɟɧɧɵɦ ɦɚɪɤɟɪɨɦ, 

ɤɨɬɨɪɵɣ ɦɨɠɧɨ ɨɬɫɥɟɞɢɬɶ ɜ DOM ɫɬɪɭɤɬɭɪɟ ɫɬɪɚɧɢɰɵ ɩɨɫɥɟ ɢɫɩɨɥɧɟɧɢɹ ɤɨɞɚ (ɧɚɩɪɢɦɟɪ, 
ɢɧɴɟɤɰɢɹ ɨɩɪɟɞɟɥɟɧɧɨɝɨ ɬɟɤɫɬɨɜɨɝɨ ɫɨɞɟɪɠɢɦɨɝɨ ɜ DOM).  

4) ȼɵɩɨɥɧɹɟɬɫɹ ɩɪɨɜɟɪɤɚ ɫɨɞɟɪɠɢɦɨɝɨ DOM. ȿɫɥɢ ɜ ɪɟɡɭɥɶɬɚɬɟ ɚɬɚɤɢ ɦɚɪɤɟɪ 
ɧɚɯɨɞɢɬɫɹ ɜ DOM, ɦɨɠɧɨ ɫɞɟɥɚɬɶ ɜɵɜɨɞ ɨ ɧɚɥɢɱɢɢ DOM ɭɹɡɜɢɦɨɫɬɢ. 

5) Шɚɝɢ 2 – 4 ɜɵɩɨɥɧɹɸɬɫɹ ɞɥɹ ɤɚɠɞɨɝɨ ɬɟɝɚ script ɧɚ ɫɬɪɚɧɢɰɟ. 
Ⱦɥɹ ɩɨɫɬɪɨɟɧɢɹ ɮɨɪɦɚɥɶɧɨɣ ɦɨɞɟɥɢ ɚɥɝɨɪɢɬɦɚ ɚɧɚɥɢɡɚ ɭɹɡɜɢɦɨɫɬɢ Web-ɩɪɢɥɨɠɟɧɢɣ 

ɤ DOM XSS ɜɵɛɪɚɧɚ ɫɬɨɯɚɫɬɢɱɟɫɤɚɹ GERT- ɫɟɬɶ. 
ɉɪɨɜɟɞɟɧɧɵɟ ɢɫɫɥɟɞɨɜɚɧɢɹ ɩɨɤɚɡɚɥɢ, ɱɬɨ GERT (Graphical Evaluation and Review 

Technique) – ɹɜɥɹɟɬɫɹ ɦɟɬɨɞɨɦ ɢɡɭɱɟɧɢɹ ɢ ɚɧɚɥɢɡɚ ɫɬɨɯɚɫɬɢɱɟɫɤɢɯ ɫɟɬɟɣ, ɢɫɩɨɥɶɡɭɟɦɵɯ ɞɥɹ 
ɨɩɢɫɚɧɢɹ ɥɨɝɢɱɟɫɤɨɣ ɜɡɚɢɦɨɫɜɹɡɢ ɦɟɠɞɭ ɱɚɫɬɹɦɢ ɩɪɨɟɤɬɚ ɢɥɢ ɷɬɚɩɚɦɢ ɩɪɨɰɟɫɫɚ [9-12]. 
Ƚɥɚɜɧɨɣ ɰɟɥɶɸ GERT ɹɜɥɹɟɬɫɹ ɨɰɟɧɤɚ ɥɨɝɢɤɢ ɫɟɬɢ ɢ ɩɪɨɞɨɥɠɢɬɟɥɶɧɨɫɬɶ ɚɤɬɢɜɧɨɫɬɢ ɢ 
ɩɨɥɭɱɟɧɢɹ ɡɚɤɥɸɱɟɧɢɹ ɨ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɜɵɩɨɥɧɟɧɢɹ ɧɟɤɨɬɨɪɵɯ ɚɤɬɢɜɧɨɫɬɟɣ. 
ɋɟɬɢ GERT ɫɨɫɬɨɹɬ ɢɡ ɭɡɥɨɜ ɬɢɩɚ AND, INCLUSIVE-OR ɢ EXCLUSIVE-OR, ɢ ɜɟɬɨɤ ɫ ɞɜɭɦɹ 
ɢ ɛɨɥɟɟ ɩɚɪɚɦɟɬɪɚɦɢ. ȼɟɬɤɚ, ɢɦɟɟɬ ɧɚɩɪɚɜɥɟɧɢɟ, ɢɦɟɟɬ ɭɡɟɥ ɧɚɱɚɥɚ ɢ ɭɡɟɥ ɤɨɧɰɚ. ɉɚɪɚɦɟɬɪɵ 
ɜɟɬɜɢ ɫɨɞɟɪɠɚɬ: 

1) ɜɟɪɨɹɬɧɨɫɬɶ ɩɪɨɯɨɠɞɟɧɢɹ ɜɟɬɜɢ (Pa) ɩɪɢ ɭɫɥɨɜɢɢ, ɱɬɨ ɭɡɟɥ, ɤɨɬɨɪɵɣ ɹɜɥɹɟɬɫɹ 
ɢɫɬɨɱɧɢɤɨɦ ɜɟɬɜɢ, ɛɵɥ ɪɟɚɥɢɡɨɜɚɧ; 

2) ɜɪɟɦɹ (ta) ɩɪɨɯɨɠɞɟɧɢɹ ɜɟɬɜɢ, ɟɫɥɢ ɨɧɚ ɛɭɞɟɬ ɪɟɚɥɢɡɨɜɚɧɚ. 
ȼɪɟɦɹ ta ɦɨɠɟɬ ɛɵɬɶ ɫɥɭɱɚɣɧɨɣ ɜɟɥɢɱɢɧɨɣ. ȿɫɥɢ ɜɟɬɜɶ ɧɟ ɹɜɥɹɟɬɫɹ ɱɚɫɬɶɸ ɪɟɚɥɢɡɚɰɢɢ ɫɟɬɢ, 
ɬɨ ɟɫɬɶ ɜɨ ɜɪɟɦɹ ɜɵɩɨɥɧɟɧɢɹ ɩɪɨɰɟɫɫɚ ɚɤɬɢɜɧɨɫɬɶ, ɫɜɹɡɚɧɧɚɹ ɫ ɜɟɬɜɶɸ, ɧɟ ɩɪɨɢɫɯɨɞɢɬ, ɬɨ 
ta = 0. 
ɍɡɟɥ ɜ ɫɬɨɯɚɫɬɢɱɟɫɤɨɣ ɫɟɬɢ GERT ɫɨɫɬɨɢɬ ɢɡ ɮɭɧɤɰɢɢ ɜɯɨɞɚ (ɤɨɧɬɪɢɛɭɬɢɜɧɨɣ ɮɭɧɤɰɢɢ) ɢ 
ɮɭɧɤɰɢɢ ɜɵɯɨɞɚ (ɞɢɫɬɪɢɛɭɬɢɜɧɨɣ ɮɭɧɤɰɢɢ). Кɚɠɞɚɹ ɢɡ ɮɭɧɤɰɢɣ ɨɩɢɫɵɜɚɟɬɫɹ ɨɩɪɟɞɟɥɟɧɧɵɦ 
ɥɨɝɢɱɟɫɤɢɦ ɨɬɧɨɲɟɧɢɟɦ ɨɬɧɨɫɢɬɟɥɶɧɨ ɫɜɹɡɚɧɧɵɯ ɜɟɬɜɟɣ.  
ȼ ɰɟɥɨɦ, ɩɪɨɜɟɞɟɧɧɵɟ ɢɫɫɥɟɞɨɜɚɧɢɹ ɩɨɤɚɡɚɥɢ, ɱɬɨ GERT-ɦɨɞɟɥɢɪɨɜɚɧɢɟ ɹɜɥɹɟɬɫɹ 
ɷɮɮɟɤɬɢɜɧɵɦ ɫɩɨɫɨɛɨɦ ɨɩɪɟɞɟɥɟɧɢɹ ɡɚɪɚɧɟɟ ɧɟɢɡɜɟɫɬɧɵɯ ɡɚɤɨɧɨɜ ɢ ɮɭɧɤɰɢɣ ɪɚɫɩɪɟɞɟɥɟɧɢɹ 
ɫɥɭɱɚɣɧɵɯ ɜɟɥɢɱɢɧ ɩɪɢ ɢɡɜɟɫɬɧɨɦ ɚɥɝɨɪɢɬɦɟ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɹ (ɩɪɨɰɟɫɫɚ). ɂɦɟɧɧɨ 
ɩɨɷɬɨɦɭ, ɜ ɤɚɱɟɫɬɜɟ ɢɧɫɬɪɭɦɟɧɬɚ ɦɚɬɟɦɚɬɢɱɟɫɤɨɝɨ ɦɨɞɟɥɢɪɨɜɚɧɢɹ ɧɚɦɢ ɛɵɥɨ ɜɵɛɪɚɧɨ 
GERT-ɦɨɞɟɥɢɪɨɜɚɧɢɟ. 

2. GERT-ɦɨɞɟɥь ɬɟхɧɨɥɨɝɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ DOM XSS ɭɹɡɜɢɦɨɫɬɢ 
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ɉɨɫɬɪɨɢɦ, ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɩɪɟɞɫɬɚɜɥɟɧɧɵɦ ɨɩɢɫɚɧɢɟɦ ɫɟɬɟɜɭɸ GERT-ɦɨɞɟɥɶ ɬɟɯɧɨɥɨɝɢɢ 
ɬɟɫɬɢɪɨɜɚɧɢɹ DOM XSS ɭɹɡɜɢɦɨɫɬɢ. Ƚɪɚɮɢɱɟɫɤɨɟ ɢɡɨɛɪɚɠɟɧɢɟ GERT-ɦɨɞɟɥɢ ɩɪɟɞɫɬɚɜɥɟɧɨ 
ɧɚ ɪɢɫ. 1. 

 

 
Рɢɫ. 1. GERT-ɦɨɞɟɥɶ ɬɟɯɧɨɥɨɝɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ DOM XSS 

 
ȼ ɩɪɟɞɫɬɚɜɥɟɧɧɨɣ ɫɟɬɢ ɭɡɥɵ ɝɪɚɮɚ ɢɧɬɟɪɩɪɟɬɢɪɭɸɬɫɹ ɫɨɫɬɨɹɧɢɹɦɢ ɤɨɦɩɶɸɬɟɪɧɨɣ ɫɢɫɬɟɦɵ ɜ 
ɩɪɨɰɟɫɫɟ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɹ DOM ɫɬɪɭɤɬɭɪɵ, ɚ ɜɟɬɜɢ ɝɪɚɮɚ – ɜɟɪɨɹɬɧɨɫɬɧɨ-ɜɪɟɦɟɧɧɵɦɢ 
ɯɚɪɚɤɬɟɪɢɫɬɢɤɚɦɢ ɩɟɪɟɯɨɞɨɜ ɦɟɠɞɭ ɫɨɫɬɨɹɧɢɹɦɢ. ȼ ɱɚɫɬɧɨɫɬɢ ɜɟɬɜɶ (1,2) ɯɚɪɚɤɬɟɪɢɡɭɟɬ 
ɜɪɟɦɹ ɩɨɥɭɱɟɧɢɹ ɢ ɚɧɚɥɢɡɚ ɫɨɞɟɪɠɢɦɨɝɨ ɬɟɝɚ. ȼɟɬɜɶ (2,3) ɨɬɨɛɪɚɠɚɟɬ ɜɪɟɦɟɧɧɵɟ 
ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ ɜɵɩɨɥɧɟɧɢɹ ɚɬɚɤɢ ɜ ɫɥɭɱɚɟ ɧɚɥɢɱɢɹ «sourɫe» ɫɬɪɭɤɬɭɪɵ. ȼɟɬɜɶ (2,4) ɡɚɞɚɟɬ 
ɫɥɭɱɚɣɧɨɟ ɜɪɟɦɹ ɨɛɪɚɳɟɧɢɹ ɤ ɫɨɞɟɪɠɢɦɨɦɭ ɭɞɚɥɟɧɧɨɝɨ ɮɚɣɥɚ (ɩɨɢɫɤ «sink»). ȼɟɬɜɶ (4,2) 
ɯɚɪɚɤɬɟɪɢɡɭɟɬ ɜɨɡɜɪɚɬ ɧɚ ɜɵɩɨɥɧɟɧɢɟ ɚɬɚɤɢ. ȼɟɬɜɶ (3,5) ɨɩɢɫɵɜɚɟɬ ɩɪɨɞɨɥɠɟɧɢɟ ɚɬɚɤɢ, ɜ 
ɱɚɫɬɧɨɫɬɢ ɩɪɨɜɟɪɤɭ ɫɨɞɟɪɠɢɦɨɝɨ DOM. Ⱦɚɥɟɟ ɜɟɬɜɶ (5,6) ɯɚɪɚɤɬɟɪɢɡɭɟɬ ɜɪɟɦɹ ɩɪɢɧɹɬɢɹ 
ɪɟɲɟɧɢɹ ɨɛ ɭɹɡɜɢɦɨɫɬɢ, ɜ ɬɨ ɠɟ ɜɪɟɦɹ ɜɟɬɜɶ (5,1) ɨɬɨɛɪɚɠɚɟɬ ɜɪɟɦɟɧɧɵɟ ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ 
ɩɟɪɟɯɨɞɚ ɤ ɧɨɜɨɦɭ ɬɟɝɭ. 
ɏɚɪɚɤɬɟɪɢɫɬɢɤɢ ɜɟɬɜɟɣ ɦɨɞɟɥɢ ɩɪɟɞɫɬɚɜɥɟɧɵ ɜ ɬɚɛɥ. 1  

Ɍɚɛɥɢɰɚ 1 
ɏɚɪɚɤɬɟɪɢɫɬɢɤɢ ɜɟɬɜɟɣ ɦɨɞɟɥɢ 

№ 
ɩ/ɩ 

ȼɟɬɜɶ W-ɮɭɧɤɰɢɹ ȼɟɪɨɹɬ-ɧɨɫɬɶ ɉɪɨɢɡɜɨɞɹɳɚɹ ɮɭɧɤɰɢɹ 
ɦɨɦɟɧɬɨɜ 

1 (1,2) W12 р1 )/( 11 s  

2 (2,3) W23 р2 )/( 22 s  

3 (2,4) W24 р3 )/( 33 s  

4 (3,5) W35 р2 )/( 22 s  

5 (5,6) W56 р4 )/( 44 s  

6 (5,1) W51 1 – р4 )/( 55 s  

7 (4,2) W42 р3 )/( 33 s  

 
ɗɤɜɢɜɚɥɟɧɬɧɚɹ W-ɮɭɧɤɰɢɹ ɜɪɟɦɟɧɢ ɜɵɩɨɥɧɟɧɢɹ ɬɟɯɧɨɥɨɝɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ DOM XSS 
ɭɹɡɜɢɦɨɫɬɢ ɪɚɜɧɚ: 







51352342241251352312

56352342241256352312

1
)(

WWWWWWWWWW

WWWWWWWWWW
sWE  
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



qpppsqpp

ssss
s

sqpssppp
,                          (1) 

ɝɞɟ 
141 qp  . 

Ɉɫɨɛɟɧɧɨɫɬɶ ɪɚɫɫɦɚɬɪɢɜɚɟɦɨɝɨ ɩɪɨɰɟɫɫɚ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɪɚɡɧɨɪɨɞɧɨɫɬɢ 
ɚɧɚɥɢɡɢɪɭɟɦɵɯ ɢ ɨɛɪɚɛɚɬɵɜɚɟɦɵɯ ɞɚɧɧɵɯ. ɉɪɢ ɷɬɨɦ ɜɨɡɦɨɠɧɵ ɪɚɡɥɢɱɧɵɟ ɫɥɭɱɚɢ 
ɨɪɝɚɧɢɡɚɰɢɢ ɨɛɪɚɬɧɨɣ ɫɜɹɡɢ. ɇɚ ɪɢɫ. 1 ɷɬɢ ɰɢɤɥɵ ɡɚɮɢɤɫɢɪɨɜɚɧɵ ɜ ɜɢɞɟ ɩɟɪɟɯɨɞɨɜ 

422412 WWW  , 51352312 WWWW  . 

Ⱦɥɹ GERT-ɫɟɬɟɣ ɫ ɰɢɤɥɚɦɢ ɧɟ ɫɭɳɟɫɬɜɭɟɬ ɩɪɨɫɬɵɯ ɦɟɬɨɞɨɜ ɧɚɯɨɠɞɟɧɢɹ ɨɫɨɛɵɯ ɬɨɱɟɤ 
ɮɭɧɤɰɢɢ  zЕ  ɡɚɦɟɧɵ ɞɟɣɫɬɜɢɬɟɥɶɧɵɯ ɩɟɪɟɦɟɧɧɵɯ  iz  , ɝɞɟ   – ɞɟɣɫɬɜɢɬɟɥɶɧɚɹ 
ɩɟɪɟɦɟɧɧɚɹ. ɗɬɨ ɨɛɴɹɫɧɹɟɬɫɹ ɬɟɦ, ɱɬɨ ɞɥɹ ɧɚɯɨɠɞɟɧɢɹ ɨɫɨɛɵɯ ɬɨɱɟɤ ɧɟɨɛɯɨɞɢɦɨ ɪɟɲɚɬɶ 
ɧɟɥɢɧɟɣɧɵɟ ɭɪɚɜɧɟɧɢɹ, ɢ ɱɟɦ ɫɥɨɠɧɟɟ ɫɬɪɭɤɬɭɪɚ GERT-ɫɟɬɢ, ɬɟɦ ɫɥɨɠɧɟɟ ɢ ɢɫɯɨɞɧɨɟ 
ɭɪɚɜɧɟɧɢɟ. ɉɨɷɬɨɦɭ ɜ ɯɨɞɟ ɦɨɞɟɥɢɪɨɜɚɧɢɹ ɩɪɟɞɥɚɝɚɟɬɫɹ ɩɪɢɛɟɝɧɭɬɶ  ɤ ɩɨɞɨɛɧɨɣ ɡɚɦɟɧɟ. 
ȼɵɩɨɥɧɹɹ ɤɨɦɩɥɟɤɫɧɨɟ ɩɪɟɨɛɪɚɡɨɜɚɧɢɟ sz  , ɩɨɥɭɱɢɦ 
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ɉɥɨɬɧɨɫɬɶ ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɜɟɪɨɹɬɧɨɫɬɟɣ ɜɪɟɦɟɧɢ ɜɵɩɨɥɧɟɧɢɹ ɚɥɝɨɪɢɬɦɚ ɚɧɚɥɢɡɚ DOM 
XSS ɭɹɡɜɢɦɨɫɬɢ: 
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ɝɞɟ ɨɩɟɪɚɰɢɹ ɢɧɬɟɝɪɢɪɨɜɚɧɢɹ ɜɵɩɨɥɧɹɟɬɫɹ ɫ ɩɨɦɨɳɶɸ ɢɧɬɟɝɪɚɥɚ Ȼɪɨɦɜɢɱɚ-ȼɚɝɧɟɪɚ [13] 

ɋɩɨɫɨɛ ɢɧɬɟɝɪɢɪɨɜɚɧɢɹ ɡɚɜɢɫɢɬ ɨɬ ɬɨɝɨ, ɢɦɟɟɬ ɥɢ ɮɭɧɤɰɢɹ (z)  ɬɨɥɶɤɨ ɩɪɨɫɬɵɟ ɩɨɥɸɫɵ, ɢɥɢ 
ɩɨɥɸɫɵ ɧɟɤɨɬɨɪɨɝɨ ɩɨɪɹɞɤɚ. ȼ ɬɨɦ ɫɥɭɱɚɟ, ɤɨɝɞɚ ɮɭɧɤɰɢɹ (z)  ɢɦɟɟɬ ɬɨɥɶɤɨ ɩɪɨɫɬɵɟ 
ɩɨɥɸɫɵ, ɜɵɪɚɠɟɧɢɟ )z(åzx  ɦɨɠɧɨ ɩɪɟɞɫɬɚɜɢɬɶ ɜ ɜɢɞɟ: 
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ɝɞɟ: c 46  , dc  45  , gd  44  , hg  43  , wh  42  , mw  41  , 

40  m . 
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Ɍɨɝɞɚ ɩɥɨɬɧɨɫɬɶ ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɜɪɟɦɟɧɢ ɜɵɩɨɥɧɟɧɢɹ ɚɥɝɨɪɢɬɦɚ ɚɧɚɥɢɡɚ DOM XSS 
ɭɹɡɜɢɦɨɫɬɢ ɪɚɜɧɚ: 
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Ɏɭɧɤɰɢɹ )(z  ɤɪɨɦɟ ɪɟɲɟɧɢɣ, ɨɩɪɟɞɟɥɹɟɦɵɯ ɤɨɪɧɹɦɢ ɭɪɚɜɧɟɧɢɹ 
023456  mwzhzgzdzczz , ɦɨɠɟɬ ɢɦɟɬɶ ɢ ɩɨɥɸɫ ɜɬɨɪɨɝɨ ɢɥɢ ɬɪɟɬɶɟɝɨ ɩɨɪɹɞɤɚ 

ɬɟɯ ɫɥɭɱɚɹɯ, ɤɨɝɞɚ ɡɧɚɱɟɧɢɟ 
4  ɪɚɜɧɨ ɡɧɚɱɟɧɢɸ ɤɨɪɧɟɣ 

2z , 3z , 
4z , 5z , 6z , 7z . ȼ ɷɬɢɯ ɫɥɭɱɚɹɯ 

ɩɥɨɬɧɨɫɬɶ ɪɚɫɩɪɟɞɟɥɟɧɢɹ ɜɪɟɦɟɧɢ ɩɟɪɟɞɚɱɢ ɫɨɨɛɳɟɧɢɹ  x  ɧɚɯɨɞɢɬɫɹ ɩɨ ɮɨɪɦɭɥɟ 
ɧɚɯɨɠɞɟɧɢɹ ɜɵɱɟɬɨɜ 

1r  ɨɬ ɩɨɥɸɫɨɜ kz  ɩɨɪɹɞɤɚ n : 
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ȼɵɪɚɠɟɧɢɟ (6) ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɞɪɨɛɧɨ-ɪɚɰɢɨɧɚɥɶɧɭɸ ɮɭɧɤɰɢɸ ɨɬɧɨɫɢɬɟɥɶɧɨ z  ɫɨ 
ɫɬɟɩɟɧɶɸ ɡɧɚɦɟɧɚɬɟɥɹ ɛɨɥɶɲɟɣ, ɱɟɦ ɫɬɟɩɟɧɶ ɱɢɫɥɢɬɟɥɹ. ɉɨɷɬɨɦɭ ɞɥɹ ɧɟɝɨ ɜɵɩɨɥɧɹɟɬɫɹ 
ɭɫɥɨɜɢɹ ɥɟɦɦɵ ɀɨɪɞɚɧɚ [13]. Ɏɭɧɤɰɢɹ  z  ɢɦɟɟɬ ɩɨɥɸɫɵ ɜ ɬɨɱɤɚɯ 

41 z . Ɇɧɨɝɨɱɥɟɧ: 

mwzhzgzdzczz  23456  ɩɨɪɨɠɞɚɟɬ ɟɳɟ ɫɟɦɶ ɩɨɥɸɫɨɜ. Ɋɟɲɟɧɢɟ ɭɪɚɜɧɟɧɢɹ  
023456  mwzhzgzdzczz                                          (7) 

ɦɨɠɟɬ ɛɵɬɶ ɧɚɣɞɟɧɨ ɥɸɛɵɦ ɦɟɬɨɞɨɦ, ɧɚɩɪɢɦɟɪ, ɩɨ ɮɨɪɦɭɥɚɦ ȼɢɟɬɚ [13]. ȼ ɪɟɡɭɥɶɬɚɬɟ 
ɜɵɱɢɫɥɹɸɬɫɹ ɨɫɨɛɵɟ ɬɨɱɤɢ 

2z , 3z , 
4z , 5z , 6z , 7z . 

Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɧɚ ɨɫɧɨɜɟ ɷɤɫɩɨɧɟɧɰɢɚɥɶɧɨɣ GERT-ɫɟɬɢ ɪɚɡɪɚɛɨɬɚɧɚ ɦɚɬɟɦɚɬɢɱɟɫɤɚɹ ɦɨɞɟɥɶ 
ɚɥɝɨɪɢɬɦɚ ɚɧɚɥɢɡɚ DOM XSS ɭɹɡɜɢɦɨɫɬɢ, ɤɨɬɨɪɚɹ ɨɬɥɢɱɚɟɬɫɹ ɨɬ ɢɡɜɟɫɬɧɵɯ, ɭɱɟɬɨɦ 
ɜɵɩɨɥɧɟɧɢɹ ɢɥɢ ɚɧɚɥɢɡɚ DOM ɫɬɪɭɤɬɭɪɵ.  
Ɇɨɞɟɥɶ ɦɨɠɟɬ ɛɵɬɶ ɢɫɩɨɥɶɡɨɜɚɧɚ ɞɥɹ ɢɫɫɥɟɞɨɜɚɧɢɹ ɩɪɨɰɟɫɫɨɜ ɜ ɤɨɦɩɶɸɬɟɪɢɡɢɪɨɜɚɧɧɵɯ 
ɫɢɫɬɟɦɚɯ, ɩɪɢ ɪɚɡɪɚɛɨɬɤɟ ɧɨɜɵɯ ɫɪɟɞɫɬɜ ɢ ɩɪɨɬɨɤɨɥɨɜ ɡɚɳɢɬɵ ɞɚɧɧɵɯ. 
ɉɪɢɦɟɧɟɧɢɟ ɷɤɫɩɨɧɟɧɰɢɚɥɶɧɵɯ ɫɬɨɯɚɫɬɢɱɟɫɤɢɯ ɦɨɞɟɥɟɣ GERT ɞɚɫɬ ɜɨɡɦɨɠɧɨɫɬɶ 
ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɪɟɡɭɥɶɬɚɬɨɜ, ɩɨɥɭɱɟɧɧɵɯ ɜ ɚɧɚɥɢɬɢɱɟɫɤɨɦ ɜɢɞɟ (ɮɭɧɤɰɢɢ, ɩɥɨɬɧɨɫɬɢ 
ɪɚɫɩɪɟɞɟɥɟɧɢɹ) ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ ɫɪɚɜɧɢɬɟɥɶɧɨɝɨ ɚɧɚɥɢɡɚ ɢ ɢɫɫɥɟɞɨɜɚɧɢɣ, ɛɨɥɟɟ ɫɥɨɠɧɵɯ 
ɤɨɦɩɶɸɬɟɪɧɵɯ ɫɢɫɬɟɦ ɦɚɬɟɦɚɬɢɱɟɫɤɢɦɢ ɦɟɬɨɞɚɦɢ. 
 

ВЫВɈȾЫ  
 

ȼ ɪɚɛɨɬɟ ɪɚɡɪɚɛɨɬɚɧ ɤɨɦɩɥɟɤɫ ɦɚɬɟɦɚɬɢɱɟɫɤɢɯ ɦɨɞɟɥɟɣ ɬɟɯɧɨɥɨɝɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ WEB-
ɩɪɢɥɨɠɟɧɢɣ. ȼ ɨɫɧɨɜɭ ɦɚɬɟɦɚɬɢɱɟɫɤɨɝɨ ɦɨɞɟɥɢɪɨɜɚɧɢɹ ɩɨɥɨɠɟɧ ɩɨɞɯɨɞ GERT-ɫɟɬɟɜɨɝɨ 
ɫɢɧɬɟɡɚ. ȼ ɪɟɡɭɥɶɬɚɬɟ ɪɚɡɪɚɛɨɬɚɧɵ ɦɚɬɟɦɚɬɢɱɟɫɤɢɟ ɦɨɞɟɥɢ ɬɟɯɧɨɥɨɝɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ DOM 
XSS ɭɹɡɜɢɦɨɫɬɢ. 
Ɇɚɬɟɦɚɬɢɱɟɫɤɚɹ ɦɨɞɟɥɶ ɬɟɯɧɨɥɨɝɢɢ ɬɟɫɬɢɪɨɜɚɧɢɹ DOM XSS ɭɹɡɜɢɦɨɫɬɢ ɨɬɥɢɱɚɟɬɫɹ ɨɬ 
ɢɡɜɟɫɬɧɵɯ, ɭɱɟɬɨɦ ɜɵɩɨɥɧɟɧɢɹ ɢɥɢ ɚɧɚɥɢɡɚ DOM ɫɬɪɭɤɬɭɪɵ, ɱɬɨ ɞɚɟɬ ɜɨɡɦɨɠɧɨɫɬɶ ɩɪɨɜɟɫɬɢ 
ɚɧɚɥɢɬɢɱɟɫɤɭɸ ɨɰɟɧɤɭ ɜɪɟɦɟɧɧɵɯ ɡɚɬɪɚɬ ɬɟɫɬɢɪɨɜɚɧɢɹ ɭɤɚɡɚɧɧɨɣ ɭɹɡɜɢɦɨɫɬɢ ɜ ɭɫɥɨɜɢɹɯ 
ɪɟɚɥɢɡɚɰɢɢ ɫɬɪɚɬɟɝɢɢ ɪɚɡɪɚɛɨɬɤɢ ɛɟɡɨɩɚɫɧɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ.  
ȼ ɯɨɞɟ ɢɫɫɥɟɞɨɜɚɧɢɹ ɩɪɟɞɫɬɚɜɥɟɧɧɵɯ ɦɨɞɟɥɟɣ ɛɵɥɨ ɨɩɪɟɞɟɥɟɧɨ, ɱɬɨ ɫɥɭɱɚɣɧɚɹ ɜɟɥɢɱɢɧɚ 
ɜɪɟɦɟɧɢ ɜɵɩɨɥɧɟɧɢɹ ɪɚɫɫɦɚɬɪɢɜɚɟɦɵɯ ɦɟɬɨɞɨɜ ɬɟɫɬɢɪɨɜɚɧɢɹ ɜ ɰɟɥɨɦ ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɝɚɦɦɚ-

ɪɚɫɩɪɟɞɟɥɟɧɢɸ. ɉɪɨɜɟɪɤɚ ɷɬɨɣ ɝɢɩɨɬɟɡɵ ɩɪɨɢɡɜɟɞɟɧɚ ɩɨ ɤɪɢɬɟɪɢɸ 2  ɉɢɪɫɨɧɚ. 
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