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ABSTRACT. This paper presents an original one-way matrix function and a generalized method of 

generating its appropriate high-order finite matrix field.  The general algorithm for building 

primitive matrix elements through the insertion-extension method is discussed. 
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ABSTRACT. The 21st century is characterized by migration of political, social or criminal 

processes to cyberspace. Similar tendencies are also observed in terms of terrorism. Terrorist 

groups do not possess cyber-attacks sufficient to cause significant harm and therefore prefer 

conventional attacks. However, if at least one year ago, conventional attacks were the only 

mechanism available to them to cause real damage and fear, nowadays the likelihood of 

cyber-attacks is likely to increase, due to better aware extremist generation and the failure of 

the conventional forces of terrorist organizations in Afghanistan and Syria-Iraq 

KEYWORDS: Cybersecurity, Cyberterrorism, CyberCaliphate, Cybercapabilities, 

Cyberthreat, Terrorist’s Cyberatack 

The 21st century is characterized by migration of political, social or criminal processes to 

cyberspace. Similar tendencies are also observed in terms of terrorism. Instead of stealing 

wallets and documents, stealing personal data from online databases, fraud with bank cards, 

breaking of company networks, and spreading child pornography by cyber channels are 

trends in modern crime. The separation of criminal and terrorist activities in cyberspace 

seems to be a difficult task at first glance and there may be a perception that cybercriminals 

and cyberterrorism merge with each other, but there is a substantial difference between these 

two directions - these are motives and goals. Cybercrime is a "digital version" of the 

traditional crime, focusing on stealing money or information that can be sold from 

information systems and is determined by financial motivation. While cyberterrorism like 

other demonstrations of terrorism has the ideological or political motivation and aims at 

instilling the atmosphere of public harm and fear. 

An attempt to influence confidentiality, integrity and availability of computer networks and 

electronic-services, implemented by terrorist groups or extremists or with their help, is called 

a terrorist cyber-attack. It may serve to damage, disrupt the service, and attempt to use the 

computer network or the information gained from the network for terrorist purposes. 

Despite the serious damage or the intention of having victims using cyberspace, the terrorists 

have no real possibilities to do this. Today, the most frequently implemented form of 

cyberterrorist attack in the world is Defacement  against relatively vulnerable, weakly 

protected websites and social media, which can only cause minor disruptions. 

The cyber capabilities of terrorist organizations are often exaggerated by experts for several 

reasons: 

 The simplicity of damage to websites that are weakly protected is misunderstood 

by the media and unaware community;   
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 Cyber-attack implemented by some groups is incorrectly attributed to cyber-

terrorist attacks and they have nothing in common with such ideology. For 

example, in January 2015, the Malaysian Airlines website was damaged by 

LizardSquard's hacker group and this attack was totally deprived of ideological 

grounds. 

 This tendency is boosted by extremist hackers who exaggerate their own cyber 

capabilities in order to increase the reputation or have a psychological impact. 

 The "false flag" cyber-attacks under the cover of a terrorist organization have also 

created an impression that groups of cyber terrorists have much more technical 

capabilities than in reality. The most resonant attack by cyberterrorists was a 

Russian-backed cyber-attack on the French Broadcasting Company under the 

legend of Cyber Caliphate. The handwriting of the cyber-attack and the Cyrillic 

elements found in the malicious codes are identical to the APT28's handwriting - 

the hacker grouping under the control of the Russian government, and the timing 

of the attack coincides with the deterioration of French-Russian relations. 

Terrorist groups do not possess cyber-attacks sufficient to cause significant harm and 

therefore prefer conventional attacks. However, if at least one year ago, conventional attacks 

were the only mechanism available to them to cause real damage and fear, nowadays the 

likelihood of cyber-attacks is likely to increase, which is due to several factors: 

o The attacks that have already been carried out, regardless of who was 

actually behind these attacks, was perceived as successful, creating a 

sense of the effectiveness of such attacks; 

o There is an extremist generation with better awareness of computer 

systems, and some organizations will try to use their knowledge to 

achieve terrorist objectives; 

o The failure of the conventional forces of terrorist organizations in 

Afghanistan and Syria-Iraq, as well as increased security measures 

against terrorist acts, is likely to push these organizations to carry out 

cyber-attacks. 

Successful use of cyberspace is important for terrorist organizations: Hizballah, Hamas, al 

Qa'ida, ISIL continue to use the Internet to gain intelligence information, search for funds, 

recruitment, propaganda and other actions. The Taliban also uses Internet technologies for 

similar purposes. Hizballah and Hamas spread their cyber activities to the Middle East 

region, ISIL cyber divisions in order to further carry out terrorist attacks are constantly trying 

to obtain sensitive information about the citizens of the states who are members of anti-

terrorism coalition, especially military personnel, so that the anxiety and fear after their attack 

could force the government leave the coalition or stop the military operations against the 

terrorist organizations. Cyberspace is actively used by the terrorist group in Nigeria, Boko 

Haram, which works in social networks and other contemporary communications systems 

aiming at recruitment, propaganda and obtaining financial resources. 
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In recent times, growing interest and discussions about cyberspace usage have been observed 

in terrorist forums, the number of extremists interested in studying the skills needed for 

cyber-attack is also increasing. 

Despite the fact that, according to the current data, instead of organizing cyber-attacks the 

terrorist groups currently use their technically skillful members to implement such issues as 

the safety of communications and gaining electronic intelligence information for 

conventional attacks, the threat of cyberterrorism is rising. 

The cyber capabilities of terrorist organizations and consequently the threat will be 

substantially increased if they cooperate with a state having strong cyber potential, with elite 

criminal hackers or recruit highly qualified specialists. Important facts of cooperation of 

hackers with terrorist organizations have not yet been observed, and the involvement of 

highly qualified specialists in extremist activities is rare. Only a small number of states have 

significant cyber capabilities for cooperation, and cooperation with terrorist groups is a big 

political risk and states are cautious about this. In this regard, it is more alarming the cyber-

attack implemented by Russia under the cover of cyber terrorism on the French broadcasting 

Company that was discussed above. It is also dangerous trend the fact that experts estimate 

this attack as a political act, and link this fact to the refusal of French officials to sell Mistral 

to Russia and deny participation in the ceremonial events of May 9. Based on the above, we 

cannot exclude that some of the terrorist groups have highly developed opportunities due to 

their relationship with state patrons. 

Distinguishing the Internet-based terrorists, their supporters and sympathizing persons is a 

difficult task. It is also difficult to create the evidence database on the transfer of funds over 

the Internet to terrorist organizations. Social networks are good for finding connections, but 

they do not provide the opportunity for collecting evidence. In addition to the classic anti-

terrorism measures, in order to use the cyberspace against terrorist objectives, it is crucial 

sharing information at intergovernmental and international levels, as well as taking measures 

aimed at raising awareness. Educational activities should be actively used with the 

population, the access to communication channels should be limited for established terrorists, 

but in this regard communication with the holders of social networks is relatively difficult 

due to the policy of availability of these channels. It is important that during the fight against 

cyberterrorism, the state should carry out a balanced policy between national security 

interests and human rights. 
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ABSTRACT : In  this  paper  discussed  about  cloud  computing  security  issues,  mechanism, 
challenges  that  cloud  service  provider  face  during cloud  engineering  and  presented  the  
metaphoric study of various security algorithms. In general, there are many encryption algorithms 
that can be used to reduce the real time  frauds. These encryption algorithms can be classified into 
two types. Symmetric encryption algorithms are used earlier for the purpose of providing security 
such as AES and Blowfish algorithms. In order to provide more security the asymmetric algorithms 
are used such as RSA algorithm and Elliptic Curve Cryptography (ECC) algorithm. When 
compared to ECC, RSA algorithms is little slow and uses larger key or message in size. So, now 
the most efficient ECC algorithm came into the picture in order to provide high security over the 
existing credit frauds. This proves the efficiency and the less memory usage after the 
implementation of elliptic curve cryptography. 
 
KEYWORDS: Cloud Computing, Data Security, Symmetric and Asymmetric algorithms, AES, 
Blowfish, Elliptic Curve Cryptography (ECC). 

 
 

INTRODUCTION 
 
     Cloud  Computing  is  the  ability  to  access  a pool  of  computing  resources  owned  and  
maintained by  a  third  party  via  the  Internet.  It  is  not  a  new technology  but  a  way  of  
delivering  computing resources based on long existing technologies such as server virtualization. 
The “cloud” is composed of hardware,  storage,  networks,  interfaces,  and  services that  provide  
the  means  through  which  users  can access  the  infrastructures,  computing  power, applications,  
and  services  on  demand  which  are independent  of  locations.  Cloud  computing  usually 
involves  the  transfer,  storage,  and  processing  of information on the ‘providers’ infrastructure, 
which is not included in the ‘customers’ control policy. 
     The  advantage  of cloud  computing  over  traditional computing  include:  agility,  lower  entry  
cost,  device independency,  location  independency,  and scalability [1]. In order to solve the 
problem of data integrity  checking,  many  schemes  are  proposed under different systems and 
security models [2], [3], [4], [5]. In all these works, great efforts are made to  design  solutions  
that  meet  various  requirements: high  scheme  efficiency,  stateless  verification, unbounded  use  
of  queries  and  retrievability  of  data, etc. Considering the role of the verifier in the model all  
the  schemes  presented  before  fall  into  two categories:  private audit ability  and  public audit 
ability.  Although  schemes  with  private audit ability  can  achieve  higher  scheme  efficiency, 
public  audit ability  allows  anyone  not  just  the  client (data  owner),  to  challenge  the  cloud  
server  for correctness of data storage  while keeping  no private information. 
       Security  is  considered  as one  of  the  most critical  aspects  in  everyday  computing  and  it  
is  not different  for  cloud  computing  due  to  sensitivity  and importance  of  data  stored  on  the  
cloud.  loud Computing  infrastructure  uses  new  technologies  and services, most of which 
haven’t been fully evaluated with  respect  to  the  security.  Cloud  Computing  has several  major  
issues  and  concerns,  such  as  data security,  trust,  expectations,  regulations,  and performances 
issues.   
     One  issue  with  cloud  computing  is  that  the management  of  the  data  which  might  not  
be  fully trustworthy;  the  risk  of  malicious  insiders  in  the cloud and the failure of cloud services 
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have received a strong attention by companies. Whenever  we  discussed  about  security  of  cloud 
computing,  there  are  various  security  issues  arise  in path  of  cloud.   
 
 
SECURITY ISSUES AND CHALLENGES OF CLOUD COMPUTING 
 
    There are various policies issues and threats in  cloud  computing  technology  which  include 
privacy,  segregation,  storage,  reliability,  security, capacity  and  more.  But  most  important  
among  these to  concern  is  security  and  how  service  provider assures it to maintain. Generally 
cloud computing has several  customers  such  as  ordinary  users,  academia and  enterprises  who  
have  different  motivations  to move to cloud. If cloud clients are academia, security effect  on  
performance  of  computing  and  for  them cloud  providers  have  to  find  a  way  to  combine 
security  and  performance.  For  enterprises  most important  problem  is  also  security  but  with  
different vision. So, we mainly concentrate on USER_CLOUD security  of  cloud  computing  
using  encryption algorithm using particular proposed plan. 
     We have  proposed  different  security algorithms  to  eliminate  the  concerns  regarding  data 
loss,  segregation  and  privacy  while  accessing  web application  on  cloud.  Algorithms  like:  
RSA,  DES, AES,  Blowfish  have  been  used  and  comparative study among them have also been 
presented to ensure the  security  of  data  on  cloud.   
 
RSA ALGORITHM 
 
    RSA  is  basically  an  asymmetric encryption  /decryption  algorithm. It  is   asymmetric in the 
sense, that here public key distributed to all through  which  one  can  encrypt  the message  and 
private  key  which  is  used  for  decryption is  kept secret and is not shared to everyone. RSA  
cryptosystem  realize  the  properties  of  the  multiplicative  Homomorphic  encryption  [6].  
Ronald  Rivest, Adi  Shamir  and  Leonard  Adleman  have invented  the  RSA  algorithm  and  
named  after  its  inventors.  RSA  uses modular exponential for encryption and decryption. RSA 
uses two exponents, a and b, where a is public and b is private. Let the plaintext is P and C is 
ciphertext, then at encryption   
C = Pa mod n  
And at decryption side 
P = Cb mod n. n  is a very large number, created during key generation process[7]. The process is 
shown in figure 1.  
 

 
Figure 1. RSA algorithm. 

  
 AES ALGORITHM  
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     Advanced  Encryption  Standard  (AES)  is  used  for  securing  information. AES  is  a  
symmetric  block  cipher  that  has  been analyzed extensively and is used widely now-a-days.   
AES is used with key length  of  128-bits  for  this  purpose.  As  AES  is  used widely  now-a-
days  for  security  of  cloud. Implementation  proposal  states  that  First,  User decides  to  use  
cloud  services  and  will  migrate  his data  on  cloud.  Then  User  submits  his  services 
requirements with Cloud Service Provider (CSP) and chooses  best  specified  services  offered  by  
provider.  
    When  migration  of  data  to  the  chosen  CSP  happens and  in  future  whenever  an  application  
uploads  any data  on  cloud,  the  data  will  first  encrypted  using AES  algorithm and  then  sent  
to  provider.  Once encrypted, data is uploaded on the cloud, any request to read the data will occur 
after it is decrypted on the users  end  and  then  plain  text  data  can  be  read  by user.  The  plain  
text  data  is  never  written  anywhere on  cloud.  This  includes  all  types  of  data.  This encryption  
solution  is  transparent  to  the  application and can be integrated quickly and easily without any  
changes  to application. The key is  never  stored next to  the  encrypted  data,  since  it  may  
compromise  the key  also.  To  store  the  keys,  a  physical  key management server can be 
installed in the user’s premises. This encryption protects data and keys and guarantees that they 
remain under user’s control and will  never  be  exposed  in  storage  or  in  transit[8].   
     In  AES,  we have  a  set  of  round  keys  called  as  derived  keys  which  are applies  along  
with  another  application  which  holds  one block  of  data  exactly.  The  steps  which  are  
included  in  the process  of  performing  operations  using  AES  algorithm  has involved the 
following types of operations:  

 Sub Bytes 
 Shift Rows  
 Mix Columns    
 XOR Round Key. 

  
BLOWFISH   ALGORITHM  
 
    Blowfish  is  a  symmetric  key  cryptographic algorithm.  Blowfish  encrypts  64  bit  blocks  
with  a variable  length  key  of  128-448  bits.  Each  round consists  of  a  key  dependent  
permutation,  and  a  key-  and data-dependent  substitution.  According  to Schneier[9],  Blowfish 
was designed with the  followings objectives in mind:  
a) Fast-  Blowfish  encryption  rate  on  32-bitmicroprocessors is 26 clock cycles per byte.  
b)  Compact- Blowfish can execute in less than 5 kb memory.  
c)  Simple-Blowfish uses only primitive operation -s,  such  as  addition,  XOR  and  table  look  
up, making its design and implementation simple.  
d)  Secure- Blowfish has a variable key length up to  maximum  of  448-bit  long,  making  it  both 
secure and flexible. Blowfish  suits  applications  where  the  key  remains constant  for  a  long  
time,  but  not  where  the  key  changes frequently (e.g. Packet Switching).   
 
 ELLIPTIC CURVE CRYPTOGRAPHY (ECC):  
 
      Elliptic  Curve  Cryptography  (ECC)  is  a  public  key cryptography[10]. In Elliptic  Curve 
Cryptography  we  will  be  using  the curve  equation  of  the form                                    

  
         𝑦2 =  𝑥3 +a𝑥 + b                   (1)     

 
which is  known as Weierstrass equation,  where a and b are the constant with                                                 
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4a3 + 27b2 =0 
 
Point addition: 
     The two point P(1, y1) and Q(𝑥 2, 𝑦 2) are distinct. P + Q = R(𝑥 3, 𝑦 3) is given by the 
following calculation.  
Figure 1(a) shows graphical representation of Point Addition operation.  

 
𝑥 3 = {λ2 − 𝑥 1 − 𝑥 2} mod p                       (2) 

 
y3 = {λ(𝑥 1 − 𝑥 3) − y1} mod p                       (3) 

                              
   where                                                  λ = 𝑦 2 − 𝑦 1 
                                                             𝑥 2 − 𝑥 1 mod p 
Point Doubling:  
     The  two  point P(𝑥 1, 𝑦 1) and Q(𝑥 1,  y1) overlap. P + Q = R(𝑥 3, 𝑦 3) is given by the 
following calculation.  
 Figure  1(b)  shows  graphical  representation  of  Point Doubling operation[11].  

 
𝑥 3 = {λ2 − 2 𝑥 1} mod p                           (4) 

                                             
                                           y3 = {λ(𝑥 1 − 𝑥 3) − y1} mod p                       (5)  
 
where                                       (3 𝑥 21+ a)/ 2 𝑦 1 mod p 
 

 

 
Figure  1. 
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RESULTS: 
     Comparison between symmetric and asymmetric algorithms such as between AES, RSA and 
ECC are shown below. This compares  the  time  taken  to  encrypt  using  these  algorithms. This  
analysis  shows  that  ECC  is  comparatively  better  than AES and RSA.The graph for these values 
is shown as below: 
 

Key size Time Taken to encrypt in microsec. 
 AES RSA ECC 
6 100 800 400 
25 850 500 250 
48 1100 720 300 
102 2500 1200 650 
128 250 120 70 

 
IMPLEMENTATION AND RESULTS  
    
   Implementation of algorithms AES, RSA, BLOWFISH has been done using NetBeans IDE 
with Java[12]. Coding’s used for algorithms have shown below: 

 

 
Coding 1 used for making Cloud data secure 

 
 

 
Coding 2 used for making Cloud data secure 
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RESULTS   
CHARACTERISTICS AND COMPARISON OF ALGORITHMS   
 
Characteristics    AES RSA BLOWFISH 
Platform   Cloud Computing  Cloud Computing Cloud Computing 
Key Size   128,19 2,256 bits   1024  bits  32-448 bits 
Key Used Same key is  

used to encrypt and 
decrypt the  blocks 

Public key is used for 
encryption and 
private  
key, for decryption 

Same key is used for 
both encryption and  
decryption of data. 

Initial Vector Size  128 bits  1024 bits  64 bits 
Security    
 

Secure for both 
provider and user.  

Secure for user only Secure for both 
providers and 
user/client side 

Data  Encryption  
Capacity  

Used for encryption 
of large amount of 
data  

Used for encryption 
of  
small data  

Less than AES 

Memory Usage  Low RAM needed  Highest memory 
usage  
algorithm  

Can execute in less 
than 5 kb 

Table 1. 
 

CONCLUSION 
 

     In  this  paper  encryption  algorithms  have been proposed to make cloud data secure, vulnerable  
and  gave  concern  to  security  issues,  challenges  and also comparisons  have  been  made  
between  AES, Blowfish and  RSA  algorithms  to  find  the best one security algorithm, which 
has to be used in cloud computing for making cloud data secure and not to be hacked by attackers.  
     When  compared  to  symmetric  algorithms  such  as  AES  and Blow fish, asymmetric 
algorithms such as RSA and ECC are secure as they maintain two keys where one is secret and 
the oter  is  shared.  They  can  be  used  for  authentication, confidentiality,  key  exchange.  ECC  
is  better  than  RSA  as this  provides  equal  security  at  smaller  key  length.  This  can be  
implemented  in  any  applications  that  requires  security such  as  Image  Encryption,  banking  
applications,  online exchanges, e-ommerce. 
     Encryption  algorithms  play  an  important role  in  data  security  on  cloud  and  by  comparison  
of  different  parameters  used  in  algorithms,  it  has  been found  that  AES  algorithm  uses  least  
time  to  execute cloud  data.  Blowfish  algorithm  has  least  memory  requirement. RSA  consumes  
longest  memory  size  and encryption  time.  By  doing  implementation  for  all  algorithms  in  
IDE  tool  and  JDK  1.7,  the  desired output  for  the  data  on  cloud  computing  has  been  
achieved.   
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ABSTRACT: The paper presents the results of the study and a mathematical model 
of the testing technology for vulnerability to one of the most common types of attacks 
on Web applications – XSS (Cross Site Scripting) – XSS DOM. Cross-site scripting is 
an error validation of user data, which allows you to send JavaScript code to be 
executed in the user's browser. Attacks of this kind are often also referred to as HTML 
injection, because the mechanism of their implementation is very similar to SQL 
injection, but unlike the latter, the introduced code is executed in the user's browser. 
The approach of mathematical modeling based on GERT networks is argued. Studies 
have shown that GERT (Graphical Evaluation and Review Technique) is a method of 
studying and analysis of stochastic networks that are used to describe the logical 
relationship between parts of the project or stages of the process. The main purpose of 
GERT is to evaluate the logic of the network and the duration of activity and reception 
of the conclusion about necessity of execution of some activities. A mathematical 
model of the testing technology of Web applications is developed. As the basis of the 
mathematical modeling the approach of GERT-network synthesis was taken. The 
developed mathematical model of testing technologies of DOM XSS vulnerability 
differs from the known by accounting of performance or analyzing the DOM 
structure. The developed mathematical model can be used when testing the 
vulnerability of a Web application. 
 
KEYWORDS: testing, DOM XSS vulnerabilities, GERT-network, security 
vulnerabilities. 

 

1. Formulation of the problem 

Currently a large demand for Web applications and Web services causes a great 
interest of the attackers to their possible vulnerabilities. However, the main threats 
towards the server component were transformed into attacks against ordinary users. 
The analysis of materials of the Open Web Application Security Project (OWASP 
TOP 10) have shown that one of the most dangerous types of attacks (vulnerability) is 
a cross-site scripting – XSS (Cross Site Scripting). 
Analysis of the literature showed that cross-site scripting is an error validation of user 
data, which allows you to send JavaScript code to be executed in the user's browser. 
Attacks of this kind are often also referred to as HTML injection, because the 
mechanism of their implementation is very similar to SQL injection, but unlike the 
latter, the introduced code is executed in the user's browser.  
From [1-8] it is known that under the XSS is usually meant instant and delayed cross-
site scripting. At the instant malicious XSS code (Javascript) is returned by the target 
server immediately in response to a HTTP request. Deferred XSS means that 
malicious code is stored on the target system and can be later embedded into an 
HTML page on an affected system. This classification assumes that a fundamental 
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property of XSS is that malicious code is sent from the browser to the server and 
returns to the same browser (snapshot XSS) or any other browser (delayed XSS).  
The big number of Internet articles describe in detail the basic mechanisms of the 
emergence of such threats and the possible ways of blocking. However, to identify 
these threats and the possible consequences of their distribution in the process of 
security management of IT projects and to offer the best solutions to this problem, 
there is a need of a mathematical formalization of the process of initiation and 
propagation.  
Especially urgent task in this direction is the modeling of the DOM (Document Object 
Model) XSS vulnerability. This is due to the fact that the DOM XSS vulnerability is a 
subspecies of XSS, where the attack is not in the server's response and, accordingly, 
not in the HTML code and the DOM structure of the HTML page. The results of 
attacks through these vulnerabilities can only be detected during execution or analysis 
of the DOM structure. The mechanism of attack, namely the injection of Javascript 
code in the affected segment remains unchanged.  
The aim of this work is to develop mathematical models of the technology of testing 
for vulnerability to one of the most common types of attacks on Web applications – 
DOM XSS. 

2. Statement of the main material 

The algorithm for the DOM XSS vulnerability analysis 

For mathematical formalization of the algorithm that parses the DOM XSS 
vulnerabilities we use the basic provisions of the GERT network modeling, described 
in detail [9-11]. 
The algorithm for the analysis of DOM XSS vulnerability can be described as 
follows: 
1) From the code of the analyzed page all the <script> tags are extracted and a list of 
tags for analysis is compiled.  
2) The analysis of contents of the tag is parsed. If the tags do not contain code, and 
refer to the deleted file, acces the file and get the code fromit. The contents of the file 
are potential unsafe sections of code (the sink) that use client input (source). 
Examples of sources include: 
- document.URL 
- document.documentURI 
- location.href 
- location.search 
- location.* 
- window.name 
- document.referrer 
Examples of sink: 
- document.write 
- (element).innerHTML 
- eval 
- setTimout / setInterval 
- execScript 
3) If the code tag is used by source, attack with a specific marker that can be tracked 
in the DOM structure of the page  is running after executing the code (e.g., injection 
of a specific text content in the DOM).  
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4) The content DOM is checked. If the attack marker is in the DOM, we can conclude 
about the presence of DOM vulnerability. 
5) Steps 2 – 4 are executed for each script tag on the page. 
In order to build a formal model of the algorithm of vulnerability analysis of Web 
applications to a DOM XSS stochastic GERT - network is selected. 
Studies have shown that GERT (Graphical Evaluation and Review Technique) is a 
method of studying and analysis of stochastic networks that are used to describe the 
logical relationship between parts of the project or stages of the process [9-11]. The 
main purpose of GERT is to evaluate the logic of the network and the duration of 
activity and reception of the conclusion about necessity of execution of some 
activities. 
GERT network consists of nodes of type AND, INCLUSIVE-OR and EXCLUSIVE-
OR, and branches with two or more parameters. The branch has a direction, has the 
node start and node end. The parameters of the branches contain: 
1) the probability of the branches (Pa) under the condition that the node that is the 
source of the branches has been implemented; 
2) the time (ta) passing branches, if it will be implemented. 
The time ta may be a random value. If the branch is not part of the network 
implementation, i.e. during the execution of the process activity associated with the 
branch does not occur, then ta = 0. 
The node in the stochastic network GERT consists of a input function (contributive 
functions) and output functions (distribution functions). Each function describes a 
specific logical relation relative to the associated branches.  
In General, studies have shown that GERT-modeling is an effective way of identifying 
previously unknown laws and distribution functions of random variables with known 
algorithm of functioning (process). Therefore, as a tool of mathematical modeling we 
have chosen the GERT modeling. 
GERT-model of the mathematical model of the testing technology for DOM XSS 

vulnerabilities 

Let’s construct, in accordance with the description of the GERT network, a model of 
the mathematical model testing technologies of DOM XSS vulnerability. A graphical 
image of the GERT model is shown in Fig. 1. 

 
Figure 1. GERT-model of the mathematical model of testing technology for DOM XSS 

In the presented network the nodes of the graph are interpreted by the States of 
computer system in the operation of the DOM structure, and the branches of the graph 
and probabilistic-temporal characteristics of state transitions. In particular, branch 
(1,2) describes the collection and analysis of tag content. Branch (2,3) shows the time 
characteristics of execution of the attack in the case of " sour e" structure. Branch 
(2,4) specifies the random access to the contents of the deleted file (search for "sink"). 
Branch (4,2) characterizes the return on the execution of the attack. Branch (3,5) 
describes the continuation of the attack, in particular checking the contents of the 
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DOM. Next branch (5,6) characterizes the time of the decision about the vulnerability, 
at the same time branch (5,1) displays the temporal characteristics of the transition to 
the new tag. 
Characteristics of the branches of the model are presented in table. 1  
 

Table 1. Characteristics of the branches of the model 

 

№  Вranch W-function Probability The generating function of 
the moments 

1 (1,2) W12 1 )s/( 11   

2 (2,3) W23 2 )s/( 22   

3 (2,4) W24 3 )s/( 33   

4 (3,5) W35 2 )s/( 22   

5 (5,6) W56 4 )s/( 44   

6 (5,1) W51 1 – 4 )s/( 55   

7 (4,2) W42 3 )s/( 33   

 

Equivalent W-function of execution time of mathematical model testing technologies 
of DOM XSS vulnerability is equal to: 
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where 14 qp1  . 

The peculiarity of the process lies in the heterogeneity of the analyzed and processed 
data. There can be multiple instances of the feedback. In Fig. 1 these cycles are 

recorded in the form of transitions 422412 WWW   51352312 WWWW   

For GERT-networks with cycles, there are no simple methods of finding singular 

points of the function  zЕ  replacing the real variables   iz , where   the variable 

is valid. This is because of the fact that for finding the singular points it is necessary 
to solve nonlinear equations, and the more complex the structure of the GERT-
network, the more difficult and the original equation. Therefore, during the simulation 
it is proposed to resort to such replacement. 
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The probability density function of the execution time of algorithm analysis of DOM 
XSS vulnerability: 
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where the operation of integration is performed using the integral of Bromwich-
Wagner [11] 

Integration method depends on whether the function  (z) has only simple poles or 

poles of some order. In the case when the function (z)  has only simple poles, the 

expression )z(åzx can be represented as: 
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: c46  , dc 45  , gd 44  , hg 43  , wh 42  , mw 41  , 

40 m . 

Then the density distribution of the execution time of the algorithm of analysis of 
DOM XSS vulnerability is equal to: 
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Function )z(  except for decisions determined by the roots of the equation 

0mwzhzgzdzczz 23456  , can have a pole of second or third order cases 

where the value 4   is equal to the value of the roots 2z , 3z , 4z , 5z , 6z , 7z . In these 

cases, the density of distribution of time of message transmission  x  is in the 

formula for finding deductions 1r  from the poles kz  with n order: 

    
1n

zxn
k

1n

zz
1

dz

zezzd
lim

)!1n(

1
r

k










 .                                    (6) 

The expression (6) is a rational function z with relative degree of denominator larger 
than degree of numerator. Therefore, it is performed the conditions of the Lemma of 

Jordan [11]. The function  z has poles at the points 41z  . The polynomial: 

mwzhzgzdzczz 23456   generates seven poles. The solution to the equation 

0mwzhzgzdzczz 23456                                           (7) 

can be found by any method, for example, by the formulas of Viett [11]. In result 

singular points 2z , 3z , 4z , 5z , 6z , 7z  are computed. 

Thus, based on the exponential GERT-network developed mathematical model of the 
algorithm of analysis of DOM XSS vulnerability that differs from the known, subject 
to the execution or analysis of the DOM structure. 
The model can be used to study processes in computerized systems, the development 
of new tools and data security protocols. 
The use of exponential stochastic models GERT will give an opportunity to use the 
results obtained in the analytical form (functions, density distribution) for 
comparative studies and research, and more complex computer systems mathematical 
methods. 
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3. Conclusions 

In this work the mathematical model of the technology of testing WEB applications is 
developed. The basis of the mathematical modeling is connected to the approach of 
GERT-network synthesis. In result, the mathematical model testing technologies a 
DOM XSS vulnerability is developed. 
Mathematical model of testing technologies of DOM XSS vulnerability differs from 
the known, subject to the execution or analysis of the DOM structure that makes it 
possible to conduct an analytical evaluation of the time spent testing this vulnerability 
in the context of realization of strategy of development of secure software.  
The while researching, it was determined that a random variable execution time of the 
considered test methods in general corresponds to the gamma distribution. 

Verification of this hypothesis is produced by the 2  Pearson criterion. 
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FREE DIRECT ACCESS CHANNEL FOR THE SECURITY COMPLEXES 

OF THE DETECTED OBJECTS 

V.Saiko, V.Nakonechnyi, S.Toliupa, M.Brailovskyi 

Taras Shevchenko National University of Kyiv 

 

 
The article presents the results of the analysis of the technical aspects of the construction of a 

broadband access channel terahertz range for security complexes in the systems for detecting 

hidden objects. The technical solution of the radio access channel in the terahertz range with 

increased information efficiency and a generalized algorithm for forecasting channel and time 

resources of such a network are proposed. 

 

ABSTRACT: One of the promising areas of terahertz technology application is the wireless 

communication system. In particular, it is planned to create fundamentally new in size, impedance 

and energy efficiency, devices of the submillimeter and terahertz range for high-speed video 

transmission, for radio-relay systems of direct visibility, for fifth generation mobile communication 

networks and radars for high-precision detection and recognition of small-scale speed targets, and 

also for radiometric detection systems for hidden objects. 

Nowadays, for such wireless research systems, the focus is on increasing the bandwidth of the 

communication channel when using ultra-wideband signals that occupy the entire terahertz range. 

However, it should be noted that in many promising applications for networks of a new generation, 

the range of communication plays a more significant role than the speed of data transmission. 

 

The aim of the article is to increase the information efficiency of the communication node by 

developing an innovative solution for constructing a channel of wireless broadband subscriber 

access to information resources using the terahertz channel, which results in better system 

efficiency in terms of communication distance and channel throughput. 

 

 
Keywords: Terahertz wireless technologies, systems of protection, increase of efficiency 

 

One of the promising areas of terahertz technology is the wireless communication 

system [1]. In particular, the creation of fundamentally new in size, noise immunity 

and energy efficiency of submillimeter and terahertz range devices for high-speed 

video transmission, for radio-relay systems of direct visibility, for fifth generation 

(5G) mobile communication networks (5G) and radar for high-precision detection 

and recognition of small-scale high-speed goals, as well as for detecting hidden 

objects radiometric systems, is expected. The development of new types of sensors 

based on terahertz technologies will provide more accurate and detailed operational 

information about the state of the controlled object or terrain. Such developments are 

conducted in the USA under the auspices of DARPA, in England, Germany and 

China for use in military and civilian purposes. The development of the elemental 

base of radio electronic devices, the widespread introduction of digital technology for 
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the formation and processing of signals allows a new approach to the solution of 

many problems that previously held back the implementation of the development of 

telecommunication systems sub-and terahertz ranges. 

These circumstances make this range unique for the construction of 

telecommunication systems and networks, including for the detection of hidden 

objects by radiometric systems. In recent years, the trend of using terahertz radio 

waves has become steady, unlike in previous years. This is due to the successes in the 

development of technically advanced devices and systems [1]. Their most important 

advantage is the wide working frequency range. Narrow antenna pattern diagrams in 

this range contribute to increasing the secrecy of communication and suppression. 

Today, for such wireless research systems, the focus is on increasing the bandwidth 

of the communication channel when using ultra-wideband signals that occupy the 

entire terahertz range [1]. However, it should be noted that in many promising 

applications for networks of the 5th generation, the range of communication plays a 

more significant role than the speed of data transmission. Thus, the development of 

methods and technical solutions for increasing the radius of the individual node of the 

terahertz range is an important scientific and technical task. In order to increase the 

information efficiency of the communication node a technical solution for 

constructing a channel for wireless broadband subscriber access to information 

resources using the terahertz channel is proposed in the article, which results in 

better system efficiency in terms of communication distance and channel throughput. 

 

2. Analysis of technical aspects of the construction of a broadband access 

channel terahertz range 

The exhaustion of licensed frequency resources and the rapid increase in the 

population's need for access to information networks require the study of the use of 

unlicensed frequency resources in access networks, in particular, the terahertz 

frequency range. At present, many studies on the distribution of millimeter, partly 

submillimeter and terahertz waves have been obtained in a large number of papers [2-

7]. The main features of terahertz radiation, which distinguish it from the microwave 

and optical, appear mainly during its interaction with the substance. In particular, in 

the terahertz range there are resonances of the rotational and oscillatory transitions of 

molecules of many substances, which allow to identify the dielectric medium of 

different aggregate states. The most suitable for development under the mobile 

telecommunication systems are the windows of transparency, which can be 

determined at a certain level of attenuation. According to [7], this threshold level may 

be 100 dB / km. Then we have five windows of transparency, and the bandwidth in 

the strips of the terahertz window range can reach hundreds of Gbps. Moreover, the 

smaller the distance radio paths, the less the impact of external factors and the greater 

the bandwidth can be achieved. But the coverage of the services of a significant 
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territory by the network of channels of the terahertz range is complicated by the lack 

of current transmission lines of affordable value and the required capacity and low 

noise receiving tracks. In cities of oblast centers there is a sufficiently developed fiber 

optic network, which usually accesses information resources, whereas in small cities, 

in district centers, and in adjacent rural settlements where there is a small density of 

potential subscribers, fiber optic networks that can be implemented a quality access to 

information resources, are usually absent. Exhaustion of the licensed frequency 

resource significantly complicates the provision of such services in the above-

mentioned territories. Therefore, it is proposed to use unlicensed frequency resource 

for subscriber access in backhaul network channels (mobile fixed radio channel). In 

the actual case - the terahertz range (140GHz). Significant energy losses of the signal 

of such a frequency range on the propagation path require the use of antennas with an 

amplification factor of up to 50dB, in the range of about 140GHz, and the angle of 

inclination of the diagram is less than 1
0
. 

In [8], the implementation of access in the format according to IEEE 802.11n 

standard and subsequent transfer of the working range, which uses software-hardware 

Wi-Fi, in the terahertz range - 140 GHz, is proposed. Receive and transmission linear 

paths provide a frequency transfer of about 2.7GHz in the ≈140GHz band when 
transmitting signals and lower the frequency from ≈ 140 GHz to ≈2.7 GHz when 
receiving a signal. Central (CA) and subscriber stations ( ) are connected by 
channels of the backhaul network in the terahertz range (in this case, ≈ 140 GHz). As 
the AU uses a Wi-Fi access node, which includes receiving transceivers and linear 

AC circuits. The technical solution [9] for extending the service area (QO) of the 

access point is realized by creating a peer-to-peer Mesh network accessed through a 

hub, which may be part of the AU. The disadvantage of such a technical solution is 

the insufficient size of the CA. The increase in the length of the backhaul network 

channel is implemented in the broadband system [10]. In [11], the proposed 

information streamformer consists of 8 receiving and 8 transmitting paths based on 

Mikrotik R52nM chips which are frequency-multiplexed and uses 64 GHz / 64-KM 

modulation when using a 1.2 Gbit / s data stream in 802.11.n format. Processing of 

the receiving and transmitting streams by linear paths allows us to create a channel 

for the terahertz range transmission in which the above formator is used as a modem. 

Connecting such a modem to both ends of the data transmission can create a span of 

the radio relay line with an information speed of 1.2 Gbit / s. Such a channel was 

developed for the terahertz range (in the range of 140 GHz) [12-14]. It consists of 

receiving and transmitting antennas, linear paths and signal processing units on the 

basis of the central station shaper. At the same time, the transmitter and receiver 

antennas serving the corresponding areas of the coverage area have been introduced 

into the formation of the information flow of the central station, and the composition 

of the nodes of the subscriber network corresponds to the composition and 
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parameters of the corresponding parts of the central station. The information resource 

on a single port is connected to the receiving and transmitting antenna, which is 

directed to the corresponding area of coverage. Information flows in the format IEEE 

802.11n in the number of up to 8 are transmitted on the route distribution to the 

receiving node of the corresponding station. To more effectively use the information 

resource for the provision of subscriber access services as a subscriber station access 

node on the basis of the chip Mikrotik R52nM.  

 

3. Channel of broadband radio access in terahertz range with high 

informational efficiency  

When implementing broadband access of subscribers to information resources, the 

information rate on average per subscriber will be about 3 ... 4 Mbps. That is, the 

number of simultaneously working in the network will be ≈40 subscribers. Increasing 

the number of subscribers requires or increase the provided information resource, or 

reduce the information flow rate provided to the subscriber. Reducing the information 

flow rate provided to the subscriber is a reduction in the quality of the transfer. The 

increase of the total informational resource in the present case is limited by the 

parameters of the backhaul path, in particular the level of output power of the 

transmitter amplifier. The absence of a transmission path (output amplifier) at present 

of an acceptable value and a level of output power in the terahertz range (140 GHz) 

and a low-noise input amplifier of the receiving path significantly limits the 

implementation of the desired size of the backhaul network channel when one 

channel transmits several information flows.  

 

3.1 Technical aspects of the construction of the terahertz channel range. 

The implementation of broadband access requires the provision of a significant 

information resource for each subscriber, which, in case of insufficient resources 

provided, causes a decrease in the system's efficiency in terms of providing services. 

The absence of hardware at the receiving and transmitting paths of an acceptable cost 

at the time of use in the backhaul network channels of the unlicensed terahertz 

frequency range results in a significant decrease in the length of the backhaul network 

channel, that is, in reducing the size of the network area. Therefore, in order to 

eliminate these shortcomings, a new technical solution is proposed to increase the 

speed of the information flow, which is provided on average to each subscriber, 

increase the number of subscribers in the territory covered by the access point and the 

possibility of extending the territory of service. 

As is known, deploying a MESH network in the Wi-Fi access point service area does 

not solve the problem primarily because of the inadequate channel information 

resource when using the Mikrotik R52nM chip modem in the IEEE 802.11n 

(150Mbps) standard. Its increase by connecting additional information flows in One 
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1

channel leads to a decrease in the length of the backhaul network and inadequate 

power supply due to the lack of hardware paths. In addition, the MESH network 

deployed mainly to expand the service area, which is not the subject of this article. 

In this technical solution, it is proposed not to create a MESH peer network, but a 

server in which backhaul channels are created for additional information streams that 

connect to individual access points. Coverage areas with such access points overlap. 

The size and location of the enclosed territory is determined by the results of the 

study of the service area. 

As stated above, the technical solution [9] proposes to connect to different access 

points from one or more information flows. The disadvantages of this technical 

solution are the inadequate information resource when connecting one stream and 

reducing the length of the transmission channel when feeding multiple streams. These 

disadvantages associated with insufficient energy resources significantly restrict the 

use of the peer-to-peer MESH network. 

Therefore, it is proposed to compensate for the supply of various information flows to 

different access points. Management of such a system can be performed on the 

principle of a server network. 

Territorial dislocation of access points allows: 

- to increase the information resource provided to the subscribers of the serviced 

territory; 

- to ensure the maintenance of energy resources (energy per bit), ie backhaul channel 

length is stored; 

- to ensure the expansion of the size of the service area. 

Figure 1 shows the principle of servicing such a system, where 

1 – central station; 

2 – the coverage area with the main stream; 

3 – coverage area by an additional flow, that is, the territory of expansion of the 

service area; 

4 – the territory of improving the quality of information services. 
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Fig.1 Structure of the principle of customer service developed by the system 

 

An increase in the crossing of territories 2 and 3 leads to a decrease in the total 

territory of service (i.e., the size of territory 4 increases due to the reduction of 

territory 3). This leads to an increase in the information flow in the main zone. That 

is, part of the information resource of the stream 1-3 is transmitted to zone 2 and 

increases the total informational resource in the main zone (zone 2). 

 

3.2 A generalized algorithm for forecasting channel and time resources of an 

innovative technical solution.  

In the process of deploying the system of transmission channels terahertz range one 

of the main places is the distribution of channel and time resources between the 

individual sectors (directions) of the wireless communication system, due to changes 

in the qualitative and quantitative characteristics of traffic. Once again, it should be 

noted that the feature of such radio systems is that access to the transmission channels 

is organized on request transmitted by the transmitting party in the service 

announcement. In other words, the router subscriber access point generates a 

schedule of possible transmissions, ie produces channel-time forecasting of the 

resource, which leads to the following negative consequences: 

- adversary in the transfer of data between individual directions; 

- non-optimal use of channel-time resource. 

Consequently, there is a problem of optimizing the forecasting channel-time resource 

in systems of this type. The need to save the channel-time resource provides an 

increase in the qualitative characteristics of the transmission and reception of signals. 

However, the complexity of the solution of such a task, which is due to the lack of 

sufficiently effective algorithms for its solution, should be noted as well. The most 

effective way of forecasting channel-time resources is the algorithms of the theory of 

sequential solutions [15], Bellman's dynamic programming [17], and the approximate 

"heuristic" method of Boxing [16]. The main disadvantage of the latter lies in the 

little study of the convergence of the proposed algorithm. The first two methods do 

not always allow you to get the exact solution that is provided to carry out the 

forecasting of the wireless network, built by this type. Therefore, it is proposed to 

solve the problem of forecasting channel-time resources as an optimization problem 

involving the mathematical apparatus of the method of linear programming [18]. 

 

Conclusion:  
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The proposed innovative solution can increase the efficiency of using the network 

resource for radiometric detection systems of hidden objects, increase the distance to 

a remote subscriber network several times depending on the ratio of information 

flows at the network access node input, increase the number of radio access points. 
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THE ROLE OF CYBERSECURITY IS NATIONAL SECURITY 

ENHANCEMENT 

L.Saraidarov 

Georgian Technical University, Tbilisi, Georgia 

 

 

ABSTRACT. I think that the present article discusses the issues that cyber security is 

currently facing, which in its turn remains as one of the main components of the national 

security system of our country; the mitigation of those issues, their avoidance in the fu ture 

and also the question of strengthening of the security system. Because cyber danger 

represents a relatively new and dangerous challenge both for us and for the world, it is still 

hard for most of the people to imagine or believe in the scale of the unfortunate results and 

damage caused by the cyber danger. It is obvious that cyber security should be one of the 

main concerns of our country due to the fact that Georgia is often a victim of cyber-attacks. 

The mere resources that our country possesses in the area of cyber security, used against 

fighting the mentioned challenges are often resulting in almost nothing, as cyber area as 

well as the persons operating in it, their evil goals and interests are only evolving and 

widening, thereby increasing the level of damage and endangering the security system of 

our country at its most. In my opinion, the threats that technological and informational 

security system of Georgia faces, lay a fundamental basis for the inevitability of the 

unfortunate results. Having said this, it is unfailingly necessary to strengthen the role of the 

jobs related to fighting the challenges and threats of cyber security as well as increase the 

number of those jobs and enhance the quality of professionalism, which finally will have a 

positive impact on the prevention of the expected threat and the evolvement and 

strengthening of cyber security system. 
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HYBRID ENCRYPTION MODEL OF SYMMETRIC AND ASYMMETRIC 

CRYPTOGRAPHY WITH AES AND ELGAMAL ENCRYPTION 

ALGORITHMS 

 
E.Jincharadze 

Georgian Technical University, Tbilisi, Georgia 

 

ABSTRACT. Cryptography is the science or study of the techniques of secret writing, especially 
code and cipher systems, methods, and the like. Cryptography must ensure the high-level security 
of transferring and saving data. There are two types of cryptography algorithms such as symmetric 
key cryptography and asymmetric key cryptography. Nowadays there are various types of 
cryptographic algorithms which provides high security of information, but they also have some 
weak points too.  
To improve weakeness of these algorithms, in this paper we propose a new hybrid cryptographic 
algorithm model. This algorithm is designed using combination of two cryptographic algorithms 
AES and Elgamal.  
Was done analyses and comparision of the performance of proposed algorithms by following 
parameters encryption time, decryption time and system requirements.  
For this cryptography algorithms were created program on Java in NetBeans IDE. Implementation 
and performance analysis of this proposed models were done by Java. As a final result shows the 
hybrid model has better performance than AES and Elgamal systems. 
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VIRUSES. EXECUTING PRINCIPLES AND METHODS OF SELF-

SECURITY 

 
B.Horbatenko, V.Stopin 

Kharkiv National University of Radio Electronics (NURE), Kharkiv, Ukraine 

 

 
ABSTRACT. Types of viruses that mainly spread in the Internet are proposed in this paper. 

There we tried to generalize technical experience and give some practical recommendations.  

This paper will be useful as for newbie users as for advanced users. It is said about most 

common virus programs, how they work and methods how to stay secure. 
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SMART-LOCK AND DANGER FOR ITS OWNER 

 
B.Horbatenko, V.Stopin 

Kharkiv National University of Radio Electronics (NURE), Kharkiv, Ukraine 

 

 
ABSTRACT. Demand for digital technology still has strong positions on the market. Every 

single year more and more modern technologies introduced in our lives. Command Spot 

company conducted a survey with the main question: “Which smart device do you want to use in 

your surrounding?”. The most common answer was smart-lock. But, do responders think 

thoughtful about this gadget security? Dangers that hide behind the smart locks and marketing 

slogans of companies are proposed in this paper. 
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BANK BRANCHS NETWORK INFORMATION SECURITY 

EVALUTION USING MULTI-CRITERIA DECISION ANALYSIS 

METHOD 

I. Basheleishvili, A. Bardavelidze 

Akaki Tsereteli State University, Kutaisi, Georgia 

 

ABSTRACT. The paper deals with development of network information security 

assessment method of the bank’s branches. In it analyzed the main factors that are 

influencing the network information security. Presented the information security 

assessment methodology of Bank branches network is which based on the method of multi-

criteria decision analysis - TOPSIS. 

KEYWORDS: Network Information Security,Assessment, Bank Branches, System, TOPSIS 

Method. 

ანოტაცია. ნაშრომში შემუშავებულია  ბანკის ფილიალების ქსელის ინფორმაციული 

უსაფრთხოების  შეფასების მეთოდი. გაანალიზებულია ძირითადი ფაქტორები 

რომლებიც გავლენას ახდენენ ქსელის ინფორმაციულ უსაფრთხოებაზე.  

წარმოდგენილი მეთოდი ეფუძნება მრავალკრიტერიული  გადაწყვეტილების 

ანალიზის მეთოდს - TOPSIS. 

KEYWORDS:  ქსელის ინფორმაციული უსაფრთხოება, მრავალკრიტერიული 

ანალიზი, შეფასება, ბანკის ფილიალები, სისტემა, TOPSIS მეთოდი. 

 

შესავალი 

კომპიუტერული ტექნოლოგიების სწრაფმა განვითარებამ გამოიწვია ის რომ,  

ქსელური ტექნოლოგიები ფართოდ არის დამკვიდრებული და გამოყენებული 

ადამიანების საქმიანობის თითქმის ყველა სფეროში. რა თქმა უნდა მათ შორის არის 

საბანკო სფეროც, რომელშიც  რომ ქსელურ ტექნოლოგიებს არსებითი მნიშვნელობა 

აქვს, უფრო მეტიც ქსელური ტექნოლოგიების გარეშე წარმოუდგენელია საბანკო 

სისტემის ეფექტური ფუნქციონირება.  ინფორმაცია ორგანიზაციისთვის 

ძირითადი არსებითი აქტივია, მით უფრო საბანკო ინფორმაცია. 

ქსელში გავრცელებული ინფორმაცია მგძნობიარეა პროგრამული 

უზრუნველყოფის დაცულობის, ჰაკერული შეტევის, ვირუსების და სხვა 

ფაქტორების მიმართ. ქსელური ინფორმაცია ექვემდებარება  დაზიანებას, რამაც 

შეიძლება რომ დიდი ზიანი მოუტანოს როგორც საზოგადოებას, ასევე ცალკეულ 

ინდივიდს. ამიტომ ქსელის ინფორმაციულ უსაფრთხოება ძალზე მეტ ყურადღებას 

საჭიროებს. დღეისათვის ქსელური ინფორმაციული უსაფრთხოების კვლევა ერთ-

ერთი აქტუალური საკვლევი მიმართულებაა[3,4].  

ქსელის ინფორმაციული უსაფრთხოება ასევე აქტუალურია საბანკო სფეროშიც, 

რომელშიც არსებული პრობლემების აღმოჩენისა და შემდგომი ღონისძიების 



Scientific and Practical Cyber Security Journal (SPCSJ) 2(1):65-71 

Scientific Cyber Security Association (SCSA), 2018 ISSN: 2587-4667 

 

66 

 

გატარების აუცილებელ წინაპირობას წარმოადგენს, ინფორმაციული 

უსაფრთხოების  შეფასება და მიღებული შედეგების მიხედვით გარკვეული 

ქმედებების განხორციელება. იმისათვის რომ მოვახდინოთ ბანკის ქსელის 

ინფორმაციული უსაფრთხოების შეფასება აუცილებელია შევაფასოთ ბანკის 

ფილიალების ქსელის ინფორმაციული უსაფრთხოება, ვინაიდან ბანკები  

ძირითადად წარმოდგენილი არიან ფილიალების სახით, აქედან გამომდინარე 

ნაშრომში წარმოგიდგენთ ბანკის ფილიალების ქსელის ინფორმაციული 

უსაფრთხოების შეფასების მეთოდს. 

ფაქტორები რომლებიც გავლენას ახდენენ ქსელის ინფორმაციულ უსაფრთხოებაზე 

ქსელის ინფორმაციულ უსაფრთხოებაზე გავლენას ახდენს და უფრო მეტიც 

მართავს სხვადასხვა ფაქტორები.  ფაქტორები რომლებიც გავლენას ახდენენ 

ქსელის ინფორმაციულ უსაფრთხოებაზე შეიძლება დაიყოს სამ ძირითად 

კატეგორიად, ესენია:  

 სისტემის კონფიგურაციის განხორციელება, 

  სისტემის უსაფრთხოების მექანიზმები , 

   ქსელის შეტევა. 

სისტემის კონფიგურაციის განხორციელება ითვალისწინებს ისეთ ფაქტორებს 

როგორებიცაა: პროგრამული უზრუნველყოფა, ტექნიკური უზრუნველყოფა და 

ფიზიკური გარემო. ტექნიკური  და პროგრამული უზრუნველყოფის მაღალ 

დონეზე შესრულება  უზრუნველყოფს სისტემის მუშაობის ძირითად 

შესაძლებლობებს და ამცირებს სისტემის დაზიანების  და გატეხვის ალბათობას. 

უკეთესი ფიზიკური გარემო უზრუნველყოფს უცნობი რისკების თავიდან 

აცილებას. 

სისტემის უსაფრთხოების მექანიზმი ძირითადად დაკავშირებულია სისტემის 

ფუნქციონირების პროცესში პოტენციურ დაუცველობასთან, რაც გამოიწვევს 

ქსელური ინფორმაციის მოპარვას, განადგურებას და დაკარგვას. აუცილებელია 

ქსელის პროტოკოლის, პორტის, შეღწევის და მომსახურების მექანიზმების, 

მართვის ორგანიზაციის სრულყოფილად განხილვა.  

ქსელური შეტევა ძირითადად დაკავშირებულია სისტემის ფუნქციონირების 

პროცესში წარმოქმნილ პრობლემებთან: კომპიუტერული ვირუსები, ჰაკერული 

შეტევა, ბოროტი პლაგინები და ქსელური უსაფრთხოების რისკები. სისტემის 

თავდაცვის შესაძლებლობების გაზრდა საშუალებას იძლევა ეფექტურად 

შემცირდეს ზიანი გამოწვეული  ქსელური შეტევისგან. 

მოცემული ფაქტორების გათვალისწინებით შეიძლება წარმოვადგინოთ  ქსელის 

ინფორმაციული უსაფრთხოების შეფასების სისტემა,  რომელიც მოცემულია ნახ. 1 

- ზე. 
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ნახ. 1  ქსელის ინფორმაციული უსაფრთხოების შეფასების სისტემა 

ქსელის ინფრომაციული უსაფრთხოების  შეფასების მეთოდი 

ბანკის ფილიალების ქსელის ინფორმაციული უსაფრთხოების შეფასების ამოცანის 

სტრუქტურა მსგავსია  მრავალკრიტერიული გადაწყვეტილების ამოცანისა, 

რომლის წარმოდგენაც ხდება გადაწყვეტილების მატრიცის საშულებით, ხოლო 

შეფასებისათვის ვიყენებთ მრავალკრიტერიული გადაწყვეტილების  ანალიზის 

ფართოდ გავრცელებულ მეთოდს - TOPSIS  არის მრავალკრიტერიული 

ექსპერტული მეთოდი, რომელიც წარმოადგენს ალტერნატივების შეფასების, 

რანჟირების და ამორჩევის მექანიზმს[1,2]. 
 𝐶1 𝐶1 ⋯ 𝐶𝑛

𝐵1 𝑥11 𝑥12 ⋯ 𝑥1𝑛

𝐵1 𝑥21 𝑥22 ⋯ 𝑥2𝑛

⋯ ⋯ ⋯ ⋯ ⋯
𝐵𝑚 𝑥𝑚1 𝑥𝑚2 ⋯ 𝑥𝑛𝑚

     (1) 

სადაც, 

𝐵1, 𝐵2, 𝐵3, … , 𝐵𝑚   - წარმოადგენს ალტერნატივებს, ჩვენს შემთხვევაში ბანკის 

ფილიალებს, რომლებისთვისაც უნდა მოხდეს ქსელის ინფორმაციული 

უსაფრთხოების შეფასება; 𝐶1, 𝐶2, 𝐶3, … , 𝐶𝑛 - წარმოადგენს ქსელის ინფორმაციული 

უსაფრთხოების შეფასების კრიტერიუმებს, რომლებიც წარმოდგენენ 

ალტერნატივების მახასიათებლებს და მათ  მიხედვით ვაფასებთ ბანკის 

ფილიალების ქსელის ინფორმაციულ უსაფრთხოებას; 𝑥𝑖𝑗  - არის  𝑖 ფილიალის  𝑙 

კრიტერიუმის შეფასება(რიცხვითი მნიშვნელობა), რომელიც უდრის  

𝑖 ფილიალის   j კრიტერიუმში {𝑒1, 𝑒2, 𝑒3, … , 𝑒𝑣 } ექსპერტების მიერ განსაზღვრული 

ქსელის ინფორმაციული უსაფრთხოების შეფასების 
სისტემა
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ქულის საშუალო არითმეტიკულის, რომელიც გამოითვლება შემდეგი ფორმულის 

საშუალებით: 

𝑥𝑖𝑗 = ∑ 𝑞𝑖𝑗
𝑟𝑣

𝑟=1  , i=1,..,m , j=1...,n   (2) 

ბანკის ფილიალების ქსელის ინფორმაციული უსაფრთხოების შეფასების ეტაპები: 

ეტპი 1. მას შემდეგ რაც განვსაზღვრავთ ალტერნატივებს 𝐵1, 𝐵2, 𝐵3, … , 𝐵𝑚 და 

შეფასების კრიტერიუმებს  𝐶1, 𝐶2, 𝐶3, … , 𝐶𝑛, განვსაზღვროთ  (1) მატრიცა  (2) 

ფურმული საშუალებით. 

ფორმირებულ მატრიცას დავამატოთ ორი ფორმალური ალტერნატივა, 

რომელთაგან ერთი იქნება კრიტერიუმების მიხედვით შეფასებული მაქსიმალური 

შეფასებით, ხოლო მეორე ალტერნატივა 0 - ებით შეფასებული, ყველა 

კრიტერიუმის მიმართ.  

ეტაპი 2. განვსაზღვროთ წონების ვექტორი 𝑊 = [𝑤1, 𝑤2, … , 𝑤𝑛] შეფასების 

კრიტერიუმებისათვის,  რომელიც უნდა აკმაყოფილებდეს შემდეგ პირობას: 

∑ 𝑤𝑖 = 1𝑛
𝑖=1     (3) 

ეტაპი 3. მოვახდინოთ მიღებული მატრიცის ნორმალიზება შემდეგი ფორმულის 

საშუალებით: 

𝑟𝑖𝑗 =
𝑥𝑖𝑗

√∑ 𝑥𝑖𝑗
2𝑚

𝑖=1

   (4) 

ეტაპი 4. შევადგინოთ შეწონილი ნორმალიზებული გადაწყვეტილების მატრიცა 

შემდეგი ფორმულის მიხედვით: 

Vij = wj ∗ rij   (5) 

 

ეტაპი 5. განვსაზღვროთ დადებითი იდეალური და უარყოფითი იდეალური 

გადაწყვეტილებები შემდეგნაირად: 

დადებითი იდეალური გადაწყვეტილება: 

𝑆+ = {𝑣1
+, 𝑣2

+, … , 𝑣𝑛
+}  (6) 

სადაც                                                       

𝑣𝑗
+ = max(𝑣𝑖𝑗)  i=1,m, j=1,n 

უარყოფითი იდეალური გადაწყვეტილება: 

𝑆− = {𝑣1
−, 𝑣2

−, … , 𝑣𝑛
−}  (7)                                                 

𝑣𝑗
− = min(𝑣𝑖𝑗)   i=1,m, j=1,n 

ეტაპი 6.  გამოვთვალოთ თითოეული ალეტერნატივისათვის მანძილი  იდეალურ 

დადებით და იდეალურ უარყოფით გადაწყვეტილებამდე: 

𝑑𝑖
+ = √∑ (𝑣𝑖𝑗 − 𝑣𝑗

∗)
2𝑛

𝑗=1  (8) 

𝑑𝑖
− = √∑ (𝑣𝑖𝑗 − 𝑣𝑗

′)
2𝑛

𝑗=1  (9) 

სადაც  i=1,2,…,m 
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ეტაპი 7. გამოვთვალოთ იდეალურ გადაწყვეტილებასთან ყველაზე ახლოს მდგომი 

ალტერნატივა. რომელიც გამოითვლება შემდეგი ფორმულით: 

𝑅𝑖 =
𝑑𝑖

−

𝑑𝑖
−+𝑑𝑖

+   (10) 

სადაც 

0 ≤ 𝑅𝑖 ≤ 1,   𝑖 = 1,2, … , 𝑚  
 

რიცხვითი ექსპერიმენტი შემუშავებული მეთოდის სადემონსტრაციოდ 

განვიხილოთ პრაქტიკული შემთხვევა როდესაც გვინდა რომ შევაფასოთ ბანკის 

ხუთი ფილიალი  𝐵1, 𝐵2, 𝐵3, 𝐵4, 𝐵5 , შეფასების   ხუთი კრიტერიუმით 𝐶1, 𝐶2, 𝐶3, 𝐶4, 𝐶5, 

ხოლო წონების ვექტორი შეფასების კრიტერიუმების მიხედვით არის შემდეგი: 

𝑊 = [𝑤1 = 0.2, 𝑤2 = 0.1, 𝑤3 = 0.3 , 𝑤4 = 0.2 , 𝑤5 = 0.2] 

გადაწყვეტილების მატრიცა წარმოდგეინლია ცხრილი 1 სახით, რომელსაც 

დამატებული აქვს ორი ფორმალური ალტერნატივა B6 და B7. 

ცხრილი 1 გადაწყვეტილების მატრიცა  
C1 C2 C3 C4 C5 

B1 10 9 10 10 10 

B2 8 9 8 9 7 

B3 7 8 9 8 9 

B4 7 9 10 7 6 

B5 5 6 7 5 6 

B6 10 10 10 10 10 

B7 0 0 0 0 0 

მოვახდინოთ  მატრიცის ნორმალიზება რომლის შედეგადაც   ვღებულობთ  მატრიცას 

ცხრილი 2 სახით: 
ცხრილი 2 . ნორმალიზებული გადაწყვეტილების  მატრიცა 

  C1 C2 C3 C4 C5 

B1 0,508329 0,427603 0,449921 0,488532 0,498755 

B2 0,406663 0,427603 0,359937 0,439679 0,349128 

B3 0,35583 0,380091 0,404929 0,390826 0,448879 

B4 0,35583 0,427603 0,449921 0,341972 0,299253 

B5 0,254164 0,285069 0,314945 0,244266 0,299253 

B6 0,508329 0,475114 0,449921 0,488532 0,498755 

B7 0 0 0 0 0 

 გამოვთვალოთ შეწონილი ნორმალიზებული მატრიცა რომელსაც აქვს შემდეგი სახე( 

ცხრილი 3 ): 

ცხრილი 3 შეწონილი ნორმალიზებული  გადაწყვეტილების მატრიცა 

 C1 C2 C3 C4 C5 

B1 0,101666 0,04276 0,134976 0,097706 0,099751 

B2 0,081333 0,04276 0,107981 0,087936 0,069826 

B3 0,071166 0,038009 0,121479 0,078165 0,089776 
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B4 0,071166 0,04276 0,134976 0,068394 0,059851 

B5 0,050833 0,028507 0,094483 0,048853 0,059851 

B6 0,101666 0,047511 0,134976 0,097706 0,099751 

B7 0 0 0 0 0 

განვსაზღვროთ დადებითი იდეალური და უარყოფითი  იდეალური გადაწყვეტილება, 

რომელსაც იქნება ცხრილი 4 მოცემული სახე:  

ცხრილი 4  იდეალური დადებითი და იდეალური უარყოფითი გადაწყვეტილება 

𝑆+ 0,101666 0,047511 0,134976 0,097706 0,099751 

𝑆− 0 0 0 0 0 

გამოვთვალოთ თითოეული ალეტერნატივისათვის მანძილი  იდეალურ დადებით 

და იდეალურ უარყოფით გადაწყვეტილებამდე ვიპოვოთ  იდეალურ 

გადაწყვეტილებასთან ყველაზე ახლოს მდგომი ალტერნატივა, შედეგები 

წარმოდგენილია  ცხრილი 5 - ში. 

ცხრილი 5 

  𝑑𝑖
+ 𝑑𝑖

− 𝑅𝑖 

B1 0,004751 0,223338 0,97917 

B2 0,04643 0,180864 0,795727 

B3 0,041037 0,188244 0,821017 

B4 0,058344 0,182679 0,757931 

B5 0,092539 0,13525 0,59375 

შეფასების შედეგები გრაფიკულად წარმოდგენილია ნახ. 2 -ზე, რომელიდანაც 

კარგად ჩანს შეფასებები ბანკის ფილიალების მიხედით - რაც უფრო ახლოს არის 

შეფასების შედეგი  1 თან (რადგან 1 არის ყველაზე იდიალური მაჩვენებელი 

მოცემული მეთოდის მიხედვით) მით უფრო მაღალია ქსელის ინფორმაციული 

უსაფრთხოება. 

 

დასკვნა 

ნაშრომში შემოთავაზებული ბანკის ფილიალების ქსელის ინფორმაციული 

უსაფრთხოების შეფასების მეთოდი რომელიც ეფუძნება მრავალკრიტერიული 

გადაწყვეტილების  ანალიზის ფართოდ გავრცელებულ მეთოდს - TOPSIS,  

საშუალებას გვაძლსევს  შევაფასოთ და  გავაანალიზოთ ბანკის ფილიალებში  
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არსებული ზოგადი მდგომარეობა ქსელის ინფორმაციული უსაფრთხოების 

თვალსაზრისით, რათა მიღებული შეფასებების საფუძველზე მოვახდინოთ 

შემდგომი რეაგირება. 
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ABSTRACT: The ease of usage of mobile phones led to its adoption by the users as personal 

digital assistant. This adoption, no doubt made it a lucrative target for cyber-criminals. A 

mobile phone can get into the hands of criminals through theft or loss. When this happens, 

the stored data can easily be compromised if the mobile phone is not protected with a 

password. To avoid this, developers of the mobile phone operating system included various 

screen lock options as the first line of defence to prevent unauthorized access to the mobile 

phone and by extension, the stored data. Various studies on the use of these screen lock 

options revealed that most end-users do not generally make use of it. To solve this problem, 

an Auto-reminder Persuasive System (APS) was developed. The system was implemented 

using Android SDK and JAVA. A pilot test was carried out using purposive selection of 1000 

participants randomly divided into two equal groups of 500 members labeled A and B for 

experimental and control groups respectively. In the experimental group, APS was installed 

on the mobile phones of the members, while in the control group there was no installation of 

APS. At the end of the three months of the pilot test, the mobile phones of members of the 

two groups were collected and attempts were made to use the phones. The result from group 

A showed that 98.40%  of members of the group passworded their phones as against the 

24.00% from group B. With this result, it showed that APS is a highly promising method of 

persuading end-users to use password in protecting their mobile phones against unauthorized 

access. 

 

KEYWORDS: Android Operating System, Auto-reminder Persuasive System,  

                          Countermeasures, Passwords, Screen Lock Options 

1. INTRODUCTION 

 

In recent years, cell phones have evolved spectacularly from supporting telephony only to 

supporting multiple features, ranging from capturing and playing digital media, to e-mail 

access and e-banking [1, 2], as well as remote access to personal files [3]. This has led to an 

unprecedented expansion in the usage of mobile phones. For example, over the last decade, 

the number of mobile phone subscribers in the United States alone has more than doubled 

with the projection that it will soon surpass the number of people in the United States [4]. 

Similarly, in Nigeria the number of connected lines are over 192 million, while the number of 

active lines are over 140 million with a 100.59 teledensity [5]. From the foregoing, one can 

say that the number of subscribers in Nigeria are more than her population, which implies 

that there is ubiquitous use of mobile devices in Nigeria. The world-wide phenomenal 

expansion in the use of mobile phones also made it a great target for attackers. 

 

Unfortunately, most users’ refusal to make use of the first line of defence on their mobile 

phones to protect their stored data despite its vulnerabilities calls for serious concern. It is 

against this background that we proposed an Auto-reminder Persuasive System (APS) whose 

sole aim is to persuade end-users to use the basic security facility on their mobile phones in 

protecting the stored data in case of theft or loss. 
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In this work, smartphones, all handheld phones and the traditional multifunctional mobile 

phones mean the same and are collectively referred to as mobile phone(s) or mobile device(s) 

or simply called device(s) or phone(s). They are used interchangeably. 

  

The rest of the paper is organized as follows. Literature review was treated in Section 2 in 

which threats to the use of mobile phones and the countermeasures being put in place against 

these threats were discussed. It also highlighted why end-users choose convenience to 

security. The proposed system to overcome the issues raised in Section 2 was discussed in 

Section 3, while implementation and evaluation were handled in Section 4. Finally, 

recommendation and conclusion were discussed in Section 5. 

 

2. LITERATURE REVIEW 

 

The unique property and usage pattern of a mobile device subject it to threats that are often 

higher than those of personal computers. 

 

First, mobile devices allow storage and retrieval of many types of sensitive data and services, 

including personal photos, email, text messages, GPS traces, social media feeds, bank 

accounts, and corporate infrastructure [6]. Always-on with smooth access to services made it 

easy for attackers to leverage on one account to gain access to another. For example, an 

attacker that gained physical possession of a mobile device can request a password re-set for 

one service, which sends a reset message to an email account on that mobile device [6], 

especially when the mobile device is not passworded. 

 

Second, users carry and use mobile devices everywhere [6]. These small devices can easily 

be lost, forgotten, or stolen. For instance, in many major USA cities, over 40% of users have 

either lost their cell phones or have been victims of cell phone theft [7]. According to [8], the 

number of phones lost in USA have skyrocketed to thirty million. When we talk about the 

number of mobile phones lost or stolen in Nigeria, there are no relevant statistics to refer to as 

many victims do not report officially to the appropriate authority. However, [9] in a survey of 

500 participants found that 10% of the respondents have experienced a case of mobile phone 

loss or theft. 

 

According to [10], most data breaches on mobile devices are typically due to basic security 

failures such as weak or no passwords being in place, failure to encrypt data or falling victims 

to phishing or other social engineering attacks and yet the survey result of [10] showed that 

67%  of their respondents do not protect their mobile phones against unauthorized access 

with password. 

 

Furthermore, industry surveys estimated that between 38% and 70% of smartphone users do 

not even lock their phones with passwords or PINs [11, 12, 13]. In a related study, a survey of 

500 participants by [9] showed that 80% of the respondents do not password their mobile 

phones. In view of the foregoing findings, one is forced to ask: “why do users prefer insecure 

access on devices that are very useful and sensitive but prone to theft or loss?” One 

explanation offered by the users according to [6] is that entering passwords and PINs on 

virtual keyboards is time consuming, cumbersome, and error-prone. Similarly, [14] finding 

showed that 55% of their respondents choose convenience over security as their reason for 

not using the basic security facility provided by their mobile phone manufacturer. Another 
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explanation according to [6] is that users do not believe that passwords or PINs are needed to 

prevent unauthorized use of their phone since they are the only one using the phone 

forgetting that it can be misplaced or lost or stolen. It is therefore necessary to develop a 

system that will persuade end-users to make use of the basic security facility on their phones. 

This is the goal of this study. 

 

2.1 Review of existing Security Measure for Mobile Phones 

 

Over the last decade, efforts from industries and research communities have made significant 

progress in addressing the security of mobile phones [15, 16, 17, 18]. However, much is still 

needed to be done in addressing the issue of the majority of the end-users’ refusal to make 

use of these security features. These security measures, which should be implemented 

proactively by mobile phone users are grouped into three categories according to [19]. These 

categories are briefly discussed in the following sub-sections. 

 

2.1.1 Countermeasures against Theft/Loss 

 

To counter theft/loss, the security countermeasures proposed by [19] are as follows: 

 

(i) Password: Lock your device with a password. This will prevent unauthorized access to the 

device; 

(ii) PIN: Lock your SIM card with a PIN. This serves as a measure to prevent unauthorized 

use of it; 

(iii) If critical information is going to be stored/saved on the mobile phone, data encryption 

measures are required; 

(iv) If your mobile phone has any expanded memory slot, do not carelessly store sensitive 

data in such memory. Flash memories such as SD card are electronic storage media which are 

difficult to completely delete data and therefore, the supposedly deleted data might be 

restored; 

(v) For important data, back it up to a different storage and such back up media also require 

security countermeasures against theft/loss; and 

(vi) It is advisable you use a service that can help you lock your phone or delete its data from 

a remote site. Most existing antivirus software have this facility. 

 

2.1.2 Countermeasures against Infection 

 

Apart from the aforementioned security measures against theft/loss, there are other security 

measures that should be considered for mobile phones. As stated earlier, users can freely 

install applications and use them for various purposes. For this reason, like personal computer 

users, mobile phone users might suffer damages caused by computer viruses or unauthorized 

access [20]. Furthermore, they might also be guided to an illicit site and fall for the phishing 

scam or one-click billing fraud. Once infected with a virus, it might allow for unauthorized 

access through the virus or the personal information stolen through the virus or even re-

format the phone storage. 

 

In order for your mobile phone to be self-defended against malware performing illegal 

operations and/or unauthorized access, it must be able to prevent virus infection without user 

intervention. Therefore, the following countermeasures against infection are recommended 

by [19]: 
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(i) Use security software/application (Anti-Virus Software); 

(ii) Keep your application up-to-date, that is, enable “Automatic Update”. This setting is 

highly recommended; 

(iii) Keep the operating system of your mobile phone up-to-date; 

(iv) Install applications from a reliable site; 

(v) Disable “Allow Installation of Application from Unknown Sources” if you are using 

Android Operating System; and 

(vi) For Android terminals, confirm the access permissions requested, prior to installing that 

application. 

 

2.1.3 Countermeasures against the Leak of Information 

 

In addition to the aforementioned security measures against theft/loss and infection,  one 

other security measure that should be considered is countermeasures against information 

leakage. The measures to prevent information leakage as recommended by [19] are listed 

below: 

 

(i) Avoid the shared use by multiple users; 

(ii) For the communication of critical information, use secured line; and 

(iii) If you are going to use mobile phone for your business operations at a company, follow 

the company established security policy (unauthorized use must be strictly prohibited). 

 

2.2 Discussion on the Use of the Security Measures 

 

From the three broad security countermeasures, one can conclude that the most common 

basic security approach is the screen lock, which enables a user to prevent unauthorized 

access to his device. For the purpose of this work, the Android Operating System which 

provides six types of screen lock options was chosen for case study. The Android Operating 

System was chosen because it runs on many phones such as LG, Techno, Samsung, Sony, 

Infinix, Philips, Ericson, Blackberry-manufactured smartphones, etc [21]. Furthermore, 

Android is the world’s most popular smartphone operating system with more than 135 

million users worldwide [20]. The six screen lock options are None, Slide, Voice Unlock, 

Pattern, PIN and Password. They are further explained below. 

 

(a) None 

This means none selection of any other protected means of locking the phone. It is the mobile 

phone manufacturer’s setting. In other words, it is selected for the phone owner by the 

manufacturer. When this option that has been selected by the manufacturer is allowed to stay 

by the phone owner, it means that the mobile phone is not locked at all, hence no protection 

against unauthorized access. 

 

(b) Slide 

This is commonly used in place of PIN and password to prevent the phone from dialing when 

a button or number is unintentionally pressed. It is not an effective lock of the phone against 

unauthorized access as the screen will display how you can unlock it. 

 

(c) Voice Unlock 

It enables an end-user to use his/her voice in locking the phone. It is sparingly used by end-

users for fear of voice variation/imitation. The snapshot is shown in figure 1. 
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Figure 1: Android Screen Lock using Voice Unlock 

 

(d) Pattern 

This method allows end-users to create patterns instead of digit- and text-based passwords. 

Android provides a pattern-based screen locking application that consists of a 3X3 grid of 

dots. The end-user then connects the dots together in some easily remembered pattern. To 

unlock the phone, the end-user is presented with the 3X3 grid and is asked to re-enter the 

pattern before access is granted. The pattern-based method may be easier to input on the 

small screens of mobile devices and also easier to remember but it has very low entropy 

which makes cracking it very easy. The snapshot of Pattern lock is shown in figure 2. 

 
 

Figure 2: Android Screen Lock using Pattern 

 

(e) PIN 
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This is similar to the Password but makes use of only numeric characters (digits). The end-

user is presented with a numeric keyboard, resulting in PIN-like passwords. While PIN codes 

are more easier to use on mobile phones than passwords, they also offer a smaller key space 

which makes an offline dictionary attack easier. However, the use of digits are better than 

nothing. The snapshot of PIN lock is shown in figure 3. 

 

 
Figure 3: Android Screen Lock using PIN 

 

(f) Password 

This method allows end-users to employ a password similar to that used on a standard 

computer. The application of passwords may be difficult to use given the small screen and 

virtual keyboards on the mobile devices but they offer high entropy especially when the end-

user makes use of at least eight characters consisting of the uppercase, lowercase, symbols 

and numeric. The snapshot of Password lock is shown in figure 4. 

 



Scientific and Practical Cyber Security Journal (SPCSJ) 2(1):72-83 
Scientific Cyber Security Association (SCSA), 2018 ISSN: 2587-4667 

 

78 

 

 
 

Figure 4: Android Screen Lock using Password 

 

In summary, Screen lock is similar to password used to log onto a computer and is based on 

methods that fit within the different usage patterns of mobile devices. Furthermore, given that 

passwording a computer to prevent unauthorized access to data and programs is important, 

keeping a mobile device secured is considerably more important. This is true because mobile 

devices are gateway to a wealth of end-users’ sensitive data stored on it. Thus, end-users need 

to be persuaded to use the basic security facility provided on their mobile phones through a 

system that will constantly remind them on the need to password their phones. 

 

3. METHODOLOGY 

 

From the literature, it was found that most end-users do not password their mobile phones, 

hence the need to persuade them to use the screen lock to prevent unauthorized access to their 

devices. In this study, we proposed a novel system called Auto-reminder Persuasive System 

(APS). 

  

 

 

3.1 The Auto-reminder Persuasive System (APS) 

 

The Auto-reminder Persuasive System was designed to influence end-users in applying the 

basic security facilities offered by Android Operating System. The simplified architecture is 

presented in figure 5. 
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Figure 5: Simplified architecture of APS 

 

3.1.1 Initialize Device Module 

 

This Module checks if the device is switched on. If it is switched on, it communicates with 

the Device Monitor. 

 

3.1.2 Device Monitor Module 

 

On receiving communication from the Initialize Device Module, it checks if the device is 

passworded. If it is not passworded, it communicates with the Alarm and SMS Generator 

Module. Otherwise communication with Alarm and SMS Generator Module is terminated 

and the process is halted. 

 

3.1.3 Alarm and SMS Generator Module 

 

When this Module receives communication from the Device Monitor Module, it converts the 

following words “It is dangerous not to lock your phone. Lock it now with a password” into 

speech, which is referred to as sound message. After 10 minutes interval, it generates an SMS 

message with the following wordings “It is dangerous not to lock your phone. Lock it now 

with a password” and sends the SMS to the phone. The sound message and the generated 

SMS message will be alternated after every 10 minutes interval and will automatically stop 

once the phone is passworded. The sound message and SMS message are used to alert the 

end-user that his phone is not passworded, thereby persuading him to password it. 

 

3.2 Algorithm of APS 

 
1. Initialize the Device (D) 

2. Let R denote the situation that D is passworded 

3. onDeviceReady and R=False, then Goto 4 else 5 

4.  every 10 mins, alternate between 4a and 4b 

    a. GET monitorPassword 

 

INITIALIZE DEVICE 

DEVICE 

 

MONITOR 

ALARM AND 

SMS 

GENERATOR 
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      IF(monitorPassword=True) then 

            deactivate app 

            ELSE 

            keep app running 

            soundAlarm “It is dangerous not to lock your 

phone. 

                Lock it now with a password” 

       ENDIF 

   b. GET monitorPassword 

      IF(monitorPassword=True) then 

           deactivate app 

           ELSE 

           keep app running 

           popupSMS “It is dangerous not to lock your phone. 

         Lock it now with a password” 

       ENDIF 

    GOTO 3 

5. STOP 

 

4. IMPLEMENTATION AND EVALUATION 

 

4.1 Implementation 

 

The Auto-reminder Persuasive System  was implemented on Android Software Development 

Kit (SDK) with Android Development Tools (SDK)  and JAVA. 

 

4.2 Evaluation 

 

The evaluation of the system was carried out using a purposive selection of One Thousand 

participants drawn from the second year students of the Federal College of Education, 

Abeokuta, Nigeria. The One Thousand participants were randomly divided into two equal 

groups of Five Hundred each. These groups were labeled A and B representing experimental 

and control groups respectively. The participants were then asked to write  their names and 

group label on their phones for ease of identification. They were informed that a social media 

software called Telegram will be installed on their phones in which the lead researcher will 

pass lecture notes and exercises on CSC215 to them, in addition to the formal teaching. They 

were asked to come back to the laboratory after two hours to collect their phones. In addition 

to installing Telegram for all the participants, all the members of group A have their mobile 

phones installed with APS, while the APS was not installed for members of group B. At the 

end of the three months of the pilot test, the mobile phones of members of the two groups 

were collected and attempts were made to use the phones. The results of the pilot test are 

presented in tables 1, 2 and 3. 

 

 

 

4.3 Results and Discussion 

 

4.3.1 Demographic Analysis of the Participants 

 

The result from the demographic analysis of the 1000 participants is presented in table 1. 
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Table 1: Demographic Analysis of the Participants 

 

Sex Number of Participants Percentage 

Male 540 54.00% 

Female 460 46.00% 

Total 1000 100.00% 

 

Table 1 showed that out of the 1000 participants, 54.00% are males, while 46.00% are 

females. 

 

4.3.2 Analysis of Use of Screen Lock Options by Group A 

 

The analysis of the use of Screen Lock Options after the three months of the pilot test is 

presented in table 2. It should be noted that all members of this group have their mobile 

phones installed with APS.  

 

Table 2: Analysis of use of Screen Lock Options by group A 

 

Options Number of Participants Percentage 

None     8    1.60% 

Slide     0    0.00% 

Voice Lock     0    0.00% 

Pattern     0    0.00% 

PIN   12    2.40% 

Password 480  96.00% 

Total 500 100.00% 

 

After the application of Auto-reminder Persuasive System, the trend of not passwording the 

mobile phones was reversed downwardly as shown in table 2. From table 2, a high result of 

96.00% of the end-users used password to lock their mobile phones, while 2.40% made use 

of the PIN option to lock their mobile phones. This brings the aggregate of the end-users who 

passworded their phones against unauthorized access to 98.40%. However, 1.60% still left 

their phones unlocked. The result showed that if APS is installed in the end-users’ mobile 

phones, it will definitely yield positive result in persuading them to password their phones. 

 

4.3.3 Analysis of use of Screen Lock Options by Group B  

 

The analysis of the use of Screen Lock Options after the three months of the pilot test is 

presented in table 3. It should be noted that APS was not installed on the mobile phones of 

the members of this group. 

 

 

 

Table 3: Analysis of use of Screen Lock Options by Group B 

 

Options Number of Participants Percentage 

None 300 60.00% 

Slide   80  16.00% 
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Voice Lock     0   0.00% 

Pattern   40   8.00% 

PIN   45   9.00% 

Password   35   7.00% 

Total 500 100.00% 

 

Table 3 showed the various Screen Lock Options that end-users used to lock up their phones. 

It is highly disturbing and worrisome to find out from table 3 that 60.00% of the participants 

do not lock their mobile phones at all, while 16.00% make use of Slide option. The slide 

option is not a protection against unauthorized access, hence the aggregate of end-users that 

do not password their phones were 76.00%, despite the confirmation from them that they use 

the phones for email, social media and banking transactions among others. This finding 

validated the results of [9], [14], [10] and [23] who reported that among their participants, 

80%, 55%, 67% and 83% respectively do not password their mobile phones. On the other 

hand, 24.00% of the members of this group passworded their mobile phones. 

 

Drawing inference from tables 2 and 3, it showed that with APS installed on their mobile 

phones 98.40% of the participants passworded their mobile phones as against 24.00% that 

passworded their mobile phones when APS was not installed. 

 

5. RECOMMENDATION AND CONCLUSION 

 

5. 1 Recommendation 

In view of the huge success of the Auto-reminder Persuasive System in persuading end-users 

to make use of the security features found on their mobile phones as evidenced from the 

result in table 2, the paper recommends that mobile phone operating system developers 

should as a matter of neccessity incorporate APS in their design. 

 

5.2 Conclusion 

 

The result from the pilot test showed that with Auto-reminder Persuasive System, 98.40% 

passworded their mobile phones against unauthorized access in the event of loss or theft. On 

the contrary, 24.00% passworded their mobile phones against unauthorized access when APS 

was not applied. The result from this study showed that APS is a highly promising method of 

persuading end-users’ to lock their mobile devices against unauthorized access.. 
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