Scientific and Practical Cyber Security Journal (SPCSJ) 5(2): 51-63 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

THE MODEL NEW QUANTUM RANDOM NUMBER GENERATOR
WITH THE CORRESPONDING VERIFICATION METHOD.

Tamari Kuchukhidze, Georgian Technical University, Scientific Cyber Security Association
Thilisi, Georgia

ABSTRACT: Random number generators are widely used in various fields including
encryption, statistical analysis and numerical simulations. They are also a fundamental
resource in science and engineering.

There are algorithmically generated numbers that look like random numbers but are not truly
random, called pseudo random number generators. In cases where true randomness is
necessary, we use true random number generators, where unpredictable random events are
used as a random source.

Quantum Random Number Generators (QRNGs) generate real random numbers based on the
inherent randomness of quantum measurements. Our goal is to generate fast random
numbers at a lower cost. At the same time, a high level of randomness is essential.

It is essential to trust cryptographic random number generators to generate only true random
numbers. This is why certification methods are needed which will check both the operation
of the device and the quality of the random bits generated.

We present the improved novel quantum random number generator, which is based the on
time of arrival QRNG. It is rather efficient, as it uses the simple version of the detectors with
rather few requirements. The novel QRNG produces more than one random bit per each
photon detection.

Self-testing as well as device independent quantum random number generation methods are
analyzed. The advantages and disadvantages of both methods are identified. The model of a
novel semi self-testing certification method for quantum random number generators (QRNG)
is offered in the paper. This method combines different types of certification approaches and
is rather secure and efficient. The paper analyzes its security and efficiency.

KEYWORDS: quantum, random number generator, quantum random number generator,
novel quantum random number generator, certification.
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15305M0Lo  LHOsxgo  3OHMAGMTgd00Lm30l,  GmymMogss QKD. vy 8635w ©9GIIGH™OL
398m30949bgdm Mg ™ dg@o dgd8mbzgz0mo do@gdol dgloddbgrs, B39b 93996905 d039MAMYdY,
Omdgwoi  Homdmoddbgds  ©yBgIBH™MgOoL  bbgoobbgs  9x39dEBHIOH™MdoL  dggye©.  9HMO
©939IAHMO0L  godmygbgdom s godmzwgboll Mol Bsdo  [oMmBoGHadmeo  Imzwgbols
9905609000,  99330d0s  3sdmzmogbmm gl dozgMdmgds.  Ls3dom@  ImMLabgMbgdgos
©939JBHMMGd0L FomEH030 39OLOOL 453MmYygbgds, MMIgEbsg gsmgdom dzotMg dmmbmgbgdo
2309Bb09. B396 200535DMIM 259Mm309gbmo F9dbmerma0s, MMIgeoi 399m0ygbgds alvlBgdEo
399bob 3356¢ G0 9dmbggzomo MHobzol abgcms@m®mgddo.

B396 3035Bmdm OQRNG- U, G™Igembsg Lobsmerol bLmbGo fyodrm gosBbos s BmEH™Mbol
396965300 96 56 oMbl 5eBsMMBS MsbsdIM0s. 0Ly, BT gOHO BMEMBOL IEYMTsMYJMdS
bs oymls:

[0 >+ ]1>;

V2

39230005 9035603mm 0 30 o6 dmbs 50IMBgbs, bmwm 1 mv) ©s3e0390s dmbs. 56
335063 9M9LgdL  Msdgbo  FmEMbo  godm3z09gbgm. L3gM3MmBoEool  sfges  Fgodwngds
990009bs06Moc:
! [0 > +§: [c >
— aclc
\/E 1 L c 1

Lsog  Xorqlacl® = % 35005, 30M39W0 FIMOLIL 300G s 9O 35066 gMgLgdL
96000 gmGmbds  godmoygzos vy MsZseds. o s33oGEol  3m396M96¢ Mo
900M35M9Md0LMZ0L, BMEHMOBOL 3360l 5¢EdsMMdIs 0 ;v

pr(n =0) = e~la
9600 59 3930 BMEGHMBOL 3:360L 5EB0IMDsS
pr(n=1) = (1 — el

439wsbg 856GH030 00J95 303030 0, MMIobmzobsg pr(n = 0) = pr (n > 1). 58 MEOHIMWOLm30L
a = VIn2. bsbmO3ge 50MBIBHOL 5EBSMMBL 35093l 3obmbMEmO fyotrm, bosg YT = In2 =
0.693.
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3654303580,  39bgmo@Gmmo  3MFomdl  9n39dGMO  LsIMPwm  gmGmbos  Mogbgbg YT
©939JH™ODY, 1 989IAHMIOMO0m. BMb BbModsbols 9Ju@magdzos Mbos Fsdmzoggbmm, H™A 56
33Jmbgli 3domdols 3GmEgbdo 8039MdMYds. BMEGHMBOL MmO 50dMBgbolbm3zol, LosE dsmo
5m©9gbMdS N1 @ N2 -05, J5dMT535¢0 3609369 ™dss 1, ®v) N> 0 s n2=0 s 0 v n; =0 s
n > 1. 9909900, ®mM0 0s630dI3OIMo (356090  39MH0MEOm b MmMo 3539000
“JAI3909XYMBO0s. 31LMbMO0 FYsMmmlmgol, gl mMo3g do@ol 360d369wmds dgodwgds
dcbgls sedsmmdoo pr(n > 0)pr(n = 0) = e T (1 — e ™T). Jg9350 00GdMO dOFHI30L
LoBJo0g mmbx g doobs Byeros, Jog®sd yz39wsbso®o 3039MHAMgdoLAE Mog0lwygsEo.

95393GHMIOMBOL  QoLoMARMIGLYOEISE  J0Z9BMOM  gbgMOGMEMOL  95dmyqbgdsl, “MBgwos
30GH™boL godmgzwaboll 9909y 9O dg¢) 999mb3z930m doEL Ho®mBmddbol. sLgmo GHodobss
B0GH™Mbol  smgwol 33560 Ggdmbggzomo  MHoEbzgdol  4gbgmo@mMgdo.  owgdEo
390923900 ©094MBS X3MBJISQ, MMIWIIL3 05658500 5EBsPMBS 5J30. 53 dgdmbggzsdo, B396
092300005 258m30949bmm gm0 ©gEJJBHMM0 IMbs399900L 3969GMs300LMZ0L. B396 Tgaz0deros
9300Mm®  BmAH™Mb9dol  dmbzol O™, GmymeE  3356GMm0  d90mbg300m0  (33WSEO.
0960353930 BmGH™Mbol O™ Jgodwrgds sogmb M™ol d0bgds, dgjdboero IHoibzgwols
9096, MHMIgwoi 9mdsmdL  ©IAHIIGMMOL  35MOWgMo©. dmEgdmwo  s©0dmBybol ™ol
06@ 96350 3359193l M58gbodg doGL Mom™ s©IMBYboLlm30L. 53 3MMmEgldo dmzwgbgdo
3005MY05 IM30IOIWS®, 500l 3obmbMMo 3OmEglo [20].

3900bg930m0  Moabzol  foMdmgdbols LobJoMol  goleBOIWIE  AMOZ9BMOM  FobmIzgdol
Bo@oMgdol 500 s6DMmI0qd0sb 335636 LogM3980, FoRo0MI© BMEBHM™bOL OHMOm ©o
Loz Mo M9500880. BMEGHMboL dmbzwol Mol sBMIz0m, 30090m Fgdmbggzom d0GdL
OHMOL 0bEIMZ5eoL, At, M0 dMm39gbol 5dmBYbol F909y9®. OHMOMO Mg50d0l dgdmbzgzsdo
900 BoEHMboL A5dmgzwgbolsl dgaz0dwos ghmbg IgEHo dgdmbgzgzomo doGo doz300Mom.
30GH™boL LogM Mo G900l Fosdmygbadom, dga30deos dogommo dgdmbgzggzomo Moibzgdo
©9AHIJAHMO0L  FoBHEOESI0 35O Ms©. 88 gomEol  259tmygbgdolisl  »MIxmdglos

949965000905 305J30M0 3330056 MM, Mo U 2o3wgbsls sb bl 9EgdEHMMOL IMobggErols
Lbobhdstmgbg [21].

230999x md9YLGdMEo  LobdoMmg  g39bdoMgds  9MBg3BOL  4539mgdsd0, mv)  Msdgbo  BdoGO
3990Mm30949bmm  sM3owo  MH5MmEIbMdIOL  BMEH™MbYP0IE s dogzowmm  Fgdmbzgzommdol

o050 mbY.

6. 5boeo bsbgzMa mz30mEILEHOMIdOL dgom©O

390056030 99000b393000Mmd5 999d9gdgeros bMEwm 3wslogcmo dgdsbozol 3G mEgMGmgdom,
5d03™d 30496900 3MH03GHMAMOBOME 3OIMEHMIMEIBL. 3356360 G900b393000 g9gbgMo@mEmqdo,
9fymdomdol  LobmMmdol  dobgzom, Tgodwrgds  s0gmb  M58Ybodg  353JRME0S.
306390005 300 GgLEG0MJd500 QRNG, HMIgeroE 56 56Ol ©sdMm30090w)o IMfiymdomdsby.
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39 Bodol QRNG-ob 9306053 glmds M0l M30mEHILEGH0MGdOL F9gdmbgzgz0mo M30L9ds. FogMsa,
OHmamO3 Hobo, dobo g9gbgMsgool 8sB39693go doe0sh sdsos. MOy 3539pMO0S MO
9fymdoMmdobsh ©sdm30gd9wo 33560 dgdmbzgzomo MHoEbgzol a9bgMsdm®mgdo. ogo
d94dbogros  LOMEos  LsodgEm  IMHYMOOEMdJPOom  ©s  F9mdeos  dosefoml  Fowswro
396965300l LoBds®gl, mw dmfymdowmds LHimMs Mol ImEgeo®gdmeo. Fobsswdwgy
0900bg935d0, MMmEILsE FMHYmdO MOl dmFobsowdgagdo  53MmbEHMMEgd9b, Fgga0 SLIG
096905 890mbggz0m0.

00 M6 Joymdsl Ao9bbos, MHMYMEOE ©IIO0MO, 51939 L19MYMB0MO THoMggdo. MJSIMS©
2396bMM3090900LsL, MBOM  FoLOPYII0S  S300M®M  2oM3Z3)MEP0  FSBIBOSMIOEJOO S MOWI3
95960 bYH0BOE0MJOOL FgoMmEOL J5dm309gbmm. 36ogE03Iw0, FMYmdowwmdoliysb
©59M¥93000909¢0 3356@ M0 F9dnb3z930m0 MHo3bZ0L 29BgMGMMmGBdOLS s MZ0MEJLEOMYdSO
QRNG-0b 259600006900 0030090  bosbg3Mo@  M30mGHJLGHOMGOS®©  gbgMOGHMEL. 50
d9dombggzsdo  Bggb o6  30dbgdom  dowosbs  ©sdM30dMEo  BMfYMdOEMd)dDY.
9fymdoMmdobash ©sdmv300q09eo QRNG boliosmgds dswswo 3OHMmYYJGH0mdOms ©d
91%393GHMOMd0m,  ben 3000  GobBGoMgds  QRNG-U  gs9Bbos  LgMGHoB035300L
39000b393000Md0L MBOHM OO MBsBROMbMYDS.

B396 200035BMmdm bsbg3to M30m GHYLGH0Mds© QRNG-U, GMIgEog 59006908 30,
A9LGHM9dOLS S FMHYMdOEMBOLYSD MM 30dge QRNG-0b dologd Joboliosmgdegdl.

0300398G0MJOs 3356EHO 25698mTo, OHMIgeog d9ddbowos gOmMo BMEMBoL 3nwsmobszool
139603 B0oE0sdo IMTomdobmzol sGOb

CH >4V >
V2

96 Bobeno®movmen 9 mds®mgmdsdo

CH >, [V >+ |V > [H >,

V2

3356@mGo 9gdombggzomo GHogbzol 49bgeodm®mo  0ygbgdl aBbol gobdEHmgdol  36MH0b30390L.
3MOHO0DBIGMOHGO0 BMEHMBL 50% 5¢d3500Md00 dg396 MBWGdL MM F505MML. MYMOHOMES,
50 8990b3935d0 ©sdmMbz930L IM0Eb3gwo 50b0dbs3L LOYIEYgMTBOE B30 IMOGESE0SL.

90fgmd0@Mmdsdo sMmob FGgbGHocmgdol 9@30, LosE PoBMIZ9d0L 3Mm3gdGH0sb Fgg3s60¢0
90M3oMgmdol  LOHM  FHMAMYMOGBOSL  BMOEF09EEYds, MIMS  OR0bEIL 2X2  FoGOO3,
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OMIgoi S0HIOl BnGMbMO MO0 @Mbol LobEGHIL gomo BMEHMboLMZoL 6 vy 93543l
30GH™MbMOo  fyzoeol  dgdmbgzgzs, 9B9IGHMIO  mOYEBM0wgd0sh  3owdgMEGHol  Logdagl.
230Hm383900L 899900l dobgz0m, 3969M9EGHMMO 55351l Jglsderm dobodsgre 9bGHMM30sl
Ho, (), G®Igemois s®ol dmdbdsmgdarols s dbdgbgerol bog®orm damds®gmdol dobodsermMo
99gbodarm 9bGHMM305, S P 30 Y3gmsbg MoMgbos dglsdwrm dggagddo. 5ol 9909y d0Ggd0
23900593995 8990bg93000Mmd0L gL EHMIJBHMOYOL, OMIJoE I9EIBIMIMOMIIL MBGOM TmIeng,
0099396 3dMqd9e Jg8mbz93000 LEGHMOJMBL byerdobsfizmdo 9b@G®mm3oolmzob.

9 d9oom©o 2303936  0LYMO  MO3ILLIGIOLYSD,  Losg  Imfiobssmdgaql  gwyderos
399306@OMwmL  3356¢OH0  BEYMTMgMdS, 1s0EIBsE 30090 gbBHO™M300L, F650 Lobsd oM
39393939000  25609MmMHgd0m  goHmdzgdl g  BEPMTsMHIMISDY.  30MMO0M0  BHMIMYMIR00L
Ljmes  dgLobOengdemo by Bogmgzscrmm,  Mmd  gobmdoero  dmTsMmgmds
99656BMbadmEos  dmgwo  3OHMmEgLOL  gobdsgermdsdo.  sbgmo  M30mGHILGHOMYOS  TbMEM©
99D (3350 3300535DMBU.

AMIMyM5805 30535HDMmdM 9BGHOM300l Fgxsligdsll 08 dmEYwgddo, LowsE FobbMME0gEGdOLLL
dboemEbgwos dg3mdgdo b m3gMogool ML dgodergds dmbEgl ©oMmM3939d0. B396
3329olbdmdm, MmI Fg3mdgdo 56 bgds MsLsbm Fomdmgdeol asdm. gl dmEgero
om3m©agbowos mz30m GHgbBHoMgds QRNG, Lossg 339660 990mbggzommdol  gotrm
2396353939905 (39460360 bdsr®obysb dimension witness-ob godmyqgbgdoo.

_ |[p(110,0) = p(1]1,0) p(1]2,0) —p(1]3,0)
r(110,1) —=p(1|1,1) p(1]2,1) = p(1]3,1)

0300  BHLEGH0MJO©O0 336G M0 F9dmbzgzomo  HoEbzgdol  3gbgmO@GMMOl  3OMEMIMEO

w

990093905 58 6500xgOOLOYD. 306M39e Moydo, GHoMIds 9Judgm0dgbBo, Lowsi ImabIsMgdgwo
339 0B 3aMIsMgmds X-U s A9HBMIZs y, 300gd FggaL b. 3oL 909y, Imbs(3999d0©6
090dgds  353BMmIMmm  Asbsffoegds p (b | X, y) @5 W, dmfjdol 8608369comdols 99z3olgds
09230005. W 0dgg3s 0ol 0ol dqlobgd, "Ms9gbo  3356@MM0s"  ImdBogdoLs o
239HMd3900L  3m3d0bsGEOs. BgdoldogMo W> 0 930639690L, Mm3 Bmaoghomo asbmazs
3991053b93905 O SOBYOMBOL 3503390 33956EOO Fg8mbzg3000Mds, HMIGE0E Bodw)oEgdsls
00935  903560FMmm  godmbobmdo  sdsmMdy. G990 890degds  godmygbgdme  0dbsls
39000b393000Md0L 9JuBHGodEHm®do 993mdd30L mbol olaygbs [22,23].

3 BHgMboG0355 399633930 Md0L  3M0b3030L  A9dMYgbgds, Golo  Lodwmowgdom  bgdoldogmo
9065503929 BEmdL IbMmErm© 06xMOT>300L FgBOMOME MoMmEYbmdsl. §obs dgommegdols
abao3Lo, B3960 F0Bsbo o6 ML FbMmErmE F9dNb3930m0 BOGJOOL FodmBMTogz9ds, Toasa
M{dmbgdmwo Mbos 30ymm, MM gl d0EJd0 3MBBOIBEOSMEM0s (sOEIMD Qo0 90@g3L
o6 99mdeos  Bg9bo 056300 g3M™MdOL  o8909). 0509W0mo©, Y]  3MOOBMBE WG
390303506 d5Dsbg 3BMTs300 BMEAHMOBOL 3MEsM0DBsGOL BIbWsGMW FEYMIsMgMdST0,
30300900 50LMEYEHMMS© F9db3930m MOEb3gdL, oM IMfobssmdgag, MMIGELsE 593l
030mas 3030l dgmeg Bobg3z50-BY, 350890l BMLE 056300 I3OMBL, HMIol doMgdsi 0039
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230HM83900056 Jga30de0s. gl Fgodergds 0gmlb Jobomgdo  3MHMYMmHTGOOLM30L, OMYMOOES
LodMEo30s,  FogMsd 0306 by  0dbsl  sgowgdMmo  0bgZM®Is300l  ogmbazs
36033M6M5530500.

B30b6 89330d0s 459m30949bmm B0l MEHMEMdgdoL 35M0sbEH0, CHSH gm®dmwmomgds. m®o
9fymdomdol 45Bmdz000 d930LHog3wom gobmIzol 3MmMYEs3E0gdL s 4ob3LEBPIMIZ3m MG
33WO©L X S Y, MOMMIM0 NONMI)0 IMfigmdommdol;m3zol. gl 33weEId0 0©gdl MG
3600369 mdsls, 0 s 1, Mg 99L5059905 MO MMM Q5BMIZoL FMOL 5MHBY35bL. MO39 LyBMDo
9mfymdoEmds  0©gbGHMMos. X 3mb6x80aMms30sdo  a5Hmdzgd0  0dggzs  a-bl mOMBd0m
3600369 mdsll 5 y- 0 39BLEBEOZOWMWO gobmdzs 0dwrglzs 99l b. B39b 33506¢3)9Mglgdls
3MOHg5300L BMbIE0s, HMIGE0E 2960LsBPZMYds 9dgabsoMma:

]=Z(—1)x'3’[P(a =b|xy)—P(@ = b|xy)]
x,y

Lboosg P (a = b | xy) @5 P (a # b | Xy) 560l sqndsmmdgdo, Mdmd a = b sb a # b, GmEgbsg
390539 BHM9o0 5OOL X 5 Y. BJooLEGHWOO MISMOO MJMOHO0LMZ0L YmM39wm30L  bos
303m3mm I < 2, 6Goysb BgoobdoghHo 60d3zbgarmds  2-Bg  dgBHo  BoDOomgIL Mo
MO MOMdSDY [24].

090l MmbsLieOMdOL  Tgbogaligdems, gb  9dudgm0dgbGo  Mbs  BoBoM©IL  n-xge.
00MMYMN0 (X, y) 33Hmdzs Ho6dmoddbgds 0©IbGHMMO ©d ©9dM¥Y300090GI0  SEIBINMOOL
3obsfoergdom P (xy). n-ob Lodmermm 958mdsg5¢0 bGModmbo sGol r = (ai, bi...; as, bn), ©d
89853500 8 = (X1, Y15+ Xn, Ya). I 30 CHSH 6300l 99935L989¢005, Hmdqmogg 3560LsDm36m9ds

990009bs06Mo

-1
T=-3 (-1 [N(a = b|xy) ~N@ # b]x)/P(xy)]
x’y
Losg N (a = b, xy) 500l GoEbgo, M58gbxgH goobmds (X, y). 89093900 a s b 50dmBbs n-ols
A&meo. N (a#B, xy) 2560L5b©36M9ds Abs3Lo.

7. qols33bos

B39b0 sbogo 335630 dgdmbzgzomo MoEbzol 3969Gms@GmMmol gsdmygbgdoom dglisdwgdgeros
95393GMOs©  FoMdmgdbsl T9gaod0@BHo 96 2008030 LoBJstg. Bzgbo g9bgMsGMmGmo  gdysegds

dmbgwolb  OMbY  ©oxdbgdmer  QRNG. U5305m©  989IGHIO0s,  MoEPb  0ggbgol
©939JBHMMGd0L JomEH0g 39MLOSL, Lszdsm dzotg dmmbmgbgdom. sbogw QRNG-U d9o9deros

96»BY 99 990b39300 doEOL 983G POMMGME BMEH™bOL 5dmBBOLLL.

d930LFo3wgm  5MLbM  FMHYMBOEIMdGIMSE  FMTomdol  3396FGH OO gBgdo.  30MH39Ws©
399650 Bgdos QRNG- ol m30m@HLEGH0M9d0lL  dgomo, 9999y 30 IMfYmdoEMmdsbHy
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59930009090 33560 90dmbggz0mo MoEbzol 4969Gmo@EMmMgdol sbserobo. ysbgzobowgm
3396360 bgOGHOR03s300L  bbgoolbgzs  g3m®dgdo. 58 dgomgool  Logmdzgueby
39000535H900005 339563¥M0 LYOEHOBOIS300L B0 TJNMO.

9L 3900MO 8999995390900 IMFYMOOEXMISHY ©IM3009dJ0 39696M9GHMMGd0m, HMTGE03
049690l 339563 MM0 gm0l Bbgsslbgs  sB3gdBHoL  bogargds 93536  9Ju39MH0dYbEH

A9LGHIOL, MHob 9IRS E BYdS MBOM T9)HBOMIO LIOEGHOBOE0MGdS MBIBOHNBMGOOL MRO®
9mMbgdEo ©s33909000m.
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