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ABSTRACT. Hardware-based security mechanisms are becoming increasingly popular, but implementing
these mechanisms correctly has proved difficult, thus undermining the root of security. This work introduces
an effective way to formally verify important properties of such hardware security mechanisms and,
consequently, determine the optimal mitigation strategies for each particular use case.The goal of the research
that is reported in this paper was to understand the weaknesses of hardware-based devices and related software
systems, in order to improve the necessary security mechanisms. The goal of the work is the creation of modern
recognition system to identify hardware-based vulnerabilities and provide users with corresponding
recommendations. This paper describes an integrated software system that analyzes the potential security
threats that may affect a certain hardware-based system, and consequently suggests the optimal solutions. The
result of our research is prototype of the system, which is able to collect information about modern hardware-
based vulnerabilities and provide user with corresponding recommendations according to concrete scenario.
Controlled test of the system was made in the frame of the research. Furthermore, in order to optimize the
usability of the reports that the system generate, and the end users overall experience, the algorithmic core will
be complemented with relevant machine learning elements. Thus, dedicated analysis routines will analyze the
data that is stored in the database, also considering the newly entered data, will combine the available data and
eventually add the required supplementary data to the database.
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MMIgoi  290mf3gmwos z - o, 9godergds ogmlb  FomBmpagbowo  gMbdzoom  aolsmdol
3609369cmdoo k*.

L(k™) = fir(p) + € (M
3630 firr ©0M3I0EIOMW0s JMHO3GHMAMIBOME SERMM0mMIbY s MYo0bD300l IgoMYdHY
36MHMyM3dMe s 339M9@ OO MB3geymz3sdo. BMbEo0sb hbpgds dgamdol & HmIgwos
bdsmmob (33o©L HoMHIMogbl s MOl ITMM30JdJEO.

8903539090 LolEgds
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Product vendor
Choose product
Software version

Choose user level

b 6. LolBgdol 0bEHgmrgolol bsfowwo

LobGads, MmIgerog dgdvdsgs 33eg30L GoMagddo dgyzsboero Bmbsggdgdol Logdzgu®y
bgbl  535M0G MM MBOHMBZYYmGBIBY ©IRMABIOMEo BJgdgdol MLsgmmMbMmgdol ©mbol
©50965L. Abgaglio Godolb dgxsligds 8godegds dmbgl Mrmym®E Losmaolyg, sLggg 0bMLEMOW ©s
IoT go6gdmdo. HoMdmpagbowo LolEgds s@ol dgddbogo web 53035300l Labom, HMIgEos
3039005 00 §gsmrmlb dmgerom (open source). LobEgds Mogzol Fgxzolgdols dgmmgddo 0gyabgodl
139(305W0HOMYOM dmbs3gdms dsDYOL, MMIWddoi 0bsbgds 0bxzm®mTszos Msbsdymmazg ©s
39H95¢OH0 MBOGOHMBMIOOL 3MIMdGTJIOL S 093ILHTGOOL Tgliobgd. 53 3EoEBMMTZdTo dgol
obgmo  MOHglmeLgdo Omameogss AttackerKB, CVE MITRE s ExploitDB. Lol@gdsdo begds
Bg0mombodbmmo 35Hgd06 g MHo s 2obsbgdso 0bZMEMTs300lL dormgds. LolGgdsdo
0mbs399900 bsforrgds ®59qbody 3939ammool dobgz0m: 535M9GMMME0 MLIGOHMbMYdIDY
05303bbAoL  39dBH™MYd0, sbogro  LobvlEggdo sOLYdIME  3OMEMIGHIOTo s TMFYZEEMdS
LoLEBHYTGOOL  2obwYsbEradgE 39MLOYdT0. SOBIBdMEO 0bBMMTS300L TMTsz9d0L Logwdzguwby,
LobGadol JogH bgds dgLedsdolo Mg3mIgbwogool 4o3qds.

LobGgdol bsdmdsm d9dsboBdo §83wd6gds 0bRMMTs300L FMYMM3gdL 3MmBIMYGHWIWO 95356M5EWMEO
MBOHMb3gymaol  dobggom. gem-ghmo  Y39weDy  3Mm3MWEMH IO 053©sLbIJdIOL  GHodo
3350M5@MMm MHOHMB39wYMBIBY 5M0OL .. 33900 sGLOL (side-channel) msgslbds. 33eg30L
RoMagddo 99Jdbogn LobiGgdsl 5Jgl dglodgdermds o9 EObML 439MEOMO SMbOL  Fosgmbas
LMo JgEIR0m z. 9B 295mb3zs 89odegds oyml Homdmygbowo gmbdsgool Labom HmAgol
3BogdoL 3608369 mdsy k¥, LoLEGISL FguydeEros Fgog3abml  gogmbgol dglisdwrgdgeo  mby
d9Lodsdolo 350539EHMIOOL 458MmYgbgdom s bdsm®mol IBMM30EIIJO £ (33¢C5OM.

890092900L 3s6boengs

330930L BoMgddo, dmbs d9ddbowo LobEgdol dgdmfidgds bgswolbgs Imfiymdowmdgdby s
3996035B9 mOH0gbGH0MYdME 3GMYMTN 3eo@BMMTGODY, HMIgdo Lbgoalbgs mMasboBozosl
93799360b. EGglBoMgdol 39M0MmEo 0gm mmbo m39. 5960y, BOMMWTs MmMYS60DI309d85 mgzgdo
gombge  458mbEIgL 93060  LoLEJIGdOo, Moms Fmyzshm©mb  Fmbo3gdgdo, MMIgdos
3304090905 MLIROMbMGdOL  EMBOL  2MBNMOJLJIOL  MZoELsBGOLom. TMfigmdowrmdgdo,
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HMIId0E YM39wEeg 359moyggbgds bbgealibgs mMmasbobsiogddo Lbgswalbgs dobbydolbmgol,
L3 BGYLGHOMYOS bgds HoMmdmagbowro LobGHgdol gsdmygbgdoom. s3M0Ys®, 0yo FosdMoygbgls
©MgA0LEAMOMJOINYTs MMABO0DH30gdTs s TgaMmggdayeo dmbszgdgdol Logwydzgwwbg dgogdbs
93009b530900L LEMEO Bos, MM LOBMIHBMMIE SOOL FoMIm®ygboero LyMmocmby 7.

RECOMMENDATIONS
PERIOD

M Hardware problems B Configuration problems
Outdated wireframe

n o
0

in © 4 ~ ﬁ
o o n
1ST MONTH2ND MONTH3RD MONTH4TH MONTH

e 7. bLo693MmIgbs30M 39MH0MOO

3936003900 dmbs3gdgdo gbgds 300gMLIGRMMbMGBdILMD ©35300M9dwo Lsdo 5@ gaM™ool
3O0dEgIsl: 535M0BHNMMOL 3MrMdENgIgOL, 3MBBOAMMHE00L 3MMdMIIgRL s dmdgzgegdme Jiguw®
LEAHOMIGHYOIOL. 5TIM0YO®, 50IMBDbEs, MMT MLITROMbMGOOL Y39wsby o3 EILgdo Ls3ombo
9bgdMmEs  935MOGMHOL  SOFME 3065308 MM0300L, Godsz dgodwrgds dmdsgsedo  LMoMmbHBYIEo
36MMddgoo  35dmofigomlb.  Fglsdsdolo, hsOmWE  MmGYBboBE0gdL  Bogfimmom  Fglisdsdolo
930396530 g00.

9L 30330vEH9OEo 93b0gMYdOL MMM S 365JEH03580 LEIBIM B0 3MO3EHMYMIBOIEO
3EMOH0mMFJO0 MBIBOHNHM® 03¢ Jeslin3 MO 33309 gMFOOL T9gEg30LYsh. bobsldom Mbos
5006086Mmb, M 535M5BHMMsDY ©x3wdbgdmE A439MHOMO sMbYdIOL T93g3qdds Fgodengds Qogmbml
0653mM 35305 Goxm0obL Tglibgd. gl Mgl 30330EIMwYe d93b0gMgds30 OO 3MMdENYTss. LoliGgdom,
MHIgenlog 99 33¢0930L BoGIRYEqdT0 300535HMD, 53 3OMBEYIoL Jm350Mgds F90dEqds. 1sbsdgMmagy
3979603509 09139369390 LobEHIgOOL STMEEMBOL LobETs 0ggbgdl sHoer JoyMdsly 3HMdEgdol

230L3bOOBIIWI©  3MB3MgH Mo b3gbstol Loggmdzguwbyg. sbogro Foymds 0ygbgdl bmdo
39960396 9mfgzeomdol  dmbsggdms  BoBYOL, Ao9bsEBYdMo  LobGHgdol  dMTsmgmdOL

239035¢00b{obgdom.  BHgdbozme BBy Ixzmdbado  Lbgsolbgs  dgBg3900  Fomds@gdom
bmME0gwgds 00BbgLOL, FsbsmEIGOOLY S B0bBLMmO LEgMmgdol 3bmdowr LolEgdgdbys 3o. gu
3odBo  mebsdgmmzgg M93mIgbsoogdol  LobGHgdsl bogogrw® @ OB  LOEYIE0LMD
F9LodsToLMBdST0 5d303L. gl BodBgL, GMAT Fomzswolfobgdmwo doymdol Lsgmdzguwbg, IMegow
MmO560B300L, HMIgEoE FFomdL b3sElbZs J0TsMHMMEgd0m, 8gmdwns dgo3Lmb MBsgOMHMGdOL
bs639D900 $9db03me LobGHdgdHg s, FgbodsdolsE, 2osHBO®OL Foo MLOsFHNbMGdOL E™bYL.
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93m09bo30900L  LobEGgdsdo  d98mygbgdmmo  dgomEgdo  §adgamgds  3MedBHogme  bsgrobol

00M3q0Ls O 33N dmbsgdms dsHgdL. b BodBHo M93mIgbsEogdl Tglodsdol o

LOLHGYJIML BEOL HMAMEF LodmErme F,mdbTsOHGOLIIOLMZ0L, 53090039 MMREODIF0JdOLIMZOL.
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