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ABSTRACT: The use of smartphones has wisely evolved in the 20th century. Many people
all over the world can connect to their smartphones in a variety of ways. Some invaders are
leveraging the power of the rapidly growing smartphone usage to Developing rogue Android
applications to steal handsets' sensitive data To address these grave issues, a malicious program
that is both effective and efficient is required. Numerous malware detection programs have
historically been built, but some of them are not able to identify recently developed malware
programs or programs contaminated with different Trojan horses, worms, and spyware. The
software for detecting fraudulent programscan be enhanced especially thanks to ML
algorithms.

The system uses ML classification algorithms like Support Vector Machine (SVM) to improve
the malware application detection in the proposed system. The proposed ML classification and
fusion algorithms will improve performance metrics like the accuracy of malware application
exposure and decrease the complexity of the detection process. The suggested approach
integrates detecting software with a training application that users can install on Android
cellphones to flag hazardous activities when they are accessible.

KEYWORDS: support vector machine, ML, Android Apps, malicious

1. INTRODUCTION

Smartphone usage has been gradually increasing in recent years, along with the growth
of Android app users. Given the rise in Android app users, hackers are developing
malicious Android apps as a tool to steal sensitive data and commit identity theft/fraud
on mobile wallets and banks. Tools and software for detecting malicious applications
are widely accessible. However, to deal with and handle increasingly sophisticated
harmful apps developed by intruders or hackers, malicious application detection
systems must be effective and efficient.

In this project, we created a strategy for detecting anomalous Android apps using
machine learning methods.

We must first generate a dataset of previously infected applications as a training set.
Then, using the Supervised Learning method, we must compare the training dataset
with the trained information to forecast the malware Android apps up to 95.2% of the
time.

1.1 Machine Learning
Machine learning is a study that involves feeding data and knowledge in the form
of observations and in-person interactions into computers so they can learn better
over time and autonomously. The goal of machine learning is demonstrated by the
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aforementioned sentence. The main thought behind machine learning is to give
computers knowledge through data so they can interact and observe the outside
world. Machine learning is a subset of machine intelligence. It will let the computer
learn and prepare itself to carry out numerous tasks much like a person. In machine
learning, there are so many different types of algorithms that can be distinguished
based on how they learn or by similarities in their design or functionality. The
following variables are present in all possible combinations of machine learning
algorithms. This is also the fundamental idea to comprehend the field. The variables
that aid in comprehending machine learning principles are representation,
evaluation, and optimization. To help a computer learn, representation is a
collection of classifiers or machine language. Finding a scoring function is done
through the process of evaluation. The final search optimization technique is
frequently referred to as the classifier with the greatest score. According to the
aforementioned metrics, the primary goal of algorithms is to generalize beyond the
training samples themselves in order to obtain high-quality analysis data that has
never been used. Although there are numerous distinct and various ways to train a
machine, from employing

We must choose the best learning algorithm that may improve performance and
provide us with the correct accuracy of the clustering to decision tree, two layers of
ANN (Artificial Neural Network).

outcome. Because of their computing capability, reading machines are frequently
helpful to humans. where computing forces can quickly spot trends and even
highlight the key

features in a massive data set that humans would have otherwise overlooked.
Humans frequently utilize machine learning to enhance their problem-solving
skills, and many systems employ it to develop educated advisors on a range of
issues.

1.2 Mobile Malware

Mobile malware is malicious software that targets mobile devices, especially
wireless smartphones and Personal Digital Assistants (PDA). With the rise in
popularity and complexity of PDA networks and wireless mobile devices, it has
become more challenging to maintain protection and security from electronic
attacks like viruses, worms, and other malware. Malicious software, commonly
referred to as malware, is intended to attack a mobile device, such as a smartphone
or tablet, in order to harm or interrupt it. The majority of mobile malware is made
to compromise smartphones, allow criminal users to remotely manage them, and
steal the user's personal data that is kept on the device.
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All of our contact information as well as many other entries on our smartphone
could be accessed by or deleted by mobile viruses. It could send an infected SMS
to each and every phone in your contact list.

call directory and grow on your side over the network. Fraudulent phone bills,
obtaining unsuitable content, and losing highly essential data that is saved on the
smartphone are the top three issues that worry mobile consumers. Mobile devices
have historically been utilised primarily for the programs that are built into them,
or more recently, for malware that has been put into smartphones. As the demand
for apps grows, hackers today insert several malwares inside applications. Once the
programme is downloaded and installed on a smartphone, the malware runs and
fixes itself to the device and may transfer a lot of personal data about the user
without their knowledge or consent. Malware in applications has grown to be one
of the biggest issues facing people today.

2. APPROACHES RELATED TO MALWARE DETECTION
The earlier research studies examine malware detection in smartphone harmful Android
applications. The many methods for detecting malware are covered in this section.

A simple yet effective method for malware detection that specifies the Android APIs
sub-set as classification functions was proposed by Jaemin Jung et al. in "Detecting
Malicious Android Apps using API's Popularity and Relationships" [1]. The number of
APIs utilised in an app is its feature because it depends on the use of a number of
Android APIs to achieve its main goal. Their methodology creates two rating Android
API lists: one for safe APIs and one for dangerous APIs. The most often used APIs by
good applications are included in the benign API list, whereas the most frequently used
APIs are included in the harmful API list. If the number of inverse values based on
benign apps is more than the amount based on hazardous devices, they conclude that
the device being offered is fine and determine whether the gadget is benign or harmful
by comparing the two numbers. They will then presume that the presented system is
malevolent. For the detection of Android malware, the suggested technique obtains an
accuracy of 87.35 percent to 89.93 percent. However, it has a low detection accuracy
and cannot quickly detect freshly developed malware. Android Malware Detection
Using Parallel Machine Learning Classifiers, Suleiman et al., [2]. Droid Fusion can be
used with both ensemble learners and traditional method students. They recommend
using algorithms based on four rankings to combine the learners. The methods are
utilized to provide a finished, better classification model for Android malware
detection. A fusion classifier strategy that frequently focuses on multilevel architecture,
the results of a Droid Fusion performance comparison with layered generalization. This
is utilized to enhance the algorithm as well as to employ an ensemble of the algorithm
and random forest learning.

It is challenging to identify which harmful or recently updated software is present. Their
algorithms are becoming more complicated. "Pin droid: A revolutionary Android
malware detection system employing ensemble learning approaches," Idrees et al., [3]
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They employed features like permissions and tries to enhance performance
categorization and train machine learning models. They started their tests on a variety
of device samples by contrasting the results of different algorithms like decision tables,
decision trees, and random forests. The decision table, MLP, and decision tree
classifiers were then combined using two different approaches. The algorithm is
improved using this application, and efficiency is also improved using ensemble
learning algorithms like the random forest algorithm. It is challenging to determine
whether a programmer is recently updated or maliciously produced. This is not being
used in a real-time environment. "Feature Selection and ensemble of classifiers for
Android malware detection,”" Coronado et al., [4]. For the committee, they proposed
and investigated a hybrid classifier strategy based on random forest and random group
classifiers. In their method, a task that creates a model Meta ensemble incorporates
random forest. For efficiency, learning methods like random forest algorithms are used.
less training data sets were used. This is not carried out in real-time settings. Malicious
programs that have just been updated or created are difficult to identify. "Machine
learning helped Android malware classification," Milosevic et al., [S]. The tested
classification fusion methodology based on Android permissions and source code-
based analysis with static method is mentioned in the study. They employed classifiers
like JRip, JRandom Forests, and linear regression. However, the experiments only
employed a small sample of data.

The JRip method is applied to classification fusion in order to better both the algorithm
itself and ensemble learning algorithms like random forests. This system does not
operate in authentic. With a machine learning approach like SVM and L2 linear
classifiers, Lindorfer et al., [6] "MARVIN: Efficient and comprehensive mobile app
classification through static and dynamic analysis." This research examines a thorough
and effective classification of mobile applications. The system rates the likelihood of
malicious activity in a scale from 0 to 10 for various untested Android applications.
Despite employing an efficient algorithm, they were unable to produce an exact result.

3. CURRENT MALWARE IDENTIFICATION APPROACHES
Many Android malware detection technologies have historically been created, but some
of these solutions are not able to identify newly created malicious applications or
malware applications that have been infected with different Trojan, worms, spyware,
etc. The detection of several harmful applications among the millions of Android
applications is still a difficult process when done the old-fashioned method.
Additionally, in the current system, non-machine learning techniques for identifying
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malicious applications based on their traits, traits, and behaviours have been created,

although the accuracy of diagnosis is still low.

3.1 Issues in the Current System
The detection of several harmful applications among the millions of Android
applications is still a difficult process when done the old-fashioned method. This
demonstrates that the technique for Android malware detection [12] using popular
ML algorithms like random forest, K-means, does not accurately detect any other
new malware. However, only detection was unable to show us how detection
functions in a real-time setting. As we all know, the real-time view is crucial for
giving us an authentic perspective of the software that has developed over the course
of detection with the provided datasets, but when it comes to a real-time mobile
device, it should be able to gather the datasets and identify malicious applications
on its own.

4. MACHINE LEARNING CLASSIFIERS FOR MALWARE APP DETECTION
Classification techniques, the Support Vector Machine (SVM) system, is used in the
proposed system to improve malware detection. The suggested ML classification and
fusion techniques will effectively enhance the detection of malware applications and
will improve performance metrics like the accuracy of revealing the malware
applications and reducing detection time complexity. The suggested approach
integrates the detection software into a trained application that can be installed on an
Android smartphone and can identify dangerous applications in a smartphone user's
accessibility from the beginning. The benefits of the suggested system include its
reliability, ease of identifying newly updated or created malicious Android applications,
effective and efficient detection, an increase in accuracy for exposing Android malware
applications from 95% to 99%, and a decrease in time complexity for detection.
Additionally, the system covers more program privileges so that we may find malware
even in unexpected places. The original view of the software's method of machine
learning is provided via real-time application.

Implementation Diagram

At first stage, we provided apk samples to check corrupted apks and comes pre-processing to
Extract Permissions. After extracting Permissions, we began to find 409 permissions whereas
SVM/DEEP learning is used. After that Training and Testing was performed. Then it goes with
Classification Algorithm and Detection results as drawn below.
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SVM System.

It depicts the data classification and fusion system procedure. Fusion of classifications occurs
in this module. To improve prediction accuracy, two or more classification algorithms are
combined in a process called classification fusion. Most frequently, very accurate classified
data are used. Due to the fact that we are utilizing algorithms—SVM. Therefore, by using this
approach, we are enhancing the accuracy of the detection of malware from 95% to 99%, which
can efficiently and effectively detect the malware in an application. The SVM method is a
method in that fusion, where here each classified result from the algorithm is taken and by
means of the SVM () the classification algorithm with high accuracy and consistency is voted
and a further percentage of accuracy is drawn. In many existing works they have considered
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ranking method whereas in our case we are considering the SVM method. By means of this
SVM the detection of malware in real time is also increased.

INPUT
Mobile Apps MALWARE DETECTION

MALWARE Detecting APP
(ANDROID APPLICATION)

Malware Detection

The malware detection module procedure is depicted in, the real-time view is crucial for giving
us a fresh perspective on the software that has learnbeened through dataset-based detection,
but when it comes to a real-time mobile device, it should be able to gather the datasets and
identify harmful applications on its own. Therefore, in our suggested method, we are
integrating the detection software into a training application to install into an Android
smartphone and identify the malicious application in an original view for the accessibility of
the end users. The apps display the malicious and innocent scores for the app; if the malicious
score is higher than the innocent score, "POTENTIAL THREAT" is displayed; otherwise,
"SAFE" is displayed. Here, the malevolent score is determined by averaging Type 1
permissions, while the innocence score is determined by averaging Type 0 privileges.

Performance Analysis

Performance Evaluation
The efficiency of several categorization modules is shown in the aforementioned. These
modules are improved and studied to produce effective results by comparing with the current
and suggested techniques in the detecting attacks, such as:
Malicious App Identification Efficiency
Malware detection speed allows for quick and accurate identification of malware applications.
With the suggested algorithms, such as SVM, detection is accomplished successfully and
efficiently. For quick and accurate malware app detection, it covers additional app permissions.
Effectiveness of Malicious App Screening
Malicious detection accuracy demonstrates how each everything change's accuracy affects our
ability to recognize malware apps. Methods based on machine learning are more trustworthy.
The data fusion concept also improves the accuracy of revealing the infected application.
Malicious Software Detector Period
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The length of time it took for an application to identify a smartphone's malware app is provided
by the malware detection time. There is less time complexity for detection. The classification
fusion technique improves app detection performance and speeds up the process.

5. EXPERIMENTAL EVALUATION

The suggested solution integrates the detection software into a training program by installing
it into an Android smartphone using the Android Studio IDE and detecting the malicious
application in a first-person perspective of the end user accessibility in smartphones. The
malicious score and innocence score of the app are displayed in a safe real-time application,
which displays "SAFE" if the malicious score is lower than the innocent score and
"POTENTIAL THREAT" if the malicious score is higher than the innocence score. In this
case, the malevolent score is determined by averaging Type 1 permissions, while the innocence
score is determined by averaging Type O rights. By computing the entire permission score, it
will also display the app's overall goodness %. The application is now prepared to find any
malware that may be installed on smartphones.

Android Malicious Application Detection SVM, Version

The number of Malware Apps Found Compared to the Number of Mobile Apps Figure above
compares the quantity of legitimate mobile apps to the quantity of malware-identified apps. It
also demonstrates how SVM, improves the accuracy of malware program identification. The
SVM has the highest accuracy in the Neural Network. The analysis shows clearly that the
number of malware apps identified has been in increasing numbers with the SVM algorithm.

Positive Actual
:?j Positive Negative
S 1480 8
& Negative 7 360

Figure. No. of Malware APPs identified Vs No. of Mobile Apps

Data Accuracy (%) vs. Number of Malware Apps Identified

The amount of malware programs found about data accuracy is shown above. This graph
displays the SVM algorithm's data accuracy for identifying all malicious apps. The Positive is
regarded to be the data accuracy in percentage and the Negative is considered to be the number
of malware applications found for all three methods, giving us an accurate result for detecting
the proper amount of malware apps with high type 1 permissions.
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Data Accuracy
The accuracy above displays the performance of each classification technique, including,
SVM.

SVM vs Neural Network

Figure. Data Accuracy
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CONCLUSION AND FUTURE WORK

One of a user's primary sources of income is now a smartphone. A person's complete details

and data sources are now available on his or her smartphone for everyday use as smartphone
usage grows. In that situation, an outside intruder could learn a lot about a user just installing
the malicious application in the smartphone, making smartphone security one of the day's
biggest issues of the day. As for as Future work is concerned, we can increase Neural Network
accuracy from 92% which would be a great addition.
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