Scientific and Practical Cyber Security Journal (SPCSJ) 7(4): 52 — 59 ISSN 2587-4667 Scientific Cyber
Security Association (SCSA)

300960MLsROHMbMYds s 535009001960 lsgdEmMo

3500096 Lgobody!

oMM 3050390 Mmdol @MdEMGm0, 80BbgLOLS s 3HgJbmEma0gdol »b039MLOEYBHOL SBOWOMmYGdIYWO
36OHMBGLOOO

M9BM3g: LY MBROM FHIOEPOS J0BYIMM530BTJBOL LBSEGHOLEG03MMO 5B3969d9wo s 35396MgdoL
b MR3O™ o 06@YIMHgLL FoMdmoagbl 5350098090 bgdBHmMo, LbgsIlbgs Lobol Ladggbog®m -
330930000 (39636930, 0379 WHOMOHBHMM0900. 5350)F0ME bgdBHMODY 3009M053LLIGOOL T3S
d0Dsbl oMo bl LBEMPIbEHYOOLs s MsbsTIOMIGOOL oligmo 3gMlmbswmo 0bxgm®mTsE0s,
MMAMO0355 500 FoLsTMMYO0, BHJEgBRMbol bmIM9do, LmEosw Mo MBsgmmbmgdol bmdmgdo,
Lodob3m 969000900 s BobsbLmHO Em3MIbEId0. 535009d0MM Lgd@MMTo sMOL bo3doMm© OO
9mEm@mdol dmbszgdms 35Hgd0, MYbo®ToBsm0o Loxs®m 0bxzm®mTo30s, Losa GgEol 6> FsOGHM
396OLbMboemEMo Imbs(3999d0, M3 890degds 00g35L MROM FgMMHgbsMolbMm3zsbos, 5339 0 6oL
0683mEMTo300  bb3oslb3s  Lobol 33093930l Tglobgd, 93 3393900l  Fggagdol  dglobgd,
306360930 3301939930 3OME3gLOLS S BJuBHOMIOOL Tglsbgd. 53 3030l 06RMMTs305 LoloMYIIWMS
Lbgoolbgs  d3994boll  dmogmmdgdobmzol, MHMIwgdoE 09305600 LosbzgM3zm  LodLabwEqdols
15399300  bdoGsE  8035(I0356  30dgOHR5TMTMBL, BommmM3z0L  LEobGHIMILM  0bRMOTs300l
dm3m39ool  doBbom, o3 Fgodwgds  gbgdmgl  Lbgsslbgs  Lsbol  Ggdbmermyon®
39050943930 gdgdl, omfig390Ls 0¥y 49dMAMbYdJAL. 535009800  LgdBHmMo s  dsldo
3996000056900 39300 gMHM - 3393010 396EMJO0 O CSBMMIGMM0YOO 5G056 30d9MTEHI3900L
Lod0Bbgxd0, MY 0 sOLYdMEO MBIMT>BIMO FMEIEMdOL IMb(3999d0 SMOL Y3390 S

©OMYOEO0.

153356dm Lo@GY3900: 3009OLOIBOPHLMYdS, 3OO0EH03MNWO 0bROLEHONIEBHOS, 336930000 396¢OJdO
Q5 WHdMOSEHMM09d0, SQLI, 30dobyo.

ABSTRACT: The statistical rate of cyber-attacks is increasing, and the academic sector and various scientific
research centers are of increasing interest to hackers. The main objective of cyber-attacks in the academic sector
is to obtain the personal information of students and employees, such as addresses, phone numbers, social
security numbers, bank accounts, and financial documents. in the academic sector, there are quite large
databases, and huge public information, which includes not only personal data, which can be said to be more
secondary but also information about various types of research, the process, and testing of their results. This
type of information is useful for governments of various countries, who often resort to cyber espionage to obtain
interesting information that may relate to various technological solutions, achievements, or inventions. It can
be noted that the academic sector, scientific research centers, and laboratories are the targets of cyber-attacks
because of the huge amount of data that is vulnerable and valuable.
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30G030L LHm®o d08sOmmvgdom 9990995390585 s 3OHM3gLOL BHmO ©s3gad35Dg. ym3z9wogzg 9
dmombmgli 3089MMBsBOMLMYdOL F0TIMMNIWIOIOD  3Z39WOGOBOVIO S FIAMEEOW 5SF0BME
G9LOLL, B3 P30l FbMOZ 300306 353806005 Fobs0IdOL LOLEGISLb.
30096MBsBOMbMYdOL  Fglobgd  2sbsmegdol BOEOL bgwrdghymds s 36MmdogMgdoL  ASBEO
93946900Lm30L 0dE9hs© 3MH0MMOGHYHW ©s 3603369wM356 B30I GISL oMo qbL, BMI
ol 39935600 5OOL MOoMMGMEo 39960l 30BIOMLIGHOBMYIOL JHMZEE LEGoE)H0gd30°. 53
dbcm03g 5OE LOJoOMMNZIWMU ,,300960MLsROMbMYdOL 2021 — 2024 Fargdol gBmzbrmo LEGOMoEIH0s W
L53MgdgE™ 29335 5MOL godmbsozeolo, byss IMEgdEwo JodoMmMIEgds B3 B0BsMMEdIOMD
9605 dmbligbogdeos MHMyMO 3 9O - OO J0MOMSEO J0BsMHMNgds, 39MHIM:

1. 33935 5 565¢00%%o0;

2. 153>MOOWGIMH030 d3BOL T99) 53905 S LOVIEXYMAY;

3. 303960LogOMbMIdOL LEgHMIo FglodegdEMdsMs J9B6300056M90;

® GUIDE TO GOOD GOVERNANCE IN CYBERSECURITY, DCAF Business and Security Division, Directorate for
Security Cooperation and Defence (DCSD) of the French Ministry of Europe and Foreign Affairs, 19 January,2021
https://www.dcaf.ch/sites/default/files/publications/documents/CyberSecurity Governance ENG Jan2021 0.pdf
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4. 15BMy500MgdM030 36MB0GMIIOL 5350egds S Bogs6BsbsMEgdM d5BOL 8gddbs;
5. LogH5dMOHOLM 1565dTOMAMDS.

65 500b0dbml, HMI LEGHMEJ09OT0 F9BsMEIGOOL LFGHML sbobgs oo 9639690L J3994bgdol
O 0b63HIOLL 296530005MMb 530560 3039OHMLIROPBMYGOOMO TglodEgdEMds, MOE 30MEISOM
393906305 3OMAIBOMIXI0 S 335WORO0GEOMO0 55d0sbMM0 MHYLOLOL sOLYdIMBILMB. 5937 (3939
50LB0db305 0l oM YdSE, MM LEHMIFIR09dd0 IMEJIFMWO 3089OLIBOPHLMYGOOL FOOHOMSWO
90856OHmMgdq00, 046905 gl 33935 5 9bs0Do,  BogHmsdmMOLm  0965FIOMICMDY,
Lo35MNEGOM03Z B5HYGODBY Fw9Fomds s oL Zob30mMMGds, 119 M35 30dIOYLSBOPHMYOOL L O ML
d9L5dgdMBYOOL  29630mM00gds s  BDBMYPOMYdIM030  (36MBO0YMHGIOL 5T gds,  30MHI3OM
393906305 LHMEMS 993300 S 0O LoQ9BT65MW GO M BFBOL Q9630050MYBLMB, Moy
LEHMGIA00L Y39es BEIMMZ0Er0 J0T9M01)EgdS MOMbM3ZL 335¢0TR0E0YYO 35O [5-6].

M3 3LOMOOMOM JZ5WOTBOGOIM 35MDBY 032IEOlBIYdS 53509F0M0 Yobsmergdols dJmbg 3oMgdo,
OMIWgdLsg Jogdwo 5d3m b Mm@ 8535300l 535009d0Mo  baMolbo. asMEs S0,
3®LgdMAL LogMMsdMmMOlm EMbIHY 95005MGdMEo LYOEGHOBROEFOMYOMWO JMOLYdO, MYdEs Foo
303w glmds 3mb63M9EMo J0ToMm¥Igd0m 0MBM3ZL LdsBOLM 3MELLL, MoE Tgbodsdolbmdsdos
0535¢5300L MBILMB. 515939 ALEJIGOGEPMS OO 65§00 35356EMIMO 5EHOEOL LS 353909O
306396OboL  Fmbmzbgdol gobsmwgdol bgdEosdo 306HI306 MMN0mMYdgh Jobodmd B35zl
©mbgl. Fgbodergdgeos 300093 09360 Fo90mOl ImYzsbs, ™mMIzs gb MO0 gHMIBgMOLYD
396b35399M0  Fooomo 30630  FoMMOMIOL  3009MLIROMLMIdOL  bgggHmbmzol
93900930M0 296500 gd0l 3603360 MdsBY. 5939 0 O3905FJO 00 GodBL, MM JEPMBSEOMMS©
30096MBsBOMbMYBOL  13g305WOLEHMS 533500 IBOEOE0S, beaem FJombg dmmbmzbowgds b
MRO® 0BOHIYdS, 3506 F90degds 0035, MM Mobwmgls dmdsgsedo gl 0dbgds gho - ghomo
dmmbM3zboo B3gE0sEMds. S3MgM39, M) 2o30m35¢olfobgdm sbgm FBsME dmmMbMzbowgdsL,
0530L9RWOE F9odegds 0mdzsl, MM dm3990IE0 30BsMHMMEgdol B3gE0solEJOOl IOHMI0mO
3b5BomEds  56M0L  Lo3dom©  Fooo.  39MHdm,  9MLYOMEo  BEsEGOLEGH03oL  dobgzom,
MBSBOEPLMIGOOL M3gH530900L 396EGOL’ odFYd0 565¢0GH03MLOL Fero®o bywgslio 5Fs(dgdL 80
505U 588 ML, sLgm 3505 9B5BOIMOIB B30I MBYIS® F0sBMYDSE:

- 990(93500md0b GHabBgeo (Penetration Tester);

- 0bgm®m3530990 MLogOHMbmgdol sbacro@ozmbo (Information Security Analyst);

- 9LegOObMgdOL sbswo@ozmbo (Security Analyst);

- 9003160 353900 (Ethical Hacker).

33500 Y39oHg MBOMHM 2oLsm35¢olobgdguo Bod@Go 6oL ol, GMd dmEgdrmo 139305 MdIOOL
boaboll ©slioddgds BLoMMIgL 56 [Fo®mTMmogbl MMM LsgMMSTMGOLM, 0lY SYOWMOMO]
05BoOBY. 5doG™d, 890dgds 0mJ39L, MM 308gHMLSTRMNHMYOOL F0BMMNEYGO0 FoMsO MbOL
39bomgdol  d00gdsdo  BobsblEmo  BodoEgdgdOL  ,,00856Yds¢,  Lo3dom  [o®mBodgd e
0639LGH06M905L MBS Homdmoagbgls.

3963000009050  J39969g0do  3009HMLIROMbMGdIOL  F0TsMMNYGIOD QBN EIGdOL  Yobgz0mMgdOL
36Mm39L0 55096808 Y3MMWO O OHMVMWIE F0dEObsMYMdL, brem bdo® dgdombggzsdo gu
36Om3gL0  BogOHMNM® 96O SOLYIMBL, 9B MY SOLYIMBL LoghHmMmE M0l mfy39G 0o  ©sMYOL
3963000069005 s JoLO FEAGIEMIOL F9bsMPMBIdOLYLD.

7 Security Operations Center SOC
8 https://www.cybrary.it/
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Lodommzgerml  30890L03MOEIBY,  ©IfYgdo 2008  fiewol  ,,0930LFGML  MIoL”  EOMOEH
dmgmgdmwo ©EgdY, 296bmME0gmEs 5MS 9ghmo LYHoMmbBMEo 300900053, MMIOl
OMLYE IOM39IWO  0ym  3009MHLOgMOEOL  JEYMIEMBS. MomMJdol yzges  3009MmM53slbIOL
05300056  50330000L, 96 Logodmdogdm 3OHm3glbdo Bsdmwo 093696 d394bol  LEGH®SEIOMo
39OEboMEMGd00 s om0 IBTMYdom bgdIMEs J399bol  3M0EGH03MN0  0bFOILEHMWIGHMGOL
9600056md0l G9bsmhbgds. J3994bol obsdy dysmo Lagmmbgqdol, 335¢0ROEOWOO 35MIOOL
503565 B53eg0MdOl BMbBY s 51939 F0IHYI35, 1BOA BLEAMIGHIR05T0 AobsMGOOL Yobgz0MMYdOL
90856900l 3609369 mdol 50b0dzbols, 4399496580 35063 396 dmbyMbos 3089MXLIBOMMIdOL
15956356500 gd M 53500930OO 3GIMYM5TIOOL MBROM BIOMNMP IBIMY3S O 296300056M9dS, 11¢) 56
Bogm3wom 35335B00L 96039MLOGYGHOL Bods3oozMM @S sbEM0s 30039 hm©gEol Lobermdols
»60396L0GYGHOL LoTogFoLEBMM 3OMYMSAYOL [7].

b 36MmEgLbo 39380600 BroY B5Z0MbIdMB. 39Mdm©, J399bols odyzs60 »bozgMLOEGYBHIdO
5oL 39Mdm  BgdBH™mOmol  omdmdsygbargdo, MHMIGOOLMZ0LYE YM39wo  sboeo  3MMYMmSToL
56935 9353000900 25M339E FobBLME IBIbIOXJIMB s, GMIgdoE yzgers S0
360398 19OHgdL Imagd0l F0MgdoL A9ILEbYLO0WB, 5641 MOOYDEH0MYOIMBO 501056 Fmygdsbg o
00BbgLOL 2ob30moMgdsDY, s gl 0bgdMOZ303 9®OL. gb 30 0dEg3s 0ol ZMOEL, MM 3gMHdm
3500¢gl  LolHogagdgdl 53 gBHedHg 9O MOOO®  303g1OHMLIBODHMGIOL  F0TSOMYWII0
159535¢530M 5 BToROLBHMM 3MIMAM5TGOOL 6N, 0119 Fom 56 Es0bsbIL 0dosb Fodmlvmaro
dma9ds. dgmEg  dbsMgs, Lobgerdfoxgm, G™Iwol 0b@HgMglgddos 9ol  0ymeroml  Jomseo
3350008035300l 350Mgd0, Moms  ©53MmI3gdBHML ol Loxs®m  Lsdlsbw@mgdo, MH™Iwgdos
3sLgbolidygdgbo  9M056  J3gybol  3M0E0IMWO  0bFOILGHOMIGHMOOL 339Dy @S dLY39
©553M339dBHMb 3M0G039wo 0683MLEGMWIBHOOL bmd0gd@gd0, MILOE 935¢YIOEgOL J5bmbo
,»00583003530990 MLsRFONHMYGOOL Fglobgd*.

50bB0Ib305 0L Po0gdmgds3, MM 356mbTo ,,063MMT5300 MLOFOPBMYdOL Jglobgd™ dglryero
(33w090900L  dobg30m, sOLYIMWO 3MH0EGH03MN0 06RMLAEHOMXIEGHOOL 1Yd0gdEHgdol Brlibols
59353 515939 MO0 353JMM05 39MdM bgdBHMM0EID - Lo g3mMbozsgom 3mB3560900 s 39MHdm
L9dBH™MoL  bbgs  0bMLEGHMOWWO  B0dsONMWGdYd0, OMIOLSE  JobMbol  Msbobdo, sdzm
39OGS 053000 0gmomb MHMyMemE 0bRMMIS30Mwo MBsBOMbMIdOL dgbgxIM9d0, 0y
30096MBsBOMbMYdOL 139305 OLEZHYOO.

39dBH0Oms©, 890dwgds  00d3sL, OHMI  Jggysbsdo Ly M@POH™  0BOHEIOS  dmmbmgboergds
30096MBOsgOMbMYdOL  ©s  Foom  FmOoL  sY39, 0bBMOTS30MO  MBOBOMLMGOOL  FoMoo
339080353008 3500090l  F0domm. 0d3s  Lobgwdfomnml  IbMHosb 938  dodsHmErgdom
Lodfimbomo 3960 dmbgdbos 3963 ghm Lobgwdfomnm Mdomergl LslHogwrgdgwdo dglisdsdolo
36659900l Bs3Mmygom0dgds o 39630056905, BEBVIIBGHIO0 © 3MOLPHTMH3MYOIMIGIO 0935
BOWMdI6  50050WMb 33505035305  bbgoolibgs  LyMEoxoE0MIdMEo  3MOLYdOL  JO3E0m
HMamO3 BogHMNSTMOOLM, 0l MO EMBYBY. VMG 5793 B9MIZIME? 3OMBEYIYOL 5§y gd0sb,
5096 LgOMHTMOOLM LYMEGHOROEOMYPOMWO JMOLYdO, MMIWIIOE BIJGHOVIMS®© B3YG0SIMBISL
0d935, 5MOL B305MmE IZ0MSEPOMPINO S 5FSZ3MOMNYESE, dos8d0os 2oM339wI 39MH0MEDBY.
bewm @m3s® ©mbybg OGO MBI’ 56 0deg3s 08 EMBOL 339W0FGOZIFOL, BMI
d9L5dgdg0 0gmb 3965 LY. LEHMbIOM®, M3 LEBYIFoBM 56 LEOZSBMBL Mo0Tg LEbOL
339¢080353000 5b5Fogdge 39MLYOL. 5939 96 5©0boTbML EMbMGMO MMABOBIE0gdOL TJogm

® 35dBHoMe@, 890dgds 0mdgsl, H@B LM MO0 MOB0BIF0s, BMBgwoz 0dwg3zs F9EIONROD 35GY
2905 @gdsl Lbgeslibgs LyMGHOBOE0MGOMEo 3MLgdol Jgmoegsbgdom. 3gMdme, glgbos Scientific Cyber
Security Association https://scsa.ge/en/ s IT Academy Step https://ge.itstep.org/
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5830656900 3089OHMLSBOPBMIIOL  3OMPEMTs, MMIJ0E LosOM39Wml  MbogzgMlodgEob
0630635300 39dbmermy09gdol 3memgxdo bmMEogargds [8-9].

4. sls33bs

399305, Im398wo d0dsMHMNMEGO00 EIMMZYIO SMHOL 353060 Boxs®M, 39MHdm LgdGHmMLY
Q5 935009dome iMggdl JmEol, OHMEs 9 39658369 olbmzol Fgodergds ™Megzs  Lobgerdfogm
4mx0E0ygm 933900 dobm3zol 99309090 35MGO0L IMIBIIOLS O 39T YdST0. 56
d90d@gds 56  500bodbml  s1939  965FIOMIMIOL 5930 gdMds  Bsdgboghm  33ag3930L
Bo@o®9dol 30ToMmmEgd0msE, M3 L BodGH0IMS© LsgMHmM® MO0 s SO BHIMPOIYDdS
53950093000 ™boL LodgEbogMm 33wg30m0 LyJdosbMdS.

AbaogLo  MobsdIOHMIA™Mds 0d69gdm©s 9. §. ,.LGY0J3MWOYMHODBIOL 3500 TogowomO, GO dbY
53HVDOOGBIM0s L3 30, gl 5oL 5YEOWYPVIGO HMIMOF IGROL 5350930 MbBY
396300006900Lm30L, 0lg BMPss©, J39960L  3OOGHOIZMWO  OBEFMIBEHOWIGHMOOL  IFYLMOOL
95JL0o M QBMEOLMZOU.

390d@gd5 0009358, G 30096 LsROMbMIIOL 2630 MGdOLS s FEYMIE®BOL FgbstB16mdoLmZOL
9ol g39ws (393909 J0FoMmMYIENg0sDY, 993009090 MOl FgLodsdolo  Qobomgdmo s
339C0x030M0  35MJBOL  sOLYGdMDS, M3 ™ogol  dBOO3  MHBOH639WYMBL  3OOEH0IMWO
0683605L3HOJBHIO0L IEMLMOOL DML OHMYMEO S FEMOIWME, 0lig 9MMm36mw Mmbyby.
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