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ABSTRACT: The transition of all spheres of human activity to digital format has brought great
achievements to humanity, simplified communication and increased the efficiency of business
processes. Along with the positive aspects, the demand for privacy has increased significantly. Most
data is stored in digital form, which pushes attackers to look for new ways to steal information.
Businesses and individuals face meet cyber threats every year, the main goal of which is to damage
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electronic computer systems and networks, also to misappropriate information without authorization.
The technological development of information protection tools has now reached a level where the
necessity of their use has already been put at the forefront. Different cyberattacks, on the one hand,
require different technological solutions, on the other hand, the creation of a complex protection system
based on the selection of the minimum number of protection means used in the complex, which is
equivalent to implementing an optimization process in accordance with costs. The goal of the work is
to identify relevant specific reasons, analyze the results, and select protection measures to ensure
information security. Methodology: the study uses qualitative research approaches, which involves a
theoretical review and analysis of extensive literature. The conclusion are compiled from government
reports and peer-reviewed journals. Are analyzed methods and technical means of security research,
also future prospects and the need for mathematical calculations.
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