Scientific and Practical Cyber Security Journal (SPCSJ) 9(2): 41 — 43 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

ATTACKING PASSWORDS USING Al
356 9dBY 93935 AI-L gsdmygbgdoo

Sergei Simonovi'?, Andria Adamia?, Nikoloz Kadagishvilil, Nikoloz Sanikidze?
tUniversity of Young Penetration Testers, 1 Paata Saakadze St, Thilisi 0102, Georgia
2Caucasus University, 1 Paata Saakadze St, Thilisi 0102, Georgia

ABSTRACT: Passwords are a fundamental barrier protecting our personal and professional
security in today's digital world. They safeguard our online accounts, banking information,
social networks, and vast amounts of sensitive data. However, passwords are often weak or
easily exposed, making them prime targets for attacks. Recently, artificial intelligence (Al)
has significantly transformed the methods hackers use to crack passwords, increasing the
complexity of security challenges. Al enables more sophisticated, efficient, and adaptive
attack techniques, posing new risks to individuals and organizations alike. This paper
explores traditional password attack methods, the evolving role of Al in password cracking,
its consequences, and effective defense strategies to mitigate these emerging threats.
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1. dgLsgsemo

35000 B39l 308360 3bmg®mgdsdo dbodzbgumzsbgl MMl ™Msdsdmdl. olobo sGol
306390 05Mm0YM0, HMIgeoa 0393l B396L 3gHLMbIEH s 3O MBILOE 0bBMOT5305L. M3,
bdocmos 999mb3z93900, MMEILIE 356MEgd0 LYBE0S 56 Fo6EH035© FoTMOEbMdS, M85 Fgodegds
B3960 MLoBOObMIds  LgMoMbBMws©  FJobosbml.  BHEMOOEOWI©, 35MMEgdby  dgBn3o
doMO0MOEIE MO0 3Bom bmOE0IwIdMEs: dOMEGHBRMOLOM s beMEosOo 0b7069M00m.
OOMBHBRMOLO gMeEolbIMdL yzgws dglsderm 3030065300l 533HMIdEGHIO ddogdsl, M3 ©OE
©@OMLS s OgbOLYdL ImodbM3zL, AsBLOZMMMGOOm JMdg O OOV 35OMEdDY.
bmE0sOO 0b5g069M05 30 2 olbIMBOL 506N Fx3™MIGOOL Fodmygbgdsl, Fogsw oMo,
1303060l 2Bom, M3ms dMTHTsMYOIEO 935 P9TF0936EIL M930L0 3sMMo. bgermabm®ds
063994305 30 3609369 m3650 2558503035 5 JooBRMOILS 35MIEgdOL JoGIH30L 3EIca39L0.
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AI-Lb 99mdeos BHogws @o 500330305, M3 LodMoegdsll sdeg3l ol osEYObmL y39wsby
3936039900 35000 dMmdbIsMgdol 30050 0bBMMTs300l  Fom3z5¢olobgdom s
MRO®  9839JGHO© IMIBEObML  35390wo  8939)3990. GHEMOOEOWo 35O by d9@9g30L
39007900, BHMSOE0IWS®, 35MMgdbY d9@J3s bMME309YdM©s MO JOMOMIE TJNMPO:
06 BRMOLo (Brute-force): g s®ob gggas glsderm 3sMmmeol 3mddobsz0gdol Lolidgdsdo®o
999m{dgds, M3 O OML s 333099GHIOM MYLYOLYdL Imombmal, 2obls3MMMHYd0m, v
356MHME0 MG S §90393L 99dmbzgz0m LoTdME M.

bmE0sOO 0b0696M0s: gl gom©o J0TsMIMNEos dMTbTsMYdYDBY, Lo 053ALLAYGEYdO
30w™d9b 830dobyol gBom 96 Lbzs bgdbgdom Foommb 306050 0bgMmMTsE05, HMIWOoms
3990092 35693l 25dm0(36Md9b.

bowmzbmMo  0bGHwgdBHol  OHMmEo  3oMmMeEgdol  ad@9bzsdo  bgwmgbm®ds  0b@gwrgdGHos
86009369mgbs  dg33ows  3oMmgdbg dgBHg30Lb  dgmmgdo. Al-L dgmdeos s R0bmL
Y39mobg  293M3EIWIRIMNo s LMLEHO  3oOHM@gdo,  398m0ygbml 30050  0bgMEOTo300
9mdbdoGgdeol  dglobgd, Moms 250moEbmlb  dolo  3sdmeo. 939, 99MAw0s  odmoygbml
9569569m0  LHogargdol  seram@omdgdo, MHmIwgdog  LHogwmdgb  gogmbowo  3sGmergdols
0mbs39d90L  ©@s  JIbosh  3OMabmboMgdo  ImEgEgdl.  sbg3g  dglodengdgeros  F9dabols
RMIMBOMIOME0 S 9B9JGHIO0 F9E93900, OMIWIO0E 293019000 LHMIRs© 3MFomdgb 3000y
G®50030o  dOMEARMOLO. Al-lL EbTsMYO0m, 35MHMEWGIOL A5BHIHZOL 3BIMPEMSTJOO SO
30356010396 IbMME J3900 dOHMEHTRMOLL, (539 04gbgd9b MBOM 333056 s FMIMLOMGdIME
2HgdL. gl Fgodawgds 0gml  BoBMMmIwoHgdgmo  gbol  dmEgwgdo, GMIWwgdois bbb
dIboMm9d0l Le305)HO FGEOOL 96 Lox sOM FMbo37d0L 965¢POBL, MM Q5dmoiEbmb dolo
35MHME0. B5Q90MS, 099 5005305BL 1Y35ML 50339990 B0erdo 96 LEMOEHWWOo 3960, Al 535l
3900350LHobgOL 356MHMOl 35M10563Jd0L 49bgP0cmgdolm3zol. Al GHgdbmermyool gsdmygbgdol
85350m7gd0 35MMgdbg 993939030 M8gbodg 3bmdowo 0blEGHMWIIbGHo 1339 09gbgol AI-U
390000l oBgbzolmgzol, dogowoms: DeepLocker o PassGAN 0yg69096 g9bgtro@omw
69oOHMbM  Jugegdl, Moms 89ddbsb 9@  MYoolGHMMO  ©s  IBIJGHIOO  35OHMEGOOL

3500563 900. 91 8MmEYE9d0 LBFI3EMBYE 35MHMgdOL BLEBHOMIGHIMBS S J3939L, MO BoTYSEIYdL
5993l MRG™  doBsbIodsOmME 89339030 259m0Yygbmb olbobo, 306y  GHMOIWOEOEO

9900™M©Jd0. SO SWPMOHOMIGOOL 259MmYgbgds Q530000 LHMR0S s 9BIJEHM0S, M3
BMOOL ©sd3900L HOLZL HMYMOE 0603005 YM, 0Ly MEOYIBODBsGOE MBYIdDY.

2. 99¢h930L 9093000 S Moli3gdo

AL ©b3sM9gdom  2o6bmM(309wqd Mo 3oMMmgdby 99393990 860d36gmgbs  BMHOL
MBOBOMBMYBOL IMPN3IZ0L 5Ed0MBdL. g BoTbsgL, MHMA 35396M9d0 MBROM oG EH035® 509396
3065 9mbs3qd90L, B06BLYIO OBbFMEAs300L s 3nI39BooL  LEOWTMYdYOL. TR,
MO 3 3203560900, 0lig IMIHTMGOGd0 45603WOE BOBIBLME S MY3MEOEOVIE BIGISEL.

3. 5330 LEH®GI0gd0 Al-s9Ygs0dw9e0 9933900l §obsomdogy
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396MM900L L3350 Al-39dbmeEmao0Lsh LoFoMmms sbow BESBbMFHIdDY gowoligms. geo-
960 Y39wsHg 9839JGHO0 gbo M0 IM35RBIJBHMOMWO 93EMM0Ds30s (MFA), H™Igwos
39MME0l MO ©5353HJO0m 5300963 0B0353008 8goMYAL 09gbgdl. sbg3zg 9609369 m3zs600
356MHMgdol LOMMEOL FOBOHPS — MdgEo, MB03ZsW MM s Jgdmbzgz000 LOIdMEPMYd0)
05333990 356 gd0. 3M96@g0Ts S MMABOBsE0gdTs MbEs 2odmoygbmb AI-lmzol
§0bss0dgamdol gofig3oL LdgEoswmEmo bgwlsfymgdo, HMaMOOEs sBMTsogdols dsdm3zwgbols
LoLEGY9900, HMAYdoE 59BBI396 45929056 5JBH03MOL O POMSE 35UvbMdYE dosb.

4. dcds3¢0l 39ML39dEH03900

bgrm3bmMo 0b@gmgdBo 90350 30090, Mo 60dbs3L, MM 35MMEgdBY 93130003
RO IHZYFOwo Fobgds. 580GHM™T, 35OHMEGOOL 330l BEMGIA09d0E b FbgoM ML
5 39X MOILEIL. dOMIYGHMOMEo dMmbs3g8900L, J39g30m0 bsE0BoLs s Al-sdYsm1gdME0
MBogOMbMYdoL LoLEGYgdOL 3MIdOBsE0S Fg0degds Aol dMTszseo BEBIO GO, HMIgEo3
96039369crm36500 895930690L 3560MgdBY IRdDYdIMEO 163slbTGdOL MOLZL. 35MMEgdbY
398935 bgm3zbmmo 0b@gagd@ol godmygbgdoom 339 MJomdss s g godmfzgzs LoFoMHmgdl
OMymO3 06003009306, 0l MORBODBHE0JdOL  FBGHOIE TgBHo  gMMHIEYdOL  dodi3939L
Mbsx3MMNbMdOL Bo3oMbYdDY. I0gHo 3sOHMEgdol d9gdbs, IM35eRsdEHMOWWO 53EHMM0BE0s
5 Al-253mbEMMEdME0 o339 MmO d90degds oa39bdoMml 03350 B39b0 F0BM™MEO
3065000 B0gM 39 59 b 358Mf)39390056 dGIMEOL POMU.

5BEBHIOMYDS
50bodbmero  65dOMo gl gdos  dmms  HMLMOggol  LodsGmggarml  gHmabmwo
Lo393bogMM BMboL dbsMEsLF M0 - SPG-24-307.
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