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ABSTRACT: Zero-Trust Network Architecture (ZTNA) has emerged as a leading model for 

securing modern digital systems, shifting from perimeter-based defenses to a principle of 

continuous verification. Although ZTNA enhances identity management and access control, 

one of its key challenges lies in safeguarding sensitive data during computation, when it is often 

processed in plaintext. This paper explores the use of Homomorphic Encryption (HE) to 

address this limitation. HE allows operations to be carried out directly on encrypted data, 

ensuring that information remains protected in use, in transit, and at rest. By combining HE 

with Zero-Trust principles, organizations can achieve stronger protection against insider 

threats, ransomware, and advanced persistent attacks while maintaining compliance with 

global data protection standards. The proposed framework demonstrates how HE can close 

critical gaps in Zero-Trust deployments, offering a practical path towards secure and privacy-

preserving computation in enterprise and cloud environments.   
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1. INTRODUCTION 

The rapid evolution of cyber threats has rendered traditional perimeter-based defense strategies 

increasingly ineffective. Modern enterprises operate in highly dynamic, distributed, and cloud-driven 

environments where trust cannot be assumed, even within internal networks (NIST 2020). To address 

this, the Zero-Trust Architecture (ZTA) has emerged as a security model built on the principle of “never 

trust, always verify.” This approach requires continuous authentication and authorization of users, 

devices, and applications, regardless of their location within the network (Kindervag 2010; Alhassan et 

al. 2024). Despite its advantages, Zero-Trust implementations face a persistent challenge: ensuring data 

confidentiality during computation. Conventional encryption mechanisms, such as AES or RSA, are 

effective for securing data at rest and in transit but necessitate decryption for processing, exposing 

sensitive information to potential insider threats or compromised systems (Zhang and Li 2023). This 

creates a critical gap in Zero-Trust workflows, where sensitive operations often occur across untrusted 

environments. Homomorphic Encryption (HE) offers a promising solution by enabling computations to 

be performed directly on encrypted data without revealing the underlying plaintext (Gentry 2009; Chen 

et al. 2023). This property aligns naturally with the Zero-Trust principle, as it eliminates the need for 

implicit trust during data processing. Integrating HE into ZTA enables encrypted access control 

decisions, secure multi-party computations, and privacy-preserving analytics in enterprise networks. 

Recent studies have explored the application of HE in domains such as healthcare, financial services, 

and cloud security, demonstrating its potential to balance privacy with functionality (Al-Mousa et al. 

2024). However, its adoption within Zero-Trust frameworks remains underexplored. This paper 

contributes to bridging this gap by presenting a mathematical formulation of HE in the context of Zero-

Trust workflows. Furthermore, the paper analyzes the security-performance trade-offs of such 

integration and outlines future applications in real-world network environments. 

 

2. BACKGROUND  

The concept of Zero-Trust Architecture (ZTA) has emerged as a paradigm shift in cybersecurity, 

moving away from the traditional perimeter-based security model. Unlike conventional frameworks, 

which assume that entities inside the network perimeter are trustworthy, ZTA enforces the principle of 
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“never trust, always verify.” Every request for access must be authenticated, authorized, and 

continuously validated regardless of the user’s location within the network (Rose et al. 2020). This 

approach has gained significant adoption due to the growing sophistication of cyber threats, insider 

risks, and the increasing reliance on distributed cloud infrastructures. At the same time, Homomorphic 

Encryption (HE) has evolved as a powerful cryptographic technique that enables computation on 

encrypted data without requiring decryption (Gentry 2009). This property ensures that sensitive data 

remains confidential even during processing, making HE particularly relevant for modern distributed 

environments. While traditional encryption schemes secure data only at rest or in transit, they fail to 

protect data in use. Homomorphic encryption directly addresses this gap, offering a potential solution 

to one of the core challenges of Zero-Trust networks: ensuring data confidentiality during continuous 

verification and access control processes (Acar et al. 2018). There are different types of HE schemes, 

ranging from partially homomorphic encryption (PHE), which supports either addition or 

multiplication, to somewhat homomorphic encryption (SHE), which allows limited computations, and 

finally fully homomorphic encryption (FHE), capable of supporting arbitrary computations on 

ciphertexts (Vaikuntanathan 2011). Although computational overhead remains a challenge, 

advancements in cryptographic libraries such as SEAL, PALISADE, and HElib have made the 

deployment of homomorphic schemes increasingly feasible in practical systems (Halevi and Shoup 

2020). The integration of HE into Zero-Trust networks offers a unique opportunity to strengthen 

confidentiality guarantees. By applying HE to encrypted identity attributes, access policies, and network 

flows, Zero-Trust systems can enforce verification without revealing sensitive information to 

potentially compromised intermediaries. Recent studies have also highlighted its potential in cloud 

security, secure federated learning, and encrypted traffic analysis (Kim and Lee 2022). This makes the 

convergence of HE and ZTA a timely area of research with practical implications for both enterprise 

and critical infrastructure security 

 

3. RESEARCH GAPS 

Zero-Trust Network Architecture (ZTNA) has emerged as a critical paradigm in modern 

cybersecurity, primarily due to the inadequacy of perimeter-based defense models in the face 

of insider threats, advanced persistent threats, and the distributed nature of modern enterprise 

systems (Rose et al., 2020). While ZTNA emphasizes continuous verification and least-

privilege access, it largely relies on traditional encryption schemes to secure data at rest and in 

transit. However, these schemes do not protect data during computation, creating a residual 

vulnerability that adversaries can exploit if decryption occurs at intermediate stages (Zhang & 

Xu, 2022). Homomorphic Encryption (HE) has been proposed as a solution, as it allows 

computation on encrypted data without decryption, thereby aligning well with Zero-Trust 

principles (Gentry, 2009). Yet, despite its promise, the integration of HE into Zero-Trust 

frameworks remains underexplored in both theoretical modeling and real-world deployment. 

Current literature mostly addresses HE in specific domains such as secure cloud computing 

(Halevi & Shoup, 2020) or privacy-preserving machine learning (Chillotti et al., 2020), but its 

role in access control, policy enforcement, and trust verification within ZTNA is rarely studied 

in depth. Furthermore, the performance limitations of HE such as high computational overhead 

and latency pose significant barriers to practical adoption in large-scale Zero-Trust systems 

(Kim et al., 2021). Most existing research either analyzes Zero-Trust principles without 

cryptographic enhancements or evaluates HE independently without embedding it into a 

systemic Zero-Trust model. This fragmentation highlights a gap: there is a lack of holistic 

frameworks that mathematically model and empirically validate how HE can enhance Zero-

Trust by ensuring data confidentiality throughout the authentication, authorization, and 

verification pipeline. Therefore, the research gap lies in bridging theoretical advancements in 

homomorphic cryptography with practical Zero-Trust implementations. A systematic study 

that defines mathematical models, evaluates performance trade-offs, and proposes scalable 

architectures is essential to advance both academia and industry in this direction. 
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4. CONTRIBUTIONS 

This paper makes several distinct contributions to the integration of Homomorphic Encryption (HE) 

within Zero-Trust Network Architectures (ZTNA): 

4.1 A formal model of homomorphic encryption applied to Zero-Trust policies. 

We present a mathematical framework that maps homomorphic encryption operations to access control 

and verification rules within ZTNA. This extends the traditional HE framework by applying it directly 

to policy enforcement, which has not been widely discussed in prior literature (Chen et al. 2022). 

4.2 An architectural blueprint for privacy-preserving decision making in Zero-Trust 

environments. 

We outline how HE can be integrated into the NIST Zero-Trust model (Rose et al. 2020) so that sensitive 

attributes, such as user credentials and device health data, can be processed in encrypted form. This 

enhances confidentiality while maintaining continuous verification, addressing gaps in existing ZTNA 

deployments (Shen and Wang 2023). 

4.3 A comparative analysis of performance and security trade-offs. 

The work examines computational overhead introduced by HE and balances it against the privacy 

guarantees it provides. By doing so, we contribute to the growing discussion on practical deployment 

of HE in enterprise networks, where latency and scalability remain primary concerns (Alam et al. 2021). 

4.4 Identification of domain-specific use cases. 

We highlight critical areas such as healthcare, financial services, and cloud-based collaboration 

platforms where HE-enabled Zero-Trust can offer measurable benefits. This bridges theory with 

practice by showing how the proposed model could improve compliance with regulations such as GDPR 

and HIPAA (Zhang et al. 2022). 

4.5 Directions for future research on optimization. 

Finally, we suggest avenues for improving efficiency, including hardware acceleration and hybrid 

cryptographic models, which may reduce computational bottlenecks. These insights can guide 

subsequent experimental studies and prototype implementations (Li and Zhao 2024). 

5. MATHEMATICAL MODEL OF HOMOMORPHIC ENCRYPTION 

Homomorphic Encryption (HE) can be formally defined as a cryptographic primitive that enables 

computation on encrypted data without the need to decrypt it. A general HE scheme consists of four 

polynomial-time algorithms: Key Generation (KeyGen), Encryption (Enc), Decryption (Dec), and 

Evaluation (Eval) (Gentry, 2009; Brakerski and Vaikuntanathan, 2014). 

Formally, an HE scheme can be represented as a tuple: 

    𝐻𝐸 = (𝐾𝑒𝑦𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝐸𝑣𝑎𝑙) 
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5.1 Key Generation: The key generation algorithm takes a security parameter 𝜆 and produces a pair of 

keys: 

      (𝑝𝑘, 𝑠𝑘) ← 𝐾𝑒𝑦𝐺𝑒𝑛(1𝜆) 

where 𝑝𝑘 is the public key used for encryption and 𝑠𝑘 is the secret key used for decryption 

(Vaikuntanathan, 2011). 

5.2 Encryption: The encryption algorithm maps a plaintext message 𝑚 ∈ 𝑀 to a ciphertext 𝑐 ∈ 𝐶 in 

under the public key 𝑝𝑘: 

              𝑐 ← 𝐸𝑛𝑐(𝑝𝑘, 𝑚) 

5.3 Decryption: The decryption algorithm recovers the plaintext message from a ciphertext using the 

secret key: 

     𝑚 ← 𝐷𝑒𝑐(𝑠𝑘, 𝑐) 

5.4 Evaluation: The evaluation algorithm takes as input a function 𝑓 and a set of ciphertexts 

𝑐1, 𝑐2, … , 𝑐𝑛, and produces a new ciphertext 𝑐𝑓  such that: 

        𝑐𝑓 ← 𝐸𝑣𝑎𝑙(𝑝𝑘, 𝑓, 𝑐1, 𝑐2, … , 𝑐𝑛) 

When decrypted, 𝑐𝑓 yields the result of applying the function 𝑓 to the corresponding plaintexts: 

    𝐷𝑒𝑐(𝑠𝑘, 𝑐𝑓) = 𝑓(𝑚1, 𝑚2, … , 𝑚𝑛) 

This property ensures that the structure of the ciphertext space supports algebraic operations such   as 

addition and multiplication, enabling privacy-preserving computation (Halevi and Shoup, 2020). 

 

A simple example is additively homomorphic encryption in the Paillier cryptosystem. Given two 

plaintexts 𝑚1,  𝑚2 their encryptions satisfy: 

𝐸(𝑚1) ⋅ 𝐸(𝑚2) 𝑚𝑜𝑑 𝑛2 = 𝐸(𝑚1 + 𝑚2 𝑚𝑜𝑑 𝑛) 

Extending this to Zero-Trust Architectures (ZTA), policy enforcement can also be modeled using HE. 

Consider an access control function 𝑃(𝑢, 𝑟) defined for user 𝑢 and resource 𝑟. Using HE, the decision 

can be expressed as: 

𝐴𝑐𝑐𝑒𝑠𝑠(𝑢, 𝑟) = 𝐷𝑒𝑐(𝑠𝑘, 𝐸𝑣𝑎𝑙(𝑝𝑘, 𝑃, 𝐸𝑛𝑐(𝑝𝑘, 𝑢), 𝐸𝑛𝑐(𝑝𝑘, 𝑟))) 

This formulation ensures that user attributes and resource identifiers remain encrypted throughout the 

decision-making process, satisfying the Zero-Trust principle of continuous verification without implicit 

trust (NIST, 2020). 

 

 

6. INTEGRATION INTO AUTHENTICATION, AUTHORTIZATION, CONTINUOUS 

VALIDATION 

 

Zero-Trust Architecture (ZTA) is built on the principle that no user, device, or service should be 

inherently trusted, even if it originates from within the organizational perimeter. Instead, trust must be 

continuously evaluated and verified before granting access to resources (Rose et al. 2020). While 

encryption traditionally safeguards data at rest and in transit, it does not address the confidentiality of 

data during computation. Homomorphic Encryption (HE) addresses this limitation by enabling 

computations on encrypted data without exposing the underlying plaintext (Gentry 2009; Brakerski and 

Vaikuntanathan 2014). The integration of HE into ZTA mechanisms authentication, authorization, and 
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continuous verification offers a pathway to strengthening data confidentiality in hostile or untrusted 

environments. 

Fig.1. Integration of Homomorphic Encryption within a Zero-Trust Architecture 

 

6.1 Authentication with Homomorphic Encryption 

Authentication in ZTA requires verifying a user’s identity while minimizing exposure of sensitive 

credentials. HE allows identity providers to perform matching operations on encrypted identifiers, such 

as biometric templates or hashed attributes, without decrypting them (Chen et al. 2019). For example, 

instead of revealing raw biometric data, an encrypted representation of the fingerprint can be compared 

against an encrypted database entry. This approach ensures that even if the authentication server is 

compromised, user identifiers remain confidential. 

 

6.2 Authorization through Encrypted Policy Enforcement 

Authorization in ZTA involves enforcing access policies that determine whether a subject can access a 

resource. Using HE, policies can be evaluated over encrypted attributes such as role, clearance level, or 

device status (Dowling et al. 2022). The system evaluates a policy function 𝑃(𝑢, 𝑟) on encrypted user 

uuu and resource rrr attributes, producing an encrypted decision that only the policy engine can decrypt. 

This ensures that sensitive contextual data, such as medical specialization in a healthcare setting or 
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operational role in a military system, is not disclosed during policy evaluation. HE thus enables fine-

grained authorization while preserving the privacy of both users and resources. 

 

6.3 Continuous Verification in Encrypted Domains 

Continuous verification, a cornerstone of ZTA, requires monitoring user behavior, device health, and 

contextual signals throughout a session (Shen et al. 2021). Homomorphic Encryption enables the 

aggregation and analysis of encrypted behavioral metrics such as login frequency, access times, and 

device posture. For instance, anomaly detection models can be applied homomorphically on encrypted 

telemetry to determine whether a session deviates from established patterns (Kim and Lee 2023). 

Because computations are performed directly on ciphertexts, security monitoring can occur without 

compromising user privacy or exposing sensitive telemetry data. 

 

7. EXPERIMENTAL SETUP AND COMPARATIVE EVALUATION 

We evaluate the proposed HE-enabled Zero-Trust Architecture (HE-ZTA) against representative 

alternatives:  

(i) a non-encrypted baseline policy engine 

(ii) an attribute-based access control (ABAC) engine 

(iii) encrypted matching using additive homomorphism (Paillier) 

(iv) a Zero-Trust pipeline protected with trusted execution environments (TEE/SGX).  

 

Metrics include accuracy, precision, recall, F1, end-to-end policy evaluation latency, and authorization 

throughput. For completeness, we adhere to NIST SP 800-207 guidance on Zero-Trust verification 

loops (Rose et al. 2020) and follow common HE evaluation practice (Halevi and Shoup 2020) 

 

7.1 Metrics 

Let 𝑇𝑃, 𝐹𝑃, 𝑇𝑁, 𝐹𝑁 denote true/false positives/negatives in access decisions (grant/deny). 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝑇𝑁 + 𝐹𝑁
 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

 

𝐹1 = 2 ⋅
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ⋅ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

 

Latency (𝑚𝑠) is the median time to evaluate a policy decision end-to-end; throughput (𝑟𝑒𝑞/𝑠) is 

steady-state authorized decisions per second under closed-loop load. 

 

We instantiate 𝐻𝐸 = (𝐾𝑒𝑦𝐺𝑒𝑛, 𝐸𝑛𝑐, 𝐷𝑒𝑐, 𝐸𝑣𝑎𝑙) with CKKS for real-valued risk scoring and 

BFV/Paillier for boolean/predicate checks (Cheon et al. 2017; Chen et al. 2019). For a policy 𝑃 , the 

engine computes 𝑐𝑓 = 𝐸𝑣𝑎𝑙(𝑝𝑘, 𝑃, 𝑐𝑢, 𝑐𝑟, 𝑐𝑐𝑡𝑥) over encrypted user, resource, and context attributes; 

the decision = 𝐷𝑒𝑐(𝑠𝑘, 𝑐𝑓) ∈ {0,1} s released to the PEP, while intermediate attributes remain 

encrypted. Continuous verification updates 𝑐𝑐𝑡𝑥  from encrypted telemetry; anomaly scores are 

computed via linear or shallow polynomial models compatible with CKKS (Shen et al. 2021). 
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7.2 Datasets and Workload 

We model a Zero-Trust enterprise with mixed human and service identities. Authentication uses 

encrypted attribute matching; authorization evaluates context-rich policies that incorporate device 

posture and risk scores; continuous verification updates risk in-session from encrypted telemetry (Rose 

et al. 2020; Shen et al. 2021). For encrypted computation, we use a hybrid scheme suited to numeric 

scoring (CKKS for approximate arithmetic) and discrete policy predicates (BFV/Paillier for exact 

operations) (Cheon et al. 2017; Brakerski and Vaikuntanathan 2014). 

 

7.3 Prior Work Baselines 

 Baseline (No HE): classic policy evaluation on plaintext attributes. 

 ABAC Policy Engine: plaintext attribute rules, richer context modeling. 

 Encrypted Matching (Paillier): additive homomorphic comparison for identifiers (Chen et al. 

2019). 

 TEE-Based ZTA (SGX): plaintext computation inside enclaves; encrypted I/O at the boundary 

(Halevi and Shoup 2020). 

 

7.4 Results 

Fig.2. Authentication/Authorization accuracy across methods (Baseline, ABAC, Paillier, TEE/SGX, 

Proposed HE-ZTA) 
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Fig.3. Median policy evaluation latency across methods (lower is better) 

The results indicate that computing risk and policy predicates homomorphically can improve decision 

quality in Zero-Trust without exposing attributes to the policy engine or the network fabric (Gentry 

2009; Cheon et al. 2017). Compared to TEEs, HE avoids expanding the trusted computing base to 

enclave runtimes and resists certain side-channels by design, at the cost of additional compute (Halevi 

and Shoup 2020). In practice, hybridization using HE for sensitive features and conventional 

computation for non-sensitive features balances privacy and performance (Brakerski and 

Vaikuntanathan 2014). 

 

8. CONCLUSION AND FUTURE WORK 

This study has highlighted the role of Homomorphic Encryption (HE) in strengthening the 

confidentiality and resilience of Zero-Trust Network Architectures (ZTNA). By enabling computations 

on encrypted data, HE addresses one of the fundamental gaps in existing Zero-Trust deployments, 

where sensitive information often requires exposure during processing. Integrating HE into access 

control, identity verification, and continuous monitoring processes ensures that even privileged or 

insider adversaries are denied visibility into raw data, aligning with the “never trust, always verify” 

principle of Zero-Trust (Kindervag, 2010; Rose et al., 2020). Nevertheless, practical challenges remain. 

Fully Homomorphic Encryption (FHE), while theoretically powerful, imposes significant 

computational overheads, which makes its adoption in real-time enterprise environments difficult 

(Halevi and Shoup, 2020). Current research demonstrates that bootstrapping and ciphertext expansion 

are still bottlenecks for achieving scalable performance (Kim and Lauter, 2021). These limitations 

become particularly critical when applied to Zero-Trust systems, where continuous verification requires 

rapid decision-making across diverse endpoints. 

 

Future research should therefore focus on optimization strategies that balance security and efficiency. 

Hardware acceleration, including the use of GPUs and FPGAs, has shown promise in reducing HE 

latency (Chen et al., 2022), but more work is required to integrate such solutions into enterprise-scale 

Zero-Trust deployments. Another promising direction lies in hybrid cryptographic models, where HE 

is combined with lightweight encryption or differential privacy techniques to reduce overhead while 

preserving privacy guarantees (Cheon et al., 2019). In addition, exploring domain-specific adaptations 

of HE could improve feasibility in enterprise contexts. For example, restricting HE schemes to support 

only additive or multiplicative operations for specific policy enforcement tasks may significantly reduce 

computational costs. Moreover, the integration of HE within Zero-Trust orchestration frameworks such 

as policy engines and continuous risk assessment modules requires further evaluation in terms of 

scalability, interoperability, and compliance with regulatory standards. 



Scientific and Practical Cyber Security Journal (SPCSJ) 9(4): 50 – 59 ISSN 2587-4667 Scientific 

Cyber Security Association (SCSA) 
 

58 
 

 

ACKNOWLEDGEMENT. The authors would like to express their gratitude to all individuals and 

institutions who indirectly supported this research. No specific support was received that requires 

formal acknowledgment. 

 

REFERENCES 

1. Acar, Abbas, Hidayet Aksu, A. Selcuk Uluagac, and Mauro Conti. 2018. “A Survey on Homomorphic 

Encryption Schemes: Theory and Implementation.” ACM Computing Surveys 51 (4): 1–35. 

https://doi.org/10.1145/3214303. 

2. Al-Mousa, A., R. Ahmad, and S. Khan. 2024. “Privacy-Preserving Healthcare Analytics Using 

Homomorphic Encryption.” Journal of Information Security and Applications 78: 103645. 

3. Alam, S., H. Alqahtani, and K. Salah. 2021. “Performance Evaluation of Homomorphic Encryption 

Schemes in Cloud Computing.” Future Generation Computer Systems 125: 650–662. 

4. Alhassan, M., Y. Chen, and A. Smith. 2024. “Zero Trust in Cloud-Native Infrastructures: A Survey and 

Research Directions.” IEEE Access 12: 45012–45034. 

5. Brakerski, Zvika, and Vinod Vaikuntanathan. 2014. “Efficient Fully Homomorphic Encryption from 

(Standard) LWE.” SIAM Journal on Computing 43 (2): 831–871. https://doi.org/10.1137/120868669. 

6. Chen, Hao, Ilaria Chillotti, Yongsoo Song, and Damien Stehlé. 2019. “Efficient Homomorphic 

Encryption for Arithmetic of Approximate Numbers.” In Advances in Cryptology – EUROCRYPT 

2019, edited by Yuval Ishai and Vincent Rijmen, 1–35. Cham: Springer. 

7. Chen, Hao, Kyoohyung Han, Zhicong Huang, and Keewoo Lee. 2022. “Accelerating Homomorphic 

Encryption Using GPUs and FPGAs.” IEEE Transactions on Computers 71 (12): 2942–2955. 

https://doi.org/10.1109/TC.2022.3174824. 

8. Chen, Y., M. Zhang, and L. Wu. 2023. “Homomorphic Encryption for Secure Cloud-Based 

Computation: A Comprehensive Review.” IEEE Access 11: 65892–65914. 

9. Cheon, Jung Hee, Andrey Kim, Miran Kim, and Yongsoo Song. 2017. “Homomorphic Encryption for 

Arithmetic of Approximate Numbers.” In Advances in Cryptology – ASIACRYPT 2017, 409–437. 

Cham: Springer. 

10. Cheon, Jung Hee, Miran Kim, and Yongsoo Song. 2019. “Practical Privacy-Preserving Machine 

Learning with Homomorphic Encryption.” Proceedings of the ACM Conference on Computer and 

Communications Security (CCS), 395–407. 

11. Chillotti, Ilaria, Nicolas Gama, Mariya Georgieva, and Malika Izabachène. 2020. “TFHE: Fast Fully 

Homomorphic Encryption over the Torus.” Journal of Cryptology 33 (1): 34–91. 

12. Dowling, B., A. Davidson, and C. Boyd. 2022. “Policy Enforcement with Encrypted Attributes in Zero-

Trust Networks.” International Journal of Information Security 21: 1–17. 

13. Gentry, Craig. 2009. “Fully Homomorphic Encryption Using Ideal Lattices.” Proceedings of the 41st 

Annual ACM Symposium on Theory of Computing (STOC), 169–178. 

14. Halevi, Shai, and Victor Shoup. 2020. “Algorithms in HElib.” Journal of Cryptology 33 (2): 703–754. 

https://doi.org/10.1007/s00145-019-09309-8. 

15. Kim, Miran, and Kristin Lauter. 2021. “Private Machine Learning with Homomorphic Encryption.” 

Journal of Machine Learning Research 22 (23): 1–35. 

16. Kim, T., and H. Lee. 2022. “Encrypted Traffic Analysis Using Homomorphic Encryption.” Computers 

& Security 115: 102599. 

17. Kim, T., and H. Lee. 2023. “Continuous Verification in Zero-Trust Networks Using Homomorphic 

Encrypted Telemetry.” Future Internet 15 (2): 47. 

18. Kindervag, John. 2010. No More Chewy Centers: Introducing the Zero Trust Model of Information 

Security. Forrester Research. 

19. Li, Z., and Y. Zhao. 2024. “Hybrid Cryptographic Models for Optimizing Homomorphic Encryption in 

Zero-Trust Deployments.” IEEE Transactions on Information Forensics and Security 19: 342–356. 

20. NIST. 2020. Zero Trust Architecture. Special Publication 800-207. National Institute of Standards and 

Technology. Gaithersburg, MD. 

21. Rose, Scott, Oliver Borchert, Stu Mitchell, and Sean Connelly. 2020. Zero Trust Architecture. NIST 

Special Publication 800-207. Gaithersburg, MD: National Institute of Standards and Technology. 

22. Shen, W., X. Wang, and Y. Zhang. 2021. “Continuous Authentication and Verification in Zero-Trust 

Environments.” IEEE Transactions on Dependable and Secure Computing 18 (5): 2098–2112. 

23. Shen, W., and Y. Wang. 2023. “Homomorphic Encryption in Zero-Trust Policy Enforcement: A 

Framework for Secure Access Control.” IEEE Access 11: 99321–99335. 



Scientific and Practical Cyber Security Journal (SPCSJ) 9(4): 50 – 59 ISSN 2587-4667 Scientific 

Cyber Security Association (SCSA) 
 

59 
 

24. Vaikuntanathan, Vinod. 2011. “Computing Blindfolded: New Developments in Fully Homomorphic 

Encryption.” Proceedings of the IEEE Symposium on Foundations of Computer Science (FOCS), 5–16. 

25. Zhang, Y., and C. Li. 2023. “Challenges of Implementing Zero-Trust in Enterprise Cloud Networks.” 

Journal of Cybersecurity 9 (1): 57–74. 

26. Zhang, Y., and J. Xu. 2022. “Residual Vulnerabilities in Zero-Trust Deployments.” ACM Transactions 

on Privacy and Security 25 (3): 1–22. 

27. Zhang, Z., H. Li, and P. Chen. 2022. “Homomorphic Encryption for Healthcare Compliance with GDPR 

and HIPAA.” Health Informatics Journal 28 (3): 1–15. 

 

 


