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ABSTRACT: Digital data theft poses a significant risk to an organisation's financial well-
being. This situation can be addressed through dynamic encryption, which generates distinct
ciphertexts for the same unique plaintext. In this study, we investigate cybersecurity strategies
that they incorporate random noisy schemes and artificial intelligence, highlighting their
potential benefits and challenges because these are our aims of research. A new approach to
cybersecurity involves injecting noise into ciphertext, they are well known as random noisy
strategies. These methodologies have shown to be effective in thwarting cyber threats. This
research is future work of random noisy alternatives because it was observed that they have
not experimented with the IDEA-128 encryption algorithm over ciphertext. It is not considered
good for the organisations. In particular, those who have opted for the employment of IDEA-
128 standard, taking into account that the random noisy strategies have revealed very
promising results. This research is important because it builds on experiments that they have
used artificial intelligence to inject noise into IDEA-encrypted ciphertext, offering
organisations a new approach to enhance security. This work introduces the random noisy
IDEA-128 strategy, as a novel dynamic data encryption method. We also compare its
performance to four random noisy schemes based on DES, 3DES, AES-256, and GOST R
34.12-2015 algorithms because the experimental results have shown an increasing of the noisy
injection performance on ciphertext. In conclusion, the novel alternatives that have been
suggested here might be difficult for the strategies of cybercriminals to decrypt, and even for
algorithms based on quantum computing.

KEYWORDS: Applications of Al, cryptography, dynamic encryption methods, noisy
injection strategies.

1. INTRODUCTION

A cybersecurity's strategy (Delman 2004; Kalsi et al. 2018; Mendoza 2008) may be considered
inadequate if at least one of the methods is vulnerable to cybercriminal attacks (Rangel and Rangel
20244, 2025; Rangel et al. 2025a, 2025b, 2025c¢). This situation brings with it the theft of digital data
(Rangel et al. 2023; Rangel et al. 2025c). When it occurs in practical domains may cause significant
losses in the finances of organisations (Rangel and Rangel 2024a, 2024b; Rangel et al. 2024, 2025a,
2025c). These cases (Alvarez 2019; Barranco and Galindo 2022; Gémez et al. 2012; Javidi and
Horner 1994; Reddaiah 2019; Sebas 2023), typically involve cyber threats such as phishing,
fraudulent calls, and financial scams, impacting social networking platforms, bank systems, large
markets, energy networks, and e-commerce in organisations (Rangel and Rangel 2024a; Rangel et al.
2025a). The problem of digital data theft can be addressed through various means, which can be
grouped into three primary categories: regularly replacing cybersecurity strategies (Rangel and Rangel
2024a), utilising dynamic encryption methods (Rangel et al. 2025a), and employing noisy injection
over ciphertext (Rangel et al. 2023, 2024, 2025a, 2025b; Rangel and Rangel 2025a), these alternatives
have shown effectiveness in certain practical applications. This study focuses on encryption methods
(Rangel et al. 2025c¢) that utilise noisy injection strategies (Rangel et al. 20253, 2025b; Rangel and
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Rangel 2025a). According to (Rangel et al. 2025c), these methods involve computing statistics or
mathematical equations to transform plaintext (S;) into ciphertext (Ci), which can only be deciphered
by authorised individuals or systems (Rangel et al. 2024; Rangel and Rangel 2024b). The S; represents
the original input data, while the C; is the encrypted output. An encryption method is dynamic when
produces unique results with the same plaintext data input each time, whereas static encryption
methods produce the same output (Rangel et al. 2025c). Symmetric encryption algorithms use a single
secret key, while asymmetric encryption algorithms use a pair of keys, one private and one public
(Rangel et al. 2025c). The translation of plaintext into ciphertext is called data encryption, and the
process of retrieving the original data is known as data decryption (Rangel et al. 2023, 2024, 2025c;
Gomez et al. 2012; Paul et al. 2017). Asymmetric encryption algorithms, such as RSA: Rivest-
Shamir-Adleman (Mendoza 2008; Rangel et al. 2025a, 2025b, 2025c¢; Barranco and Galindo 2022;
Gomez et al. 2012; Oppliger 2005; Stinson and Paterson 2019; Van-Tilborg 2005; Baklaga 2024;
Bavdekar et al. 2023; Dang and Le 2022; Luciano and Prichett 1987; Rahman and Hossain 2021;
Rodriguez 2020), ECC: Elliptic Curve Cryptography (Rangel et al. 2025a, 2025b, 2025c¢; Baker and
Schiller 2015; Baklaga 2024; Bavdekar et al. 2023; Hankerson et al. 2004; Montgomery 1987; NIST
2013; Oppliger 2005; Stinson and Paterson 2019; Van-Tilborg 2005), and ElGamal (Barranco and
Galindo 2022; Oppliger 2005; Stinson and Paterson 2019; Van-Tilborg 2005), rely on a pair of keys -
private and public - for encryption and decryption. Recent research (Rangel et al. 2025a, 2025c;
Rangel and Rangel 2024b), they have highlighted the benefits of dynamic encryption with asymmetric
algorithms. However, this work does not delve into asymmetric algorithms, which may be explored in
future studies. Consequently, these schemes are not described here. There exists also various
symmetric key cryptography algorithms, such as DES, 3DES, AES, Blowfish, Twofish, Camellia,
GOST, CAST, and IDEA, to name a few. Thereby, some symmetric key cryptography algorithms have
been included in experiments such as DES: Data Encryption Standard (Baklaga 2024; Barranco and
Galindo 2022; Bavdekar et al. 2023; Dhany et al. 2018; Gomez et al. 2012; Kumar and Sharma 2021;
Mendoza 2008; Rodriguez 2020), 3DES or TripleDES: Triple Data Encryption Standard (Baklaga
2024; Bavdekar et al. 2023; Gomez et al. 2012; Van-Tilborg 2005; Van and Jajodia 2011), GOST:
GOsudarstvennyy STandart (Courtois 2012; Dunkelman et al. 2023; Fulgueira et al. 2015; Van-
Tilborg 2005), version Kuznyechik (Ky3ueunk) R 34.12-2015 (Ishchukova et al. 2020; Rangel et al.
2025b; Rangel and Rangel 2025a), IDEA: International Data Encryption Algorithm (Gundaram 2024;
Van-Tilborg 2005), and AES: Advanced Encryption Standard (Baklaga 2024; Barranco and Galindo
2022; Bavdekar et al. 2023; Daemen and Rijmen 2002; Rahman and Hossain 2021; Rodriguez 2020;
Saini et al. 2023; Van-Tilborg 2005). In this research, the AES-256 (Daemen and Rijmen 2002;
Ishchukova et al. 2020; Saini et al. 2023), IDEA-128 (Gundaram 2024; Van-Tilborg 2005), and GOST
R 34.12-2015 Kuznyechik algorithm (Ishchukova et al. 2020; Rangel et al. 2025b; Rangel and Rangel
2025a) versions, they have been employed. As mentioned in reference (Baklaga 2024), "AES is a
symmetric block cipher that operates with different block sizes and key lengths of 128, 192, and 256
bits are supported. DES processes 64 bits of plaintext to produce 64 bits of ciphertext, using a series
of substitution and permutation rounds, and decryption is achieved by reversing the encryption
process. However, the employment of 64 bits, it is considered insufficient for secure environments,
making it relatively easy to break. As a result, the 3DES was developed as an enhancement to DES".
The GOST algorithm (Van-Tilborg 2005) is a block cipher standard established by the former Soviet
Union in 1989. The algorithm's specifications, translated into English in 1993, describe a 64-bit block
cipher with four operational modes. GOST employs a simple 32-round Feistel (Van-Tilborg 2005)
network, processing 64-bit data blocks with a 256-bit key. The F-function (Van-Tilborg 2005) in each
round involves three key transformations. The process begins with the addition of a 32-bit subkey to
the data modulo 2732. The output is segmented into 4-bit parts and fed into eight 4x4-bit S-boxes
(Van-Tilborg 2005) operating in parallel. After passing through the S-boxes, the outputs are
concatenated and rotated by 11 bits. The key schedule of GOST is simple: the 256-bit secret key is
divided into eight 32-bit subkeys, used directly in the first 24 rounds, and then reused in reverse order
for the final rounds (Van-Tilborg 2005). The GOST R 34.12-2015 standard (Ishchukova et al. 2020;
Rangel et al. 2025b; Rangel and Rangel 2025a) is the successor to GOST 28147-89 (Courtois 2012).
GOST R 34.12-2015 (Gundaram 2024) is described as a block-based symmetric key algorithm where
encryption and decryption use the same key. GOST R 34.12-2015 comprises two main algorithms:
Magma for 64-bit blocks and Kuznyechik for 128-bit blocks. The Kuznyechik algorithm (Ishchukova
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et al. 2020; Rangel et al. 2025b; Rangel and Rangel 2025a) is flexible with 128-bit blocks, supporting
10 to 32 rounds, and can use keys up to 256 bits in length. The IDEA-128 algorithm (Gundaram 2024;
Van-Tilborg 2005) is the successor to IPES: Improved Proposed Encryption Standard. According to
(Gundaram 2024), IDEA-128 employs a block-based symmetric key approach, where the same key is
utilized for both encryption and decryption. Notably, IDEA-128 features a key size of 128 bits, which
is relatively large compared to other block ciphers. Although the block size is 64 bits, which is smaller
than some ciphers like AES, it still provides a high level of security (Gundaram 2024). Hence,
Gundaram (2024) highlights that IDEA-128 is often regarded as one of the most secure block-level
encryption algorithms publicly available. Similarly, the IDEA-128 has withstood extensive
cryptanalytic efforts since its publication (Van-Tilborg 2005). The algorithm encrypts plaintext in 64-
bit blocks using 8.5 rounds, with each round involving distinct subkeys derived from the master key
through a series of operations including substitutions, permutations, modular additions, and XOR
(Van-Tilborg 2005). For decryption, these subkeys are applied in reverse order (Gundaram 2024).
Some studies (Rangel et al. 2025a, 2025c) have found that symmetric encryption algorithms yield
static ciphertext results. Yet, this does not mean that these algorithms are inherently insecure (Rangel
et al. 2025a). Still, the rise of quantum computing poses a threat to some standard encryption methods
(Baklaga 2024; Bavdekar et al. 2023; lavich et al. 2024; Rangel et al. 2025c). Researchers (Fuegner
2024; Sengupta and Ghosh 2023; Thakur and Kumar 2011) point out that the AES and RSA algorithms
are susceptible to threats from quantum computing (Baklaga 2024; lavich et al. 2024; Rangel et al.
2025c). This paper explores various aspects of this subject and, although it does not utilize quantum
computing, proposes additional security measures for symmetric algorithm variants (Rangel et al.
2025a). According to various researchers (Rangel and Rangel 2024a, 2024b, 2025a; Rangel et al.
2023, 2024, 2025a, 2025b, 2025c) dynamic encryption methods offer a promising approach to
bolstering security by incorporating more noise and redundancy into ciphertext outputs (Rangel et al.
2023, 2024, 2025a). Additionally, employing noisy injection strategies (Rangel et al. 2025a, 2025b;
Rangel and Rangel 2025a) is considered a good practice for encryption. Noisy injection refers to the
inclusion of extra characters from ASCII or UTF-8 encoding in a plaintext or ciphertext that are not
part of the original message (Rangel et al. 2025c). A key hypothesis of this research is that these
strategies can create confusion for cybercriminals (Rangel et al. 2025a, 2025c). These strategies
(Rangel et al. 2025a, 2025b; Rangel and Rangel 2025a) frequently utilize artificial intelligence
(Rangel 2002, 2022; Rangel et al. 2024, 2025a, 2025b, 2025¢; Rangel and Rangel 2025a, 2024b), they
can be applied on cryptography (Delman 2004; lyengar et al. 2021; Kalsi et al. 2018; Liu and Wang
2022; Mendoza 2008; Rangel and Rangel 2024a, 2024b; Rangel et al. 2024, 2025c; Reddaiah 2019;
Sebas 2023; Singh et al. 2021), due to that this scheme is a well-established field. The goal of
artificial Intelligence (Al), as mentioned in other works (Rangel 2002, 2022; Rangel et al. 2024) is to
enable machine thinking (Rangel et al. 2025c). Various approaches, such as heuristic methods
(Rangel et al. 2024, 2025a, 2025c) utilize predefined rules to address problems. These can be
implemented in structured models like decision trees (Mitchell 2020; Ross-Quinlan 1993; Russell and
Norvig 2020) and graphs (Hartmann 2020; Russell and Norvig 2020; Sanchez et al. 1997).
Furthermore, random methods in Al (Kuncheva and Jain 1999; Murphy 2022; Rangel et al. 2024,
Reddaiah 2016; Skalak 1994) involve selecting numbers randomly, either with or without replacement
(Rangel et al. 2025c). These techniques can be applied to intelligent models like genetic algorithms
(Clark 1994; Delman 2004; Griindlingh and Van-Vuuren 2003; Kalsi et al. 2018; Kuncheva and Jain
1999; Matthews 1993; Rangel et al. 2023, 2024; Reddaiah 2019; Sebas 2023; Skalak 1994), Monte
Carlo (MC) algorithms (Skalak 1994), and artificial neural networks (Bruzzone and Serpico 1997
Goodfellow and Courville 2021; Murphy 2022). Al-based cryptography has been the subject of
various studies (Clark 1994; Dang and Le 2022; Delman 2004; Gémez et al. 2012; Griindlingh and
Van-Vuuren 2003; lyengar et al. 2021; Kalsi et al. 2018; Liu and Wang 2022; Matthews 1993;
Mendoza 2008; Rangel and Rangel 2024a, 2024b; Rangel et al. 2024, 2025c; Reddaiah 2019;
Rodriguez 2020; Sebas 2023; Singh et al. 2021). A detailed review of Al's role in cryptography
(lyengar et al. 2021; Singh et al. 2021) is presented on the field's trends and challenges, and
(Mendoza 2008) presents an analysis of both asymmetric and symmetric cryptography. According to
(Reddaiah 2016) presents an experimental study on pairing functions in cryptography with Al. The
same author later expanded on this work in 2019, introducing a pioneering study on genetic
algorithms (GAs) for cryptographic applications in e-commerce. Moreover, an improved
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cryptanalysis of the RSA algorithm using side-channel attacks has been also reported (Dang and Le
2022). While that (Liu and Wang 2022), a new collision attacks based on differentiated path
construction, it was employed. Consistent with prior research is examined (Delman 2004; Matthews
1993) the use of genetic algorithms in cryptographic contexts. Furthermore, other study (Clark 1994)
discusses modern optimization techniques specifically developed for cryptanalysis. On the other hand,
it has been revealed that using genetic algorithms can break a simple cryptographic cipher
(Griindlingh and Van-Vuuren 2003). In these terms, it has explained some genetic operators applied
to symmetric cryptography using GAs (Rodriguez 2020). Consequently, Liu and Wang (2022), a
guantum cryptanalysis of lattice-based cryptographic protocols have presented, to mention few. Noisy
injection strategies (Rangel and Rangel 2024a, 2024b, 2025a; Rangel et al. 2023, 2024, 2025a, 2025b,
2025c¢) encompass multiple approaches that can be classified into three distinct categories. Firstly, the
use of pseudo-hexadecimal format is considered. In this regard, the 'Noised’ random pseudo-
hexadecimal GAs methodology has been detailed in other works (Rangel et al. 2023, 2024). This
approach utilizes a genetic algorithm and was presented as a dynamic encryption option. Due to the
limitations of pseudo-hexadecimal GAs, a new method called 'Noised' random pseudo-hexadecimal
(without GAs) was developed and described by (Rangel et al. 2024). However, in other study (Rangel
et al. 2025c), four dynamic alternatives based on the pseudo-hexadecimal GAs schema were
introduced, termed 'noisy random pseudo-hexadecimal’ strategies. These strategies involve injecting
noise into ASCII characters to confuse cybercriminals when a new pseudo-hexadecimal format has
been employed. The application of these schemes is restricted to plaintext. Furthermore, the
combination of Al-based noisy injection with the nearest neighbor (1-NN) rule is utilized, as detailed
in other studies (Barandela et al. 2003; Cover and Hart 1967; Lewis and Catlett 1994; Rangel 2002,
2022). In this context, the 'Noised' random 1-NN with hexadecimal encoding based on Al, it was
reported in other work (Rangel and Rangel 2024b). Following the same way, the 'Noised' random
pseudo-hexadecimal format combined with nearest neighbor (1-NN), they were experimented in other
research (Rangel and Rangel, in review since 2024). Both methodologies have demonstrated that
these schemes can enhance the security of digital data through double noisy injection on ciphertext
outputs, albeit at the cost of increased disk storage space. These strategies, they were also applied over
plaintext. In this paper, the pseudo-hexadecimal methodology has not been experimented because we
might consider it in future works. Thirdly, the random Caesar Il mod 120 (Rangel and Rangel 2024a,
2024b, 2025a; Rangel et al. 2025a, 2025b) has been utilized for noisy injection, applied to both
plaintext (Rangel and Rangel 2024a, 2024b; Rangel et al. 2025a) and ciphertext (Rangel et al. 2025a,
2025b; Rangel and Rangel 2025a) obtained through standard encryption algorithms. This method is
referred to as the random noisy strategy (Rangel et al. 2025a, 2025b; Rangel and Rangel 2025a). The
random Caesar cipher builds upon the traditional Caesar algorithm (Barranco and Galindo 2022;
Gomez et al. 2012; Rangel and Rangel 2024a; Rangel et al. 2023). According to (Rangel et al. 2025a),
this random scheme differs from its predecessor due to its dynamic encryption capabilities with Al,
leveraging heuristic methods. While that traditional Caesar works with a single static shifting K value
that it is defined as follows: Ci = S;j + K mod 26 (Barranco and Galindo 2022; Gomez et al. 2012).
Instead, the random Caesar operates with a different shifting (K;) values one for each S; that they are
selected randomly (with replacement). Hence, random Caesar can work in several modes depending
of N value. Due to that it is defined as follows: Ci = Si + K; mod N. Therefore, the mod 26 in
traditional Caesar, it means that only 26 characters are employed in encryption/decryption alphabets.
However, the mod N of random Caesar can be dynamic. Despite that in recent research (Rangel and
Rangel 2024a, 2024b; Rangel et al. 2023, 2025b), it has been delimited with three modes such as
random Caesar | with mod 9 & mod 255 (Rangel et al. 2025b), random Caesar Il with mod 95
(Rangel et al. 2023; Rangel and Rangel 2024a, 2024b), and random Caesar Il with mod 120 (Rangel
and Rangel 2024a, 2025a; Rangel et al. 2025a, 2025b). These schemes establish the criteria for
choosing alphabets through a random methodology and utilize a heuristic approach to determine the
optimal K; vector. The mod N value determines the size of the encryption alphabet and the maximum
value in the K; vector. The value N=95 allows for ASCII characters ranging from 32 to 126, covering
characters from space to '~'. In contrast, N=120 selects characters between 30 and 150 in the ASCII
table. For other N values, K; is chosen between 0 and N. The random Caesar schema's second phase is
designed to confuse cybercriminals (Rangel and Rangel 2024a) and involves calculating the final
package using the statement: FinalPackage = C; & Ki & OrdChr(C;) (Rangel et al. 2025a). Here, the

4



Scientific and Practical Cyber Security Journal (SPCSJ) 10(1): 1 — 20 ISSN 2587-4667 Scientific
Cyber Security Association (SCSA)

& operator represents concatenation, and the OrdChr procedure either adds the character C; to the
package's end when N=120 or transforms C; into its ordinal value otherwise. This methodology is
applied exclusively to plaintext as a dynamic encryption strategy (Rangel and Rangel 2024a), whereas
random Caesar Il mod 120 has been utilized as a random noisy strategy in various studies (Rangel et
al. 2025a, 2025b; Rangel and Rangel 2025a). For example, it was introduced using eight alternatives,
specifically random noisy DES, random noisy 3DES, random noisy RC4, random noisy Blowfish,
random noisy WEP, random noisy AES, random noisy RSA-2048, and random noisy ECIES SECP-
256-R1 (Rangel et al. 2025a). These proposals are based on standard encryption application being
combined with noisy injection of the random Caesar Il mod 120. In a similar vein, the random noisy
GOST was presented in other work (Rangel et al. 2025b), as well as the random noisy Camellia was
featured in previous research (Rangel and Rangel 2025a). Finally, there exists some variants of the
random noisy strategies (Rangel and Rangel 2024a), that they are related with noisy injection.
However, these schemes have been reported as camouflaging ciphertext (Rangel et al. 2025a). These
alternatives have been named as reduced random Caesar (Rangel and Rangel 2024a; Rangel et al.
2025a) and reduced random mutation (Rangel and Rangel 2024a). According to (Rangel and Rangel
2024a), the primary purpose of these schemes is to camouflage and reduce the size of at least !5 of the
ciphertext. The application of the reduced random Caesar strategy spans both plaintext (Rangel and
Rangel 2024a) and ciphertext (Rangel et al. 2025a), but the reduced random mutation (Rangel and
Rangel 2024a) is only applied to plaintext. These reduced random strategies, they were not here
experimented because it can be considered in future works. Only four random noisy strategies based
on standard symmetric encryption algorithms were examined in this work, specifically random noisy
DES, random noisy 3DES, random noisy AES-256, and random noisy GOST R 34.12-2015. Similarly,
a new alternative was developed, being introduced here as random noisy IDEA-128. The application
of noisy injection with random noisy strategies (Rangel and Rangel 2024a, 2025a; Rangel et al.
2025a, 2025b) to plaintext (Rangel and Rangel 2024a) or ciphertext (Rangel et al. 2025a, 2025b;
Rangel and Rangel 2025a) is recommended due to its strong correlation with dynamic encryption
performance. The impact of quantum computing on the security of these schemes has not been studied
(Rangel et al. 2025a, 2025c). This research builds upon previous work on random noisy alternatives
(Rangel et al. 2025a, 2025b; Rangel and Rangel 2025a), as it was noted that they did not explore the
IDEA-128 encryption algorithm over ciphertext, which could be beneficial for organizations,
especially those already using IDEA-128 and seeing promising results from random noisy strategies.
This situation also presents opportunities for organizations to leverage noisy injection based on the
IDEA-128 scheme. Our research centers on random noisy encryption methodologies for cybersecurity,
particularly the strategy of adding noise to ciphertext from standard encryption algorithms to create
confusion for potential attackers (Rangel et al. 2025c). This study focused on two specific classes of
situations. First, the comparison of five standard encryption algorithms (DES, 3DES, AES-256, GOST
R 34.12-2015, and IDEA-128), they were evaluated as static encryption schema for results
comparison with other research (Rangel et al. 2025a, 2025b; Rangel and Rangel 2025a). Furthermore,
the random noisy IDEA-128 schema was developed to serve as a comparative benchmark for other
random noisy strategies (random noisy DES, random noisy 3DES, random noisy AES-256, and
random noisy GOST R 34.12-2015) in the context of noisy injection on ciphertext. This method uses
random Caesar Il mod 120 (Rangel and Rangel 2024a) on ciphertext from standard encryption
algorithms. The focus is on dynamic encryption as a means to achieve randomness in performance.
This study adds to the empirical foundation of Al-based cryptography, particularly since random
noisy strategies have been rarely examined. According to recent research (Rangel and Rangel 2024a,
2024b; Rangel et al. 2023, 2024, 2025a), the random Caesar 1l approach (Rangel and Rangel 2024a)
may generate random ciphertext values that fall outside the ASCII table (Rangel et al. 2025a).
Nonetheless, when evaluated in practical domains with random noisy strategies (Rangel et al. 2025a),
such problems were not observed. Previous research (Rangel et al. 2025a, 2025b; Rangel and Rangel
2025a) evaluated these random noisy encryption strategies using five-fold cross-validation. In this
study, the performance of these methods is measured by average or global accuracy (Barandela et al.
2003; Lewis and Catlett 1994; Rangel 2002, 2022). Therefore, this paper presents experimental results
of a more extensive research, which it has been conducting to explore some cases related to the theft
of digital data. The study examined situations where the use of at least one inadequate static
encryption method led to vulnerabilities (Rangel et al. 2025a). The experiments were initially aimed
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at replacing static encryption with random noisy strategies as a means of dynamic encryption (Rangel
and Rangel 2024a). Several ciphertext exemplars resulting from random noisy encryption schemes are
demonstrated here. The assessment of these approaches involved five samples and a modified cross-
validation method (Rangel and Rangel 2024a; Rangel et al. 2024, 2025a). 'Noisy injection' over
ciphertext output is proposed here due to its demonstrated effectiveness in enhancing dynamic
encryption performance. We propose a new strategy called random noisy IDEA-128 as a dynamic
alternative for data encryption. In addition, the comparison of results with four random noisy schemes
based on DES, 3DES, AES-256, and GOST R 34.12-2015 algorithms are also shown.

2. METHODOLOGY

Implementing static encryption algorithms in place of current cybersecurity strategies, it does not
provide sufficient data security guarantees. A dynamic encryption solution is advisable (Rangel and
Rangel 2024a). We evaluate several dynamic encryption approaches that utilize random noisy
strategies (Rangel et al. 2025a), to address the issue of digital data theft. This research is experimental
and exploratory in nature, introducing a novel alternative based on the random noisy IDEA-128
scheme, which is presented here for the first time. The experiments in this work were performed on a
personal computer with a 2 GHz CPU, 4 GB of RAM, and 32 GB of free disk space, using Microsoft
Windows 10 (Microsoft 2025) and Python (Python.org 2024). The encryption methods implemented
included DES, 3DES, AES-256, GOST R 34.12-2015, and IDEA-128, as well as novel variants based
on random noisy strategies (Rangel et al. 2025a). To validate our findings, we replicated some
experiments on a mobile computing device with the same hardware configuration as the personal
computer, but with Android 9 (Google Android-12 2024) and PyDroid3 (Pydroid3 2025). The results
were consistent, with no significant differences noted. Third, the datasets used were training samples
(Barandela et al. 2003; Rangel 2002, 2022; Rangel et al. 2025b; Rangel and Rangel 2025a), consisting
of 1000 randomly created exemplars. Each row represents a pattern with five columns or features.
This includes encryption and decryption information, such as ciphertext (C;) structured as a tuple of
two exemplars (Testl, Test2), along with encryption time (TC), decryption time (TD), error rate, and
class label. The pattern format is TP = [ (Testl, Test2), TC, TD, Error, Label ], which allows for
direct comparison with other studies (Rangel and Rangel 2025a). In Table 1, we display two
ciphertext exemplars for the label, using @Welcom " value. The label feature is the same plaintext
(Si), which it is simulating to be a password. It includes noisy characters: 'g' and '(1" (with ordinal
values: 9619 and 65533, respectively). The encryption/decryption times, they were computed in
milliseconds. The TC, TD, and Error features are double precision values. The plaintext sequence, it
is transformed by the encryption strategy obtaining a ciphertext result based on a tuple or collection
type as below: (Testl, Test2), while that the TC is computed. This operation allows observing if
dynamic encryption results that they have been obtained. The ciphertext sequence undergoes
decryption while TD is computed. Both sequences are stored in training sample (TS), incorporating
their TD, TC, and error rates within a pattern structure. The error rate is calculated based on the
number of characters with errors. If the ciphertext obtained through the encryption strategy does not
match the plaintext (Si), the error rate is determined by the proportion of Si that contains errors. When
a ciphertext of ten characters corresponds to a plaintext of ten characters with an error value of 0.5, it
signifies that five characters from Testl and/or Test2 failed to decrypt properly. The ciphertext and
plaintext are represented as vectors or character sequences using ASCII or UTF-8 encoding, with a
maximum length of 255 characters. Unlike other algorithms, 3DES, it had limitations with sequences
of 255 characters. Therefore, the experiments with 3DES were limited to 22 characters. As a result,
the comparison of encryption algorithms is not on an equal footing due to the varying encryption
times being evaluated. To address this disparity, the research employed ciphertexts filled with random
hexadecimal values to ensure a more equitable comparison. The information was used to create a new
format based on cross-validation (Rangel et al. 2025a, 2025b; Rangel and Rangel 2024a; 2025a). Each
encryption strategy was then executed using the updated TS format. In order to improve result clarity,
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Table 1 provides an example showing the arithmetic mean and standard deviation for the plaintext
@Welcom ', processed by most encryption algorithms under consistent conditions. Finally,
separate TS were created for each encryption algorithm tested, including those with random noisy
strategies.

2.1. Standard Implementations of Symmetric Encryption Algorithms

We began by using standard symmetric encryption algorithms, such as DES, 3DES, AES-256, GOST
R 34.12-2015, and IDEA-128, as our primary strategy. We experimented with them as static
encryption schemes, applying them to plaintext (Si), and comparing the results with other studies
(Rangel et al. 20253, 2025b; Rangel and Rangel 2025a). We carried out these experiments on five
training samples containing the mentioned information, assessing each encryption algorithm
individually through a modified cross-validation approach (Rangel and Rangel 2024a; Rangel et al.
2025a). Python language (Python.org 2024) was used to implement these standard encryption
algorithms, which required the installation of specific libraries including pycrypto/pycryptor,
cryptography (Python-Cryptography 2025), pycryptodome (PyCryptodome 2025; PyPl 2024) and
gostcrypto (Gostcrypto 2021). Hence, it must be imported in source code as follows: from
cryptography.hazmat.primitives import padding ; from
cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes ;
from cryptography.hazmat.backends import default backend ; from
Crypto.Cipher import DES ; import gostcrypto. Giventhat si = '@WelcomegD',mm
can proceed with the analysis. To obtain the ciphertext based on the DES algorithm, the following
statement can be applied: ci = ( ( A( Key.encode() , Mode ) ).encrypt( plaintext )
) .hex (); print (Ci).To compute the ciphertext resulting from the 3DES and GOST R 34.12-2015
algorithms, the following statement applies: ci = ( Ri.update( plaintext ) +
Ri.finalize() ).hex() ; print(Ci). For the AES-256 encryption alternative, the ciphertext
calculation is as follows: ci = ( IV.encode() + ( Ri.update( plaintext )+
Ri.finalize() ) ).hex() ; print(Ci). Below is the ciphertext obtained through the IDEA-
128 algorithm: ci = (IV.encode () + (Ri.update (plaintext) +
Ri.finalize())).hex(); print(Ci). In this context, the A parameter refers to the algorithm,
Key is the secret key, IV is the initialization vector, and Mode is a valid operation mode. The plaintext
argument is the encoded S;, and the encrypt() method returns a ciphertext object. Here, N denotes the
maximum byte count in a character sequence and Ri is a partial ciphertext object that either lacks
padding or has not been fully processed. While Qi represents the padding employed. The updated()
and finalize() methods are utilized to finalize the encryption process. Lastly, the hex() function
transforms byte values into hexadecimal format. Under these conditions, the valid parameters for

generating ciphertext with the DES algorithm can be determined as follows: key = '00000001"

A = DES.new ; N = 8 ; Mode = DES.MODE ECB ; plaintext = Si.encode() + (b' '
* (N-len(Si.encode()) % N )). The computation of valid parameters for the GOST R 34.12-
2015 algorithm C|phertext generation is as follows: Key =
'00000000000000000000000000000001" ; A = gostcrypto.gostcipher.new ; N = 32
; Mode = gostcrypto.gostcipher .MODE ECB ; Qi =
gostcrypto.gostcipher.PAD MODE 1 ; plaintext = Si.encode(). TO generate

ciphertext with 3DES, the valid parameters can be calculated as follows: kKey =
'000000000000000000000001"' ; A = algorithms.TripleDES ; N = 24 ; Mode =
modes.ECB () ; Ri = Cipher (A(Key.encode()), Mode , default backend()

) .encryptor () ; plaintext = ( Si + '' + str(''.join( [' ' for k 1in
range (0, int (N-len(Si.encode()))) 1 )) ).encode(). For the AES-256 encryption
version, the valid parameters for obtaining ciphertext are: Key =
'00000000000000000000000000000001" ; A = algorithms.AES ; N = 256 ; IV=
'0000000000000001"; Mode = modes .CBC (IV.encode () ) ; Ri =
Cipher (A(Key.encode()), Mode , default backend() ).encryptor() ; Qi =
padding.PKCS7 (N) .padder () ; plaintext = Qi.update( Si.encode() )+

Qi.finalize (). The valid values for ciphertext generation with the IDEA-128 algorithm can be
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specified as: Key = '0000000000000001"' ; A = algorithms.IDEA ; N = 128 ; IV=
'00000001" ; Mode = modes.CBC(IV.encode()) ; Ri = Cipher(A(Key.encode()),
Mode , default backend() ).encryptor() ; Qi = padding.PKCS7(N) .padder() ;
plaintext = Qi.update( Si.encode() ) + Qi.finalize (). Itisessential toinclude each
of these statements in the source code before calling Ci, as appropriate.

2.2. Random Noisy Proposals

The second encryption strategy we consider involves random noisy alternatives (Rangel and Rangel
2024a; Rangel et al. 2025a), for dynamic data encryption (Rangel and Rangel 2024a), with suggesting
that these schemes can provide a good alternative for increasing the noise in ciphertext outputs. We
applied the strategies based on noisy injection to ciphertexts (Rangel et al. 2025a), which it has been
generated by standard encryption algorithms, concentrating on four specific algorithms: random noisy
DES, random noisy 3DES, random noisy GOST R 34.12-2015, and random noisy AES-256.
Furthermore, we propose a new approach using random noisy IDEA-128. These five random noisy
strategies have been implemented using Python (Python.org 2024), as mentioned above, but they were
experimented with a noisy injection application that it combines the random Caesar Il mod 120 being
applied on the obtained ciphertext from each standard encryption algorithm separately. It was done for
results comparison with other research (Rangel et al. 2025a, 2025b; Rangel and Rangel 2025a). These
experiments were carried out on five TS as mentioned above. Due to that each encryption algorithm, it
has been evaluated separately using the TS in an iterative manner with five repetitions of cross-
validation (Rangel and Rangel 2024a; Rangel et al. 2025a). The global average and standard
deviation were calculated for each encryption strategy using modified cross-validation. According to
(Rangel et al. 2025a), this scheme provides the framework for applying noisy injection to ciphertext
and explains the procedure for computing random noisy strategies. This calculation can be performed
as follows: RandomNoisy; = Char ( Ord ( StandardEncryption; ) + Ord( Ki ) ) & Char ( Ki) & Char (
StandardEncryption; ), with mod 120. This process was simplified by substituting the plaintext with
ciphertext, as demonstrated in other research (Rangel and Rangel 2024a). Moreover, it is adjusted to
the mod 120 measure because only character types, they are stored in FinalPackage that it is named as
RandomNoisyi. Therefore, several versions of random noisy schemes were presented in other work
(Rangel et al. 2025a). In this study, we utilized four strategies for generating StandardEncryption;
ciphertext, as previously mentioned. The random noisy IDEA-128 strategy was implemented and
calculated using the statement: RandomNoisylDEA128; = Char ( Ord ( StandardIDEA128Encryption;
)+ Ord( Ki)) & Char ( K;) & Char ( StandardIDEA128Encryption; ) mod 120. In this context, the +
operator is used for the sum function, and the & operator is used for concatenation. The K; shifting
vector contains random integers. The StandardEncryption; parameter represents the ciphertext
obtained from a standard encryption algorithm (e.g., DES, 3DES, GOST R 34.12-2015 and AES-256),
as described in other research (Rangel et al. 2025a). The StandardIDEA128Encryption; argument
corresponds to the ciphertext calculated with the IDEA-128 algorithm. These approaches were
employed individually. The sequence RandomNoisy; is the FinalPackage produced by a random noisy
strategy. Meanwhile, RandomNoisylDEA128; signifies the FinalPackage obtained via random noisy
IDEA-128. The Ord function returns the ordinal value of a character or integer, and the Char function
converts a value to its corresponding character representation in ASCII or UTF-8. In the random noisy
proposals, a standard encryption algorithm is first used to encrypt the plaintext, and then random
Caesar Il mod 120 is applied to the ciphertext, adding an extra layer of security (Rangel et al. 2025a,
2025b; Rangel and Rangel 2025a). According to (Rangel et al. 2025a), combining these techniques is
distinct from double digital encryption and should not be applied in a manner that could compromise
security. Sequential application of standard encryption algorithms may create vulnerabilities that they
can be exploited through computational attacks. According to (Rangel et al. 2025a), it is advisable to
apply noisy injection to only a portion of the ciphertext to avoid drawing attention to the noise's
presence. Applying it to only a segment of the ciphertext would present cybercriminals with the
significant challenge of locating noisy characters, a problem that would remain complex and
demanding even with quantum computing capabilities. Due to that these strategies consist in the
employment of random Caesar Il mod 120 (Rangel and Rangel 2024a; Rangel et al. 2025a), being
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applied on ciphertext that it has been previously obtained by standard encryption algorithm. Hence,
both goals are considered dynamic encryption alternatives to random performance (Rangel and
Rangel 2024a). The random noisy strategies for information encryption have proven effective in
producing dynamic ciphertext, thus improving data security within organizations. Furthermore, the
random Caesar Il approach with mod 120 is rooted in Al, as it employs random and heuristic
strategies to determine the K; vector of shifts (Rangel et al. 2025a). Thus, artificial intelligence was
utilized when the heuristic method was applied to select the K; vector that yields maximum values for
the encryption alphabet. Due to that heuristic method procedure is very similarity to the selection
process of the genetic algorithms. Therefore, it is considered the use of Al. The heuristic method is
defined as a validation tool for the selected ASCII characters as outlined in other works (Rangel et al.
2025a, 2025c). A genetic algorithm (GA) is a random process that encompasses selection, crossover,
and mutation phases, followed by an evaluation stage using a wrapper (Rangel et al. 2023, 2024) or
fitness function (Rangel et al. 2024; Reddaiah 2019) to assess each generation of the GA (Clark 1994;
Delman 2004; Griindlingh and Van-Vuuren 2003; Kalsi et al. 2018; Kuncheva and Jain 1999;
Matthews 1993; Rangel et al. 2023, 2024; Reddaiah 2019; Skalak 1994). For the random Caesar
methodology (Rangel and Rangel 2024a; Rangel et al. 2025a), only the GA selection procedure is
utilized for alphabet selection with mod 120 and its K; shift vector. The K; values are deliberately kept
between 30 and 150 to avoid surpassing the 255 ASCII value limit. Similarly, the reduced random
Caesar strategy (Rangel and Rangel 2024a; Rangel et al. 2025a), it can utilize the GA selection
procedure with mod 120. For reduced random mutation (Rangel and Rangel 2024a), the first phase
(selection) and third stage (mutation) of the GA model are employed. In both cases, the K; shifting
range is limited to ordinal values between 0 and 105 to avoid exceeding the ASCII table maximum.
We excluded reduced random Caesar and reduced random mutation from this study, but they may be
worth examining in future research. To assess the results, this study employs a modified cross-
validation approach (Rangel and Rangel 2024a, 2025a; Rangel et al. 2025a, 2025b), which it
intentionally biases the discrimination procedure, as noted above. Our findings suggest that noisy
injection can be a valuable security measure for organizations.

3. RESULTS AND DISCUSSION

Every TS was used separately for all experiments. The estimated error, TC, and TD, were determined
for each encryption strategy, as described earlier. A five-fold modified cross-validation (Rangel and
Rangel 2024a), it was applied to each TS, enabling a direct comparison with the results of other
research (Rangel et al. 2025a, 2025b; Rangel and Rangel 2025a). According to (Rangel and Rangel
2025a), this traditional cross-validation method (Barandela et al. 2003; Bruzzone and Serpico 1997;
Cover and Hart 1967; Kuncheva and Jain 1999; Lewis and Catlett 1994; Rangel 2002, 2022; Skalak
1994), typically involve dividing the TS into five subsamples of roughly equal size (around 20%
each), with one subsample serving as the test set (MC) for model evaluation. The four remaining
subsamples (about 80% of TS), they are merged to form a single training set, which it is used to train
the model. The trained model is then assessed using the MC as new, unseen data. This process is
repeated five times to determine the standard deviation once the global accuracy was calculated
(Lewis and Catlett 1994). This traditional procedure could not be applied in the encryption/decryption
of data. Due to that in this research, the evaluation of the encryption algorithm, it does not require a
training model with the TS, nor be evaluated with a MC. The training FinalPackage and evaluation
tasks are conducted beforehand, before the creation of the ciphertext or , as relevant. The process
begins with applying the standard encryption algorithm to the plaintext to obtain a ciphertext. This
ciphertext is then decrypted, and both vectors are saved in the TS. In the case of random noisy
strategies, the plaintext is encrypted using the standard encryption algorithm to produce a ciphertext.
The heuristic method is then applied to emulate a partial phase training, leveraging the GA's random
selection stage. The K; vector is generated by partial training with the random Caesar strategy, which
is used to inject noise into the ciphertext in the FinalPackage. Afterward, the encrypted sequence is
decrypted, and both vectors are stored in the TS. A novel approach has been applied to the cross-
validation modification (Rangel and Rangel 2024a; Rangel et al. 2025a), enabling the evaluation of
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global accuracy (Lewis and Catlett 1994), without the need for using a separate MC. The data
encryption/decryption process in this research uses a modified cross-validation approach (Rangel and
Rangel 2024a, 2025a; Rangel et al. 2025a, 2025b) that it omits the MC pattern evaluation. The error
is computed using four subsamples of the TS, and this process is repeated five times, with about 20%
of the TS being sequentially omitted. This schema simulates the estimated error in various
environments by excluding a portion of the TS, resulting in a more convergent outcome with an
optimistic bias, thereby it denotes that obtained value may be better or equal in practical applications
(Rangel and Rangel 2025a). This method enables the evaluation of the estimated error and other
numerical features of the TS. In cases where the decrypted ciphertext does not match the input
plaintext, the error percentage is calculated by determining the percentage of coded characters that
could not be decrypted accurately. The process is repeated five times, with a different subsample
extracted in each iteration, akin to traditional cross-validation. This repetition enables the calculation
of the average and standard deviation of numerical attributes or columns, specifically encryption
times (TC), decryption times (TD), and global error percentage. As encryption ambiguity was noted
during the experimentation process, the cross-validation was performed without distinguishing
between classes. This topic may be revisited in future research to provide more comprehensive
explanations. This circumstance has not impacted the overall accuracy of the encryption strategies
assessed here. As a result, the experimentation in this work was limited to two classes of situations.
First, the comparison of five standard encryption algorithms (DES, 3DES, AES-256, GOST R 34.12-
2015, and IDEA-128), they were studied being applied to plaintext as static encryption scheme for
results comparisons with other authors (Rangel et al. 2025a, 2025b; Rangel and Rangel 2025a). We
then evaluated four random noisy strategies (Rangel et al. 2025a), being applied to ciphertext. The
evaluation focused on random noisy DES, random noisy 3DES, random noisy AES-256 and random
GOST R 34.12-2015, while random noisy IDEA-128 is presented as a novel strategy in this research.
Consequently, the five random noisy strategies were tested individually for injecting noise into the
ciphertext as a dynamic encryption measure. After processing all the samples for each encryption
strategy separately, the global average results, they were computed using the novel updated cross-
validation method (Rangel and Rangel 2024a, 2025a; Rangel et al. 2025a, 2025b), as explained above.
This information can be found in Table 1, which includes the standard deviation in parentheses. To
facilitate comparison with previous research (Rangel et al. 2025a; Rangel and Rangel 2025a), the
encryption and decryption times are presented in columns TC and TD, respectively, measured in
milliseconds. This research terminated the iterative experimental process after producing five
repetitions of ciphertext for each encryption approach. Note that the results presented in Table 1, they
are the average of five sequential experiments, including the standard deviation in parentheses,
assessed with the updated cross-validation approach (Rangel et al. 2023, 2024, 2025a, 2025b, 2025c;
Rangel and Rangel 2024b, 2025a). The parameters used for the standard encryption methods are
described below: The parameters for the DES algorithm consisted of a 56-bit key ('00000001"), UTF-8
encoding, ECB mode (Stinson and Paterson 2019), and hexadecimal output for ciphertext. The DES
algorithm was implemented using the pycryptodome package in Python (PyCryptodome 2025; PyPI
2024). The TripleDES (3DES) algorithm used ECB mode (Stinson and Paterson 2019) with OpenSSL
(Van and Jajodia 2011; Van-Tilborg 2005) and a 24-bit key (‘000000000000000000000001") to
produce ciphertext in hexadecimal format. The algorithm's implementation in Python utilized the
components from cryptography (Python-Cryptography 2025). The GOST R 34.12-2015 parameters
includled ECB mode (Stinson and  Paterson 2019), and a  32-bit key
('00000000000000000000000000000001"), vielding ciphertext in hexadecimal format. The
implementation utilized the gostcipher component of Python's gostcrypto library (Gostcrypto 2021).
For encryption, we selected the 'kuznechik' algorithm from the GOST R 34.12-2015 standard,
implemented via gostcrypto.gostcipher.new. The mode of operation was ECB, denoted by
gostcrypto.gostcipher. MODE_ECB, and the padding scheme adhered to
gostcrypto.gostcipher.PAD_MODE _1, as per the gostcrypto package's default settings (Gostcrypto
2021).

Tab.1. Encryption/Decryption Performance and Error Analysis ™.
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Encryption strategy
Test 1 Test2 TC TD Error
IDEA-128 303030303030303114eda2ee5164963 303030303030303114eda2ee5164963 6.7049 0.4395 0(0)
3f6a08b6e7f49a161323ee4b8e744858  3f6a08b6e7f49a161323ee4b8e744858
43c62765533823585 43c627e55338a3585 (3.4904)  (0.0309)
random noisy Y b2bEHZSWSLCLj wGwvCw,  CuBup pZ*ZUWiir L et 93197 0.8589  0(0)
T, ®je*m=m"+"xHxZ kz ®Pe<\[Ich w4 7jaten;n?[120xO© fO fOpOCEQ,
IDEA-128 @§B§OqOIligpga~aefej5SiblbikiA A 1, ¥s¥°K °3~azEzm<meefoe* ] cecoec- (4.5582)  (0.0386)
LAd®{® 114U »]%]. 4.5t c~*QQLI* L {E{a,af6foqO;?;F-F-H-¥
»EBBOCOfOf-t-11, ] O0E“E~M~_] n¥e/sNAXXA[143, 2B [ B VacVa]*]1d2dYs
KOuCuAAEeESI0AT AITIA%ARE  SYHa1a01901%%04EdE (uPuijifOf
fir;rfOf 1 Z0+y+m8m%1%SVS’ "Nn AL As)e - ujuT
NT™MCT™ - Td1d202&\2[ 1272 ¢=¢%0T%o0,M,k8ky,
_—u~A[ASNS1QT_,_ceicels... A OHO} @ -8,4_, UK hiRE
JpIbgjgv
DES d535¢337be1d94db5b940b75bcel2 d535¢337be1d94db5b940b75bce124d 1.1439 0.1937 1 (0)
4dcda93ffa35791bf07 cda93ffa35791bf07
(0.5087) (0.0187)
random noisy OEDE"E=]=Z YZU[YANM SSSTF &, 000® (R 'G'ZDhoceece= = C™ 1.6333 0.5848 1(0)
S AEAAEGBGRTATMT—x—016013§r§ l= =, =,03gCcCam, @~ 1" X ¢n¢A~
DE [, UASA«w« ] ed« TW r=rg];, AAcATOT-x-ce:0e6°0™AT™MEr£rE L (0.4897)  (0.0389)
L7 606V%V {1{% % T 4,a-2— (DL IEFEAT Acwe 1] 0xqxByBY i
[J=[1°C °RRNKNi{i6“6—d— 6it?t°Z* VafYaz12%0'%0000Y )Y p9p
r=rY"Y = /-|-a~alyRp@p®w®
_ 2b2c98d7ebc5eb39ee563dc2c2abd 2b2c98d7ebc5eh39ee563dc2c2abdc8f
GOSTR 34.12 c8fa40423ca32f7chbef6eb9bed2611 a40423ca32f7cbef6eb9bed261116b75 21.2675 21.3360 0.2 (0)
2015 16b75 (0.0348) (0.0221)
random noisy .. DIRAAZLEL A" -®®.. . =]=AlAuu=W=AANE 224996 221574 0.2 (0)
a2 JAASAOnOY: zEza[1a*3+in €4,V,0p0%%o¥s T a~acqoE[E®I®*
GOST R 34.12- (AAL B ¢=gavE} T} B(ES e ALAS 3 (0.0825)  (0.0151)
2015 O¢p¢®K®uy«EBE£’0 < a}amsme  ™g™2027 17 S’ ¢@CAJAEQEC=Cala
<¢FzFzyly', SIShSh#TEES§Z  1X1°P“cp<pd2df3f¢?¢5+6QQufug Yy,
(ZBYBZ =, =—4-A_A-0- ~G~xtx¢@¢616UvUgl g®I® %5 fI f
“1“OmOA[143a3°X*"/"EbEATA,  qTY,,,.uQu~L~OsOA” AwFwj9j’\"*/Vs
L RIRA-" 3xBx”27k4k](] R
AES-256 303030303030303030303030303  3030303030303030303030303030303 7.3116 0.6166 0(0)
030319421780fc40c59f14796a59  19421780fc40c59f14796a598115d8e5 3.7093 0.0169
811508¢513076{9666767cha0fcda  1391619666{67ch30fcda0Lf2273%eda  (3- (s )
01f22739%eda
random noisy S@SﬂTﬂiipﬁzTgkfsdTldk;‘k‘JSJuEwuR -zr-les[ejé’éjﬁmf;%%/{@;gz@é% 8.4637 1.0021 0(0)
LA A A *n; o 1 y
AES-256 W8I ZFZZZ7 A7 - eloe- oponvimi ] 2 2qeqerezGdnqro,  (3:9351)  (0.0119)
*g7g™fM[](]-, - 1°ATJASZSh Q,.qAqm:m=[1£2y>WWEwWT™hT™\%\r
»Es£3gsi8il“lelebOboekaen, pg/gS#  :r...U..."""EeBAJ AT~ ikiAT1 AoGoe
SA\Alliopo[+[4,an9n g §A§PPE”  JeyHyrasE EV4f/4°2°"7"A = A=d=ilik:
E°fOESE+{£¢ A¢h3hs:s“[“IW keyad/dbzb¥m¥A A= JeX'Xn;nb)bs4s
&W-a- .. R =T=V VeWe=|Fja{a——
ZEbEx@xlil«vc%oX%o=j=-s-2 yBy-J-00 1 0EYE X PIY<Y%Z%Y°
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T4 ¢fcoe;ce
(B W WEiSize,20qOU%UY( 1
Yiil-d-
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6— h
e
3DES d535¢337be1d94dh5b940b75hbcel d535¢337he1d94db5b940b75bce124d 7.6814 0.5004 0(0)
24dc620c51e2380a3d5¢c €620c51e2380a3d5¢ c
(3.9388) (0.0184) a
|
random noisy a~é©t©g4ga~3p’V(S,O,P,ﬁAfAio 1#{m8mEPENINAZVEY E]*JEz+CeC 8.4594 0.6742 000 c
+RIR%0°S-$QSd0dd 5a~2',,'d G0/ £2£°0 7 BbE-U- Thid OW
3DES O NIM-IHISLE EUZOs  XSXU%UIDNjwBw-s-¥B¥igis = (4.1892)  (0.0179) u
0a{ablb<YdSiRFP*z <", f Ut¥s%a2,, |
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i
Average : 9.4485 4.8424 0.2400 o
(6.7619) (8.4714) (0.3878) n

of encryption/decryption times (in milliseconds) and estimated error are here shown. Some of them were
rounded to match the results presented in other works (Rangel et al. 2025a; Rangel and Rangel 2025a). Except
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for ciphertext with the random noisy strategies because these processes of the encryption method are random.
Hence, it always generates different and dynamical results. The columns TC and TD, they are the average times
of the estimated procedure for encryption and decryption tasks, respectively (the standard deviation among
parentheses is shown). Two tests of ciphertext results for each encryption strategy, they are also shown as Testl
and Test2. Two experimental tests with the same plaintext: @Welcom , in some cases, different results have
been obtained.

Regarding the AES-256 experiments used a 256-bit key (‘00000000000000000000000000000001")
and a 128-bit using IV (‘0000000000000001") with CBC mode (Stinson and Paterson 2019) and
OpenSSL (Van and Jajodia 2011; Van-Tilborg 2005), as the default backend (default_backend()).
PKCS7 padding (Van and Jajodia 2011; Van-Tilborg 2005), with 128 bits was applied and the
ciphertext was output in hexadecimal format. This schemes were implemented in Python using the
cryptography library (Python-Cryptography 2025). The IDEA-128 parameters utilized a 16-bit secret
key (key) with a value of '0000000000000001" with length of 128 bits and a initialization vector (1V)
sequence of ‘00000001, with the mode operation set to CBC: Cipher Block Chaining (Stinson and
Paterson 2019), as default_backend(), and Public Key Cryptography Standard #7 (PKCS7) method
(Van-Tilborg 2005; Van and Jajodia 2011) with 128 bits of padding have been employed. The
remaining requirements were determined by the Python cryptography library (Python-Cryptography
2025), which used standard values. The ciphertext outputs were encoded in hexadecimal format. On
the other hand, most of the experiments were successful. Except for certain tests conducted with the
DES and GOST R 34.12-2015 algorithms and its random noisy alternative, which encountered errors.
Characters beyond the ASCII range, including 'g& (ordinal 9619) and ‘(1" (ordinal 65533), introduced
into the plaintext, could be the cause. While these characters might be unavoidable in real
applications, in Table 1 demonstrates that most encryption methods were able to hide this issue in the
encrypted output. According to (Rangel et al. 2025a), one of the challenges with random noisy
approaches is that they lack control over the maximum random ASCII value chosen. Notwithstanding
the effectiveness of these strategies, an ASCII value can be repurposed as a character in another
encoding scheme, like UTF-8. In this work, these situations were not observed here due to that the
mod 120 that it has been employed because they produce sequences with allowed values in range of
the ASCII table. Except, in particular cases with the noisy injection to the plaintext input, as
mentioned above. Regarding the traditional symmetric algorithms, the encryption process based on
IDEA-128, it has revealed to be between 1.0904 and 3.1719 times faster than the 3DES, AES-256,
and GOST R 34.12-2015, proposals here experimented. With a range of 0.6067 to 14.5626
milliseconds as difference (see Table 1). Although the encryption/decryption times, they are much
faster using IDEA-128 algorithm, in this research, it was observed that this strategy supports plaintext
or ciphertext with values greater than 255 characters. Thereby, it can be considered a secure scheme if
this situation is validated properly. In line with the 3DES proposals, the 3DES alternative has a
character limit of 22 for plaintext or ciphertext but it has not reported any errors. Similarly, in this
research the DES, and GOST R 34.12-2015 algorithms, they allow a maximum size of plaintext or
ciphertext with 255 characters. However, the DES, and GOST R 34.12-2015 alternatives are not
recommended. Due to that these schemes were observed the occurrence of errors at the time of data
description up to 1.0%, and 0.2% on average, respectively. Table 1 in this research displays static
ciphertext results for standard encryption algorithms, including DES, 3DES, AES-256, GOST R
34.12-2015, and IDEA-128. It's crucial to understand that the static nature of these ciphertexts does
not necessarily imply a lack of security in all cases. Besides, the best balance was achieved with
random Caesar on plaintext. The random Caesar Il with mod 120 encryption method proved to be
faster than the rest of the strategies assessed. In experiments was reported an average of 0.14
milliseconds in encryption procedure with standard deviation of 0.0108. Instead, the decryption
process, it has revealed an average of 0.05 with standard deviation of 0.0011. In Table 1, these
computed results are not shown because the purpose of this research is the comparison between
standard encryption algorithm and its noisy injection application. Among the random noisy proposals
experimented with, the IDEA-128 combined with random Caesar mod 120 (i.e., random noisy IDEA-
128 strategy) proved to be the fastest when applied to ciphertext. In this context, the best-balanced
outcomes are also obtained when using DES schemes including its random noisy strategy. Compared
to random noisy GOST R 34.12-2015 strategy, the novel random noisy IDEA-128 alternative has
showed a notable performance improvement, with speeds 2.4141 times faster. The difference in
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milliseconds ranged as 13.1798. The results show that the encryption speed difference between IDEA-
128 and its random noisy version is not significant. For instance, traditional IDEA-128 is 1.3899
times faster, with a marginal difference of 2.6148 milliseconds (see Table 1). Both IDEA-128
alternatives tested in this research had a plaintext length limit of 255 characters, as discussed above.
The experiments conducted did not encounter any issues of this limitation. Regardless, it is believed
that this measure alone substantially improves the trustworthiness of the encryption strategy's
performance. These findings suggest that random noisy schemes are useful for experimentation,
though more in-depth analysis of other variables is required, especially considering the 255-character
limit for plaintext in this research. With the exception of 3DES, as explained earlier. Each encryption
strategy was assessed using a unique training sample tailored to its specific design. The random
Caesar schemes are recognized for enhancing data security in organizations (Rangel and Rangel
202443, 2024b; Rangel et al. 2023, 2025a) and similar benefits are observed with the random noisy
strategies. In Table 1, this effect was corroborated for the computed global average. Although that
random noisy alternatives, they produce slightly longer ciphertext. The experiments revealed that
DES-generated ciphertext can be quicker than IDEA-128, 3DES, AES-256, and GOST R 34.12-2015.
Nonetheless, the use of DES may pose security risks due to its potential vulnerability to decryption, as
evidenced by the 1.0% average error rate observed during encryption and decryption. The application
of random noisy strategies to standard encryption algorithms resulted in dynamic ciphertext outputs in
all cases. Nevertheless, the processing time for FinalPackage ciphertext was greater than that of the
standard algorithms, as evident Testl and Test2 in Table 1. Hence, IDEA-128 proposals exhibit faster
execution times than GOST R 34.12-2015 strategies. Despite this, the random noisy schemes always
generate dynamic ciphertext outputs. However, this situation can achieve that the cybercriminals do
not delay too much in the decryption process. In this case, they should have known each random K;
shifting value prior to using it, which they have been camouflaged previously. Employing the
PartialNoisy proposal, a novel schema outlined in other research (Rangel et al. 2025a) renders the
decryption process substantially more challenging. Hence, these tasks of data discovering might be
very difficult, even for quantum computing. The exploration of PartialNoisy was beyond the scope of
this study and is suggested for future work. By repeatedly applying these random noisy strategies, we
can achieve more dynamic and effective outcomes than conventional static encryption algorithms.
The noisy injection alternative enhances the security of both ciphertext and plaintext, potentially
safeguarding against future quantum computing attacks (Baklaga 2024; Bavdekar et al. 2023; lavich
et al. 2024; Rangel et al. 2025c¢) and bolstering digital data security for organizations. Moreover, no
cyberattack assessments have been conducted on these random noisy alternatives to identify potential
weaknesses. In previous research (Rangel and Rangel 2024a; Rangel et al. 2025a) have recommend
utilizing downsized ciphertext with reduced random or mutation approaches (Rangel and Rangel
2024a) as reliable indicators. By utilizing these schemes, we can obtain compact ciphertexts and rapid
encryption, without compromising data security, due to the camouflaging of partial ciphertext through
Ki shifting prior to storage. Therefore, these alternatives can present a low risk for digital data theft by
inserting a larger proportion of noise into the ciphertext. Considering reduced random and mutation
schemes could lead to improvements. Nevertheless, this work explores different avenues, with
reduced alternatives being a potential area for future study. Finally, the study's objectives and
hypotheses were successfully met, despite the challenges encountered. This novel proposal, based on
noisy injection, leverages random noisy IDEA-128 to produce dynamic encryption ciphertext outputs.
This means that different results can be produced, even when using the same plaintext and parameters,
which can lead to confusion for cyber attackers. Refer to Table 1, for corroborating data. By
comparing standard encryption algorithms with random noisy strategies, we can infer that noisy
injection is a promising approach for organizations seeking a safe alternative. The novel random noisy
IDEA-128 strategy is included, particularly for environments that have adopted traditional IDEA-128
approaches. The random noisy scheme is recommended to enhance digital data security in this type of
cryptosystem. While the random noisy IDEA-128 encryption strategy has its drawbacks. This
approach is regarded as a safe measure for organizations because the simple fact of implementing this
novel alternative based on noisy injection ensures a significant improvement in digital data security.
In addition, a modification of the dynamic encryption methodology here presented might be of
interest. It entails using techniques like reduced noisy (Rangel et al. 2025a) and reduced random
mutation (Rangel and Rangel 2024a) to conceal ciphertext, resulting in a 33% reduction in ciphertext
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size in FinalPackage relative to random noisy methods. Another strategy that could be examined is the
application of different methods for noisy injection. Especially, those that merge the simultaneous
random noisy methodology with artificial intelligence utilizing the nearest neighbor rule (Barandela et
al. 2003; Cover and Hart 1967; Rangel 2002, 2022; Rangel et al. 2024, 2025c; Rangel and Rangel
2024b) and pseudo-hexadecimal encoding (Rangel et al. 2023, 2024, 2025¢), as noted above. Clearly,
this suggests a multitude of potential directions for future work.

4. CONCLUSIONS AND FUTURE WORKS

Regularly updating cybersecurity strategies, including encryption methods, is a crucial factor in
ensuring the safety of digital data in organizations. However, this does not ensure the security of their
digital data. Several studies (Rangel and Rangel 2024a; Rangel et al. 2025c) note that numerous
alternatives have addressed the issues arising from vulnerable encryption measures. When a method
becomes well-known, it can become less secure and inadequate. Dynamic encryption alternatives
have been recommended in prior research (Rangel and Rangel 2024a, 2024b, 2025a; Rangel et al.
2023, 2024, 2025a, 2025b, 2025¢), to tackle the challenge of digital data theft. This paper presents a
novel modification of these methodologies. It is based on a fusion of techniques with a standard
encryption algorithm combined with random Caesar Il mod 120 strategy, for use in real applications
of the organisations. This study presents a new dynamic encryption approach, referred to as the
random noisy IDEA-128 strategy. Furthermore, the evaluation included a comparison of five dynamic
encryption alternatives that utilize random noisy strategies. The approaches employ Al-driven noisy
injection into ciphertext, incorporating random and heuristic techniques as mentioned earlier.
Therefore, it has the potential for practical application in organizational contexts. Given its ability to
address the weaknesses of standard encryption methods, the noisy injection methodology can
significantly enhance its usefulness and applicability. Experimental findings with dynamic random
noisy encryption alternatives have confirmed their capacity to handle cyberattacks and data security
issues with high levels of assurance. Across the board, the random noisy strategies produce more
effective and dynamic results compared to traditional encryption algorithms (see Table 1). This topic
requires further study, which we intend to undertake. One of the techniques that we are going to
explore is the employment of some measures for downsizing ciphertext that it was obtained by
reduced noisy strategies. This can be achieved through reduced random schemes (Rangel et al. 2025a)
or reduced random mutation strategies (Rangel and Rangel 2024a), as they enable the camouflaging
of ciphertext operations. Another measure that it might be considered, it is the application of different
ways for achieving the noisy injection. In particular, those that combines the simultaneous random
noisy methodology with artificial intelligence based on nearest neighbor rule and pseudo-hexadecimal
encoding, as mentioned above. As expected, this involves a multitude of possibilities that we aim to
cover in upcoming studies.
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