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ABSTRACT: There is a growing trend of the use of autonomous vehicles (AVs) to enhance road
safety and transportation efficiency. However, these systems introduce significant human-
machine interaction (HMI) vulnerabilities that can affect user trust, decision making, safety,
security and overall system reliability of autonomous vehicles. This study examined HMI
vulnerabilities in autonomous vehicles through a Systematic Literature Review (SLR) of peer-
reviewed articles published between 2015 and 2025. The research focused on user concerns
regarding interface design, system transparency, automation overreliance, and response to
unexpected situations. The findings revealed notable risks associated with poor interface
usability, limited user understanding, and weak feedback mechanisms, which can reduce user
trust and compromise safety and security of road users. These results contribute to the ongoing
discussion on balancing technological advancement with human oversight and provide
recommendations for designing more secure, transparent, and user-centred autonomous vehicle
systems.
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1. INTRODUCTION

Autonomous vehicles (AVs) are increasingly being developed to improve road safety, transportation
efficiency, and convenience in modern societies (Malik, 2017). AVs can help to improve road safety
by minimising human errors and optimize traffic movement which reduces traffic congestion
(Mezghani & Zhao, 2024). Human—Machine Interaction (HMI) refers to the ways in which humans
communicate, respond to, and interact with automated systems, such as autonomous vehicles (Ke et al.,
2018). HMI in AVs relies on interfaces including displays, auditory alerts, haptic feedback, and voice
commands to guide users and ensure safe operation (Mandujano-Granillo et al., 2024).

Autonomous vehicles utilize advanced sensors, artificial intelligence, and control algorithms to navigate
complex environments with minimal or no human intervention (Ignatious , El- Sayed & Khan, 2022).
However, despite these technological advancements, users are still required to monitor, understand, and
sometimes take control of the vehicle in certain situations. The interaction between humans and AV
systems is therefore critical to ensuring safety and reliability (Kun, 2018).

Recent studies have focused primarily on building user trust in autonomous vehicles and improving
interface usability (Ruijten, Terken & Chandramouli, 2018) . While trust and usability are important,
limited research has examined the vulnerabilities inherent in human—machine interactions, such as
interface spoofing, misleading alerts, and social engineering attacks that can compromise both safety
and security (Linkov et al., 2019).These vulnerabilities highlight the need for a deeper investigation to
identify risks and develop mitigation strategies that ensure safe human—AV interactions.

The research investigates human—machine interaction vulnerabilities in autonomous vehicles. This
study explored potential threats arising from AV interfaces and recommended strategies that can
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improve both user trust and system security. The following subsections briefly present the problem
statement, research questions, and objectives of the study.

1.1. Problem Statement:

Autonomous vehicles (AVs) rely heavily on human—machine interfaces (HMI) to communicate vehicle
status, alerts, and control instructions to users (Mandujano-Granillo et al., 2024). While AV technology
has advanced rapidly, human users remain responsible for monitoring and interacting with the system
in critical situations. However, vulnerabilities within these interfaces , such as ambiguous takeover
requests, misleading alerts, and interface spoofing , pose significant safety and security risks (Linkov
etal., 2019).

These vulnerabilities may lead to delayed reactions, errors, or unsafe decisions by drivers or passengers,
potentially resulting in accidents or system misuse. Despite the growing body of research on AV
usability and trust, there is limited empirical investigation into HMI specific threats, leaving a critical
gap in knowledge that could compromise the safe adoption of autonomous vehicles ( Hoff & Bashir,
2015).

Addressing this gap is essential for developing user-centred interface designs, robust mitigation
strategies, and policies that ensure safety, reliability, and trust in AV systems (Lee, 2023). This study
examined these vulnerabilities, providing insights that can inform both researchers and practitioners in
enhancing human—machine interaction safety.

1.2. Purpose Statement:

This research aimed to investigate human—machine interaction vulnerabilities in autonomous vehicles,
focusing on potential threats arising from AV interfaces. A systematic literature review (SLR) approach
will be employed to gather and analyse relevant studies, identifying vulnerabilities such as interface
spoofing, misleading alerts, and poorly timed takeover prompts, as well as strategies to mitigate these
risks.

1.3. Research Questions:

1. What are the common human—machine interaction vulnerabilities in autonomous vehicles?
2. What strategies can be employed to mitigate these vulnerabilities and enhance user safety and
trust?

1.4. Objectives:

1. To Identify the common human—machine interaction vulnerabilities in autonomous vehicles.
2. To recommend strategies that can mitigate these vulnerabilities, enhancing user safety and trust
in AV systems.

2. THEORETICAL FOUNDATION

Understanding how humans interact with autonomous systems is vital for ensuring safety and reliability
in autonomous vehicles. The Human Factors Theory focuses on optimizing the relationship between
humans and machines by considering cognitive, physical, and behavioural aspects (Khayal, 2019). This
theory helps identify how interface design, alerts, and feedback mechanisms influence user performance
and error rates in AV systems.

Another relevant framework is the Trust in Automation Theory, which explains how humans develop
trust or distrust in automated systems ( Hoff & Bashir, 2015). Trust influences user reliance, decision
making, and response to system alerts, making it crucial for evaluating the safety implications of HMI
vulnerabilities.
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Furthermore, the Socio-Technical Systems Theory views humans and technology as part of an
interconnected system, emphasizing that vulnerabilities can arise from interactions between people,
machines, and their environment (Sony & Naik, 2020). This perspective is essential for understanding
not just interface flaws, but also how human behaviour interacts with AV system design to create
potential risks.

This research applied these theories to examine human—machine interaction vulnerabilities in
autonomous vehicles. By using Human Factors Theory, Trust in Automation Theory, and Socio-
Technical Systems Theory, the study aims to analyse the design and behavioural factors that may
contribute to HMI vulnerabilities and explore strategies for enhancing user safety, system security, and
trust.

3. LITERATURE REVIEW ON HUMAN-MACHINE INTERACTION
VULNERABILITIES IN AUTONOMOUS VEHICLES

This section reviews existing literature on human-machine interaction (HMI) within autonomous
vehicles (AVs) and the associated vulnerabilities that may impact safety, user trust, and system
reliability. The review discussed key aspects such as interaction design and usability, user trust and
automation bias, communication and feedback mechanisms, cybersecurity and interface spoofing,
human error and system overreliance, and strategies for enhancing HMI security and resilience. Each
subtopic is examined in detail in the following sections.

o 3.1: Interaction Design and Usability in Autonomous Vehicles
o 3.2: User Trust and Automation Bias

o 3.3: Communication and Feedback Mechanisms

° 3.4: Cybersecurity and Interface Spoofing

. 3.5: Human Error and System Overreliance

o 3.6: Strategies for Enhancing HMI Security and Resilience
3.1. Interaction Design and Usability in Autonomous Vehicles

Effective HMI design is crucial for ensuring safe interaction between humans and AV systems. Poorly
designed interfaces can lead to confusion, delayed responses, and misinterpretation of alerts (Singh,
2025). Research by Kremer (2018) emphasizes that intuitive design and clear feedback are vital for
maintaining situational awareness. Conversely, overly complex interfaces can distract users and
increase cognitive workload, leading to unsafe behaviours. Studies suggest that minimalistic displays
combined with adaptive feedback mechanisms improve user performance (Gaspar-Figueiredo et al.,
2025). However, existing research focuses primarily on usability and less on how attackers might
exploit design weaknesses to manipulate user responses. This gap highlights the need for research
exploring security vulnerabilities within HMI design itself.

3.2. User Trust and Automation Bias

Trust is central to the successful adoption of autonomous systems. Excessive trust may cause
overreliance, while insufficient trust may lead users to disengage from the system ( Hoff & Bashir,
2015). Chen and Sunda (2023) emphasize that the psychological aspect of human trust in automation
can determine user reaction during critical AV decisions. Studies by Tilbury and Flowerday (2024)
show that clear communication and predictable system behaviour improve user confidence. However,
automation bias where users unquestioningly accept system outputs can create serious safety risks.
Existing research primarily explores trust development, yet there is limited focus on how attackers could
exploit this trust, for instance, through interface spoofing or misinformation within vehicle displays.
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3.3. Communication and Feedback Mechanisms

Human—machine communication determines how effectively a driver or passenger understands vehicle
status and system intent. Effective feedback mechanisms—visual, auditory, and haptic—enhance user
awareness and reduce uncertainty (Ma et al., 2025). Wang and Hu (2024) highlight the role of machine
learning in refining feedback accuracy to adapt to user behaviour. Despite these advances, inconsistent
feedback during system transitions (for example., from autonomous to manual mode) often results in
delayed human response times. Current literature largely overlooks how malicious interference could
disrupt or mimic legitimate feedback signals, potentially misleading users during critical driving
scenarios.

3.4. Cybersecurity and Interface Spoofing

The integration of digital networks into AVs introduces new risks, as HMI components can serve as
entry points for cyberattacks. Poonam (2025) highlight blockchain’s ability to secure vehicle-to-vehicle
(V2V) and vehicle-to-infrastructure (V2l) communications by preventing unauthorized data
manipulation. However, many HMI systems remain vulnerable to spoofing, where false interface
messages or alerts deceive users into unsafe actions (Dasgupta et al., 2025). Interface spoofing exploits
the trust between human and system, creating psychological and operational vulnerabilities ( Hoff &
Bashir, 2015). Although numerous studies focus on securing AV networks and sensors, limited research
addresses security mechanisms directly embedded in HMI design to detect and prevent such attacks.

3.5. Human Error and System Overreliance

Human error remains a significant cause of AV-related accidents, often triggered by poor interaction
timing and unclear feedback. Studies by Khayal (2019) and Sony and Naik (2020) indicate that drivers
can become complacent or disengaged during prolonged periods of automated driving, which may
impair their ability to respond effectively when manual intervention is required. Overreliance on
automation increases the likelihood of delayed reactions in critical situations. While machine learning
algorithms aim to predict and correct human lapses, they cannot entirely eliminate human error. Most
current studies assess human behaviour under simulated environments, leaving a gap in real-world
evaluations of error patterns under cyber-induced or spoofed conditions.

3.6. Strategies for Enhancing HMI Security and Resilience

To strengthen the resilience of HMI systems, researchers recommend integrating human factors
engineering with cybersecurity design principles. Poonam (2025) emphasizes adopting blockchain and
encryption to protect in-vehicle communications, while Mazin (2018) underscore the importance of
adaptive machine learning to identify abnormal interaction patterns. Additionally, transparency and
explainability in automation decisions can improve user trust and response accuracy
(Grimmelikhuijsen, 2022). Combining advanced security technologies with psychological and
ergonomic design considerations can help mitigate HMI vulnerabilities. Future research should focus
on holistic approaches that align user trust, interface usability, and cybersecurity resilience within AV
systems.

4, RESEARCH DESIGN AND METHODOLOGY

The Systematic Literature Review (SLR) approach was employed in this research. A Systematic
Literature Review provides a trustworthy and academic overview of the body of research on a specific
subject or area. Its primary objective is to identify, evaluate, and synthesize all relevant studies using a
transparent, replicable, and structured process (Van Dinter, Tekinerdogan & Catal, 2021). This
approach ensures the inclusion of high quality, credible literature to provide an in-depth understanding
of human—machine interaction vulnerabilities in autonomous vehicles (AVS).
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Furthermore, the SLR method enhances the study’s objectivity, transparency, and reliability by
following predefined search and inclusion criteria. The following subsections describe the search
strategy and article inclusion criteria used to collect and evaluate literature for this research.

4.1.  The Search Strategy

Online databases such as Google Scholar, ResearchGate, IEEE Xplore, EBSCO Host, ScienceDirect,
and SpringerLink were systematically queried using the keywords listed below. These databases were
selected because they host peer-reviewed and high-quality research relevant to autonomous systems,

cybersecurity, and human—machine interaction.

Keywords used:

o Human—Machine Interaction in Autonomous Vehicles
. HMI vulnerabilities in self-driving cars

° Cybersecurity threats in human-vehicle interfaces

o Trust and automation in autonomous vehicles

° Interface spoofing in intelligent transportation systems
° Driver—automation communication and safety risks

The search process involved reviewing titles, abstracts, and keywords to determine relevance to the
study’s objectives. References from relevant articles were also traced through backward and forward

citation searches to ensure comprehensive coverage of existing work.

4.2, Inclusion Criteria

The inclusion of articles was guided by the following criteria:

. Peer-reviewed journal articles, conference papers, and technical reports published between
2015 and 2025.
. Studies that directly address human—machine interaction, trust in automation, AV safety, or

cybersecurity vulnerabilities.
. Avrticles written in English to ensure accessibility and consistency.
o Research focusing on autonomous vehicles and advanced driver assistance systems (ADAS)

with human interface components.

5. FINDINGS AND INTERPRETATION OF FINDINGS

The findings from the systematic literature review revealed several critical insights into human—
machine interaction (HMI) vulnerabilities within autonomous vehicles (AVs). The reviewed studies
highlight that while AVs significantly improve transportation safety and efficiency, interaction between
humans and automated systems remains a key vulnerability point. Issues such as poor interface design,
overreliance on automation, weak cybersecurity mechanisms, and inadequate trust management

continue to present safety and security challenges.
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5.1. Key Findings

1. Design and Usability Weaknesses

The literature indicates that complex or poorly designed interfaces contribute to user confusion and
delayed reactions (Singh, 2025). Users often struggle to interpret system messages or warnings,
especially during critical decision making moments. These usability flaws can be exploited by attackers

through interface spoofing, where false or misleading notifications manipulate user behaviour.

2. Trust and Automation Bias

Studies consistently show that user trust significantly affects safety outcomes. Excessive trust in
automation often leads to automation bias, where users accept system outputs without verification (
Hoff & Bashir, 2015). This overreliance can result in accidents when the system fails. Conversely, lack
of trust may cause users to disengage from AV systems, reducing their effectiveness. Building
calibrated trust remains a central challenge in AV development.

3. Cybersecurity Risks and Interface Spoofing

Research highlights that HMI components are susceptible to cyberattacks, especially interface spoofing
and false data injection (Miller & Holley, 2022). These attacks deceive users into making unsafe
decisions or override safety protocols. Wylde et al. (2022) emphasize blockchain’s potential to secure
communications between vehicle systems, while Mishra and Yadav (2020) demonstrate that machine
learning techniques can improve threat detection accuracy. However, integration of such security

mechanisms into HMI design is still limited.

4. Human Error and System Overreliance

Findings indicate that as automation increases, human attention decreases. He, Buijsman and Gadiraju
(2023) note that prolonged exposure to autonomous driving modes reduces driver situational awareness
and readiness to intervene. When sudden manual control is required, response times are often
insufficient. This demonstrates a need for adaptive interfaces that maintain user engagement and

readiness.

5. Lack of Standardized Safety Frameworks

The literature reveals a gap in global standards governing HMI safety in AVs. Most studies focus on
technical or mechanical safety, with limited attention to user interaction security. A consistent
framework integrating human factors and cybersecurity principles is essential to address these

vulnerabilities comprehensively (Patel, Jung & Khatun, 2025).
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5.2 Interpretation of Findings
The findings collectively suggest that human—machine interaction is both a technical and psychological
challenge in the deployment of autonomous vehicles. While technological advances have improved
automation reliability, vulnerabilities persist due to human behavioural patterns and inconsistent system
feedback.

The studies reviewed indicate that addressing these vulnerabilities requires a multidisciplinary
approach, combining principles of human factors engineering, trust in automation, and cybersecurity
design. The interpretation highlights that AV developers must prioritize not only mechanical and
network safety but also the security and usability of the interface through which humans interact with
these systems.

Furthermore, the review reveals that user trust and perception play a critical role in AV adoption.
Enhancing transparency, predictability, and user control can significantly improve interaction safety
and user confidence. The integration of adaptive feedback systems, blockchain based communication,

and Al-driven intrusion detection could mitigate many existing vulnerabilities.

Overall, the findings reinforce the importance of designing secure, trustworthy, and user-centred HMI

systems to ensure the safe and effective operation of autonomous vehicles.

6. CONCLUSION

The research revealed notable concerns about human-machine interaction vulnerabilities in
autonomous vehicles, particularly around trust, safety, and system transparency. Users often feel
uncertain about how AV systems make decisions, especially in unexpected situations. The study
highlights the need for greater transparency and user awareness to strengthen confidence in automation.
While focused mainly on existing literature, the findings may not fully reflect real world experiences.
Future studies should include practical testing and diverse user groups to provide broader insights.
Overall, the study contributes to understanding how users interact with autonomous systems and
emphasizes the importance of balancing automation with human control to ensure safe and trustworthy

AV deployment.
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