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ABSTRACT: The integration of advanced digital technologies and automation systems into
modern power grids, while enhancing efficiency and reliability, has significantly expanded the
cyber-attack surface. This interconnectivity introduces critical vulnerabilities where malicious
cyber intrusions can trigger cascading physical failures, leading to widespread blackouts. This
literature review synthesizes current research on the impact, mechanisms, and mitigation of cyber-
attack-induced cascading failures in power grids. The review examines how cyber-physical
interdependencies create novel pathways for failures, analyzes modeling and simulation
approaches for assessing risk, and evaluates the effectiveness of existing cybersecurity
frameworks and defense mechanisms. Findings indicate a persistent gap between theoretical risk
assessments and practical, data-driven models capable of quantifying the full impact of
coordinated cyber-physical attacks, especially within the context of developing power grids. This
review underscores the urgent need for integrated cyber-physical security frameworks, advanced
co-simulation tools, and proactive resilience strategies to safeguard critical energy infrastructure
against evolving cyber threats.
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I. INTRODUCTION

The modern power grid is undergoing a profound transformation, evolving from a relatively isolated,
electromechanical system into a highly interconnected Cyber-Physical System (CPS) known as the
Smart Grid (SG) [1], [2]. This evolution leverages Information and Communication Technologies (ICT)
to integrate digital intelligence with physical infrastructure, enabling a bi-directional flow of power and
information [3]. Abraham et al. [4] highlight that while Smart Grid integration significantly enhances
efficiency, reliability, and sustainability, it also introduces complex cybersecurity challenges due to the
increased interconnectivity of digital and physical systems.

The Smart Grid architecture comprises tightly integrated cyber and physical layers that enable real-time
monitoring, control, and communication across the power system. Figure 1 illustrates this architecture
and highlights the interdependencies that increase both operational efficiency and cybersecurity
risk.
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Fig. 1. Smart Grid Architecture [5].

Smart grids create deep cyber-physical interdependencies that adversaries can exploit to launch
cyber-attacks with severe physical consequences [6]. These interdependencies amplify the risk of
cascading failures. A cascading failure in the power grid is a sequence of uncontrolled, successive
outages in which the failure of one component triggers additional failures across the system, ultimately
threatening overall grid stability [7], [8].

Cascading failures have long been recognized as a major threat to grid stability, but their severity is
significantly heightened when initiated through cyber-attacks [7], [9]. Rajkumar et al. [7] and Islam et
al. [9] emphasize that modern cyber-enabled disturbances, such as manipulated sensor data or malicious
control commands, can rapidly propagate across the grid, overwhelming protection mechanisms and
causing widespread outages.

Real-world incidents underscore this threat. The 2015 and 2016 cyber-attacks on Ukraine’s power grid,
the 2020 RedEcho intrusion on India’s grid, the 2021 Colonial Pipeline ransomware attack, and the
2022 cyber-attack affecting 11 GW of German wind production demonstrate the growing sophistication
of adversaries targeting critical energy infrastructure. These incidents, shown chronologically in Figure
2, illustrate the increasing frequency and complexity of cyber-attacks on power systems.
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Fig. 2. Timeline of the power system and related cyber-Attack [10], [7], [11], [12].
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This paper provides a comprehensive review of the literature concerning cyber-attack-induced
cascading failures in power grids. It is structured as follows: Section Il reviews the documented impacts
and consequences of such failures. Section 11l examines the mechanisms through which cyber-attacks
initiate and propagate cascading events. Section IV analyzes the effectiveness of existing cybersecurity
measures and mitigation strategies. Finally, Section V concludes by summarizing key findings and
identifying critical research gaps for future work.

Il. IMPACT OF CYBER-ATTACK-INDUCED CASCADING FAILURES

Research on the impact of cyber-attacks on grid stability employs a range of methodologies, from
complex network theory to high-fidelity co-simulation. Early foundational work applied topological
models, treating the grid as a graph. Studies like [13] demonstrated that targeted attacks on high-degree
nodes (critical substations) cause significantly more severe cascades than random failures, highlighting
the structural vulnerability of power networks.

The concept of interdependent networks provides a crucial lens for understanding impact amplification.
Seminal work by Buldyrev et al. [14] showed that failures in a supporting network (e.g.,
communications) can cascade into a dependent network (e.g., power), and vice versa, creating a vicious
cycle of collapse. This interdependency is a primary risk amplifier in modern cyber-physical grids.

To move beyond topology and capture physical dynamics, researchers integrate cyber-attack scenarios
with power flow models. False Data Injection (FDI) attacks, which corrupt state estimator readings to
mislead system operators, have been extensively studied. Research in [15] and [16] demonstrates that
strategically placed FDI can cause incorrect economic dispatch or conceal line overloads, leading to
subsequent tripping and cascade initiation. Attacks on control loops, such as Automatic Generation
Control (AGC), are shown to be particularly devastating, inducing generator desynchronization and
rapid frequency instability [17].

Building on these insights, Figure3 provides a visual representation of how such cyber-induced
disturbances evolve into full cascading failures. This illustration reinforces the mechanisms described
above by showing how attacks such as FDI or AGC manipulation can trigger sequential outages that
rapidly escalate across the grid.
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Fig. 3. Cascading Failures in Power Systems [18].

Co-simulation frameworks, which couple power system simulators (e.g., PowerWorld, GridLAB-D)
with communication network simulators (e.g., NS-3), enable high-fidelity impact assessment. Studies
using such platforms, like [19], reveal that the speed of cyber-intrusion directly correlates with the grid’s
inability to mount an effective physical response. More recently, advanced computational techniques
like Deep Reinforcement Learning (DRL) are being used to discover novel, highly efficient attack
strategies that exploit subtle temporal and physical dependencies previously unconsidered by human
analysts [20].

The collective impact documented across these studies includes: significant economic losses from load
shedding and equipment damage, severe degradation of voltage and frequency stability, compromised
system observability for operators, and ultimately, large-scale, prolonged blackouts with substantial
societal consequences.

I11. MECHANISMS OF INITIATION AND PROPAGATION

Understanding the specific pathways through which a cyber-attack escalates into a physical cascade is
critical for developing effective defenses. The literature identifies several key mechanisms.

Initiation Mechanisms often involve exploiting specific cyber-physical interfaces. Common vectors
include: 1) Data Integrity Attacks (e.g., FDI): Corrupting measurements or commands to cause
improper control actions [15], [21]. 2) Denial-of-Service (DoS) Attacks: Disrupting communication
channels to blind operators or inhibit the operation of Remedial Action Schemes (RAS) and other

113



Scientific and Practical Cyber Security Journal (SPCSJ) 10(1): 110 — 120 ISSN 2587-4667
Scientific Cyber Security Association (SCSA)

protection systems [22]. 3) Malware and Command Injection: Directly compromising control
systems (e.g., SCADA, PLCs) to issue malicious commands, such as opening circuit breakers or altering
setpoints, as seen in the Ukraine attack [23].

Propagation Mechanisms are driven by the tight coupling between cyber and physical layers. The
structure and topology of interdependent networks play a fundamental role. Research by [24] indicates
that small perturbations in the cyber layer can escalate rapidly in scale-free or poorly managed networks
with strong feedback loops. Virus or malware propagation within the cyber infrastructure can act as a
dynamic trigger, disabling multiple control nodes in sequence [25].

The physical propagation follows classic power system dynamics: an initiated fault (e.g., a line trip due
to a false command) redistributes power according to Kirchhoff’s laws. This redistribution can overload
adjacent lines and transformers, causing them to trip via their protective relays. This process iterates,
potentially leading to voltage collapse, angular instability, and islanding. Human operator behavior
under stress can further amplify propagation, as poor or delayed responses exacerbate the unfolding
crisis [26].

Furthermore, studies employing models like stochastic Petri nets [27] and percolation theory [28]
illustrate how dependencies create "dependency chains,” where the failure of a cyber asset (e.g., a
communication router) leads to the failure of a physical sensor, which in turn disables a control function,
initiating a physical cascade.

To synthesize these insights, Table1 below summarizes the major initiation and propagation
mechanisms identified in the literature, highlighting how cyber-layer disruptions escalate into physical
cascading failures.

Table. 1. Summary of Initiation and Propagation Mechanisms in Cyber-Physical Cascades.

Category Mechanism Description Representative
Literature
Data Integrity Corrupting measurements or control [15], [21]
Attacks (FDI) commands to mislead operators or
Initiation automated controllers, triggering
Mechanisms incorrect physical actions.
Denial-of-Service | Blocking or delaying communication, [22]
(DoS) reducing situational awareness, and
disabling protection schemes such as
RAS.
Malware & Direct compromise of SCADA/PLC [23]
Command devices to issue malicious switching
Injection commands or alter setpoints, exemplified
by the Ukraine power grid attack.
Network Topology | Interdependent or scale-free [24]
Cyber-Layer Vulnerabilities cyber-physical networks allow small
Propagation disturbances to escalate through feedback
loops.
Malware/Virus Sequential disabling of control nodes as | [25]
Spread malicious software propagates across the
cyber infrastructure.
Power Flow False or maliciously triggered line trips [26]
Physical-Layer | Redistribution cause load redistribution per Kirchhoff’s
Propagation laws, overloading adjacent components.
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Protection Relay [26]
Operations
Voltage & Angular [26]
Instability
Dependency Failure of a cyber asset (e.g., router) [27], [28]
Cross-Layer Chains disables a physical sensor, which then
Dependency disrupts control functions, initiating or
Mechanisms accelerating a cascade.
Stochastic & Modeling frameworks (e.g., stochastic [27], [28]
Percolation Models | Petri nets, percolation theory) illustrate
how interdependencies amplify
cascading behavior.

IV. EFFECTIVENESS OF EXISTING CYBERSECURITY MEASURES

The escalating threat landscape has spurred the development and deployment of various
cybersecurity measures. The literature provides a critical assessment of their effectiveness
against cascading failure scenarios.

Standards and Baseline Defenses: Compliance with international standards like IEC 62351 and
the NIST Cybersecurity Framework provides a crucial baseline. However, analyses such as
[29] indicate that while these standards ensure encryption and authentication, they are often
ineffective against sophisticated multi-vector attacks using zero-day exploits or compromised
legitimate credentials—a key enabler for initiating stealthy cascades.

Intrusion Detection Systems (IDS): Both network-based and physics-based IDS are widely
studied. Physics-based IDS that monitor for inconsistencies in power system state variables
show promise in detecting certain FDI attacks [30]. However, they can be evaded by slow, low-
magnitude attacks designed to stealthily push the system towards instability [16]. Network
anomaly detection can identify overt DoS floods, but may fail against attacks using encrypted,
legitimate-looking command sequences [31].

Cryptographic and  Architectural  Defenses: Defense-in-depth  strategies,  secure
communication protocols, and network segmentation are essential. Yet penetration testing
exercises reveal that if an attacker gains a foothold inside the control network perimeter (e.g.,
via a compromised engineering workstation), these perimeter defenses can be bypassed [32].
The lack of unified cyber-physical situational awareness in many Security Operations Centers
(SOCs) means an IT-side intrusion may not be linked to its escalating physical impact until it
is too late [33].

Proactive and Adaptive Strategies: More advanced concepts show potential but face
challenges. Moving Target Defense (MTD), which dynamically alters network parameters,
can disrupt reconnaissance but may inadvertently affect time-sensitive grid control messages
[34]. Cyber-Physical Contingency Analysis extends traditional "N-1" analysis to include
cyber assets, proactively identifying critical chokepoints [35]. Artificial Intelligence (Al) and
Machine Learning (ML) offer promising avenues for predictive mitigation and automated
response. For instance, DRL agents can be trained to proactively isolate grid sections in
response to detected attacks [36]. However, concerns regarding the explainability of Al
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decisions and their vulnerability to adversarial machine learning attacks remain significant

hurdles.

To consolidate these insights, Table 2 summarizes the major defense categories, highlighting
both their strengths and the gaps that allow cascading failures to unfold.

Table. 2. Summary of Cybersecurity Measures Against Cyber-Physical Cascading Failures.

Defense (e.g.,
DRL agents)

mitigation and
automated response,
including proactive
islanding.

explainability,
trustworthiness, and
susceptibility to
adversarial ML attacks.

Defense Approach / Effectiveness / Limitations in Cascading | Representative
Category Mechanism Strengths Failure Scenarios Literature
Standards & IEC 62351, Provide essential Often insufficient against | [29]
Baseline NIST CSF encryption, multi-vector, zero-day, or
Defenses authentication, and credential-based intrusions
baseline security that enable stealthy
posture. cascades.
Intrusion Physics-based | Detect Vulnerable to slow, [30], [16]
Detection IDS inconsistencies in low-magnitude stealth
Systems (IDS) state variables; attacks that gradually
effective for certain | destabilize the system.
FDI attacks.
Network-based | Identify overt Struggle with encrypted or | [31]
IDS anomalies such as legitimate-looking
DoS floods malicious command
sequences.
Defense-in-dep | Strengthen perimeter | Once attackers gain [32], [33]
Cryptographic | th, secure and internal network | internal foothold (e.g.,
& protocols, structure; reduce compromised
Architectural | segmentation attack surface. workstation), perimeter
Defenses defenses become
ineffective; SOCs often
lack integrated
cyber-physical awareness.
Moving Target | Disrupts attacker May interfere with [34]
Proactive & Defense reconnaissance by time-critical grid control
Adaptive (MTD) dynamically altering | communications.
Strategies system parameters.
Cyber-Physical | Extends N-1 Still emerging; requires [35]
Contingency analysis to include accurate modeling of
Analysis cyber assets; cyber-physical
identifies critical interactions.
interdependencies.
Al/ML-based | Enables predictive Challenges include [36]

The literature consensus is that no single silver bullet exists. The most effective approach appears to be
a holistic, integrated strategy combining:

1) Layered technical defenses (encryption, segmentation, IDS)
2) Proactive risk assessment (cyber-physical contingency analysis)
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3) Enhanced situational awareness through integrated Cyber-Physical Security Operations
Centers (CP-SOC) [37], and

4) 4) Resilience-by-design principles that incorporate redundancy and adaptive response
capabilities into grid planning.

V. CONCLUSION AND RESEARCH GAPS

This review has synthesized current knowledge on the threat of cyber-attack-induced cascading failures
in power grids. The convergence of ICT with physical grid operations has created complex
interdependencies that sophisticated adversaries can exploit to trigger widespread blackouts. While
significant progress has been made in modeling these interactions and developing defensive
frameworks, critical research gaps persist:

1. Quantitative Impact Assessment in Developing Contexts: Most high-fidelity models and
case studies focus on grids in developed nations. There is a pronounced lack of data-driven
studies quantifying the specific risks and potential impacts on power grids in developing
countries, which may have unique architectural, operational, and resource constraints.

2. Integration of Real-World Data and Adversarial Tactics: A scarcity of publicly available
real-world attack data continues to hinder the validation and refinement of models.
Furthermore, research must better incorporate evolving adversarial tactics, techniques, and
procedures (TTPs) from frameworks like MITRE ATT&CK® for ICS.

3. Holistic and Validated Co-Simulation Platforms: While co-simulation is the gold standard,
there is a need for more accessible, validated, and comprehensive open-source platforms that
seamlessly integrate detailed models of power dynamics, communication protocols, cyber
threats, and human factors.

4. Evaluation of Socio-Technical and Economic Impacts: Research often focuses on technical
grid metrics (lost load, frequency deviation). More work is needed to quantify the full socio-
economic consequences of cyber-induced blackouts and to evaluate the cost-benefit analysis of
proposed mitigation strategies.

5. Standardized Resilience Metrics and Frameworks: The field lacks universally accepted
metrics for measuring and comparing the cyber-physical resilience of different grid
architectures or defense postures.

Addressing these gaps is imperative for developing robust, context-aware cybersecurity frameworks.
Future research should prioritize the creation of validated simulation tools, the collection and analysis
of incident data, and the development of practical resilience standards. By bridging the disciplines of
power systems engineering, cybersecurity, and complex systems theory, the research community can
contribute to safeguarding this most critical infrastructure against an evolving digital threat landscape.
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